Z—BHHIAIE (#hR )

AP| &%
SASRRA 01
YLl =Ll 2025-11-10

NN

» )

pIa

V.

HUAWEI

HERRHERRERAE



WRIRERE © EARITTERREGIRAR 2025, FRE—IINF.

IEZARRBBEFY, OB ARSEERD . SRAEATIIRSTER, HASLUEH IR E
&

FItmAE R

QD B _
noawe A E B E AR R ENFAREBIEATNEIR.
AR EINE MR ERireG MR, HSBEINFEARE.

EIETR . RS SN S EH T SR AERATRI A FMSRINR, A THAN SIS
$7G. RSWEEIAAEENBIRERFRET A . RESASELRE, LARHERAGRATNAY
B R T R e R A0 BRI

AT mhRAAREMERR, FERETSAERHITEN .. RIERBNUE, NEXEAERES, AX
HPRPTEMRE . EEMEN AR HIBREERAYER

EATITERABRAE

bk BEMNEETHXBPRERZNINEEN=HIEF L #Hi%: 550029
gLt https://www.huaweicloud.com/

SAERRZA 01 (2025-11-10) WRIFRR © LARITERARBRAF


https://www.huaweicloud.com/

Z—BDIAIE (Fihi )
AP| &% B =

T A FBTLAIEE . eveeeereeenenensrensensensenssessessessessssaseasessesssssseasessessessssssessessessessssasessessessssaseasessessssassasens 1
2 AP .o eeeeeeeeeereeeterereetesesseseeesesessesesesesesssesessesesassessssesessasesesssesessesesensesensesessssesesensesensesenens 2
3 ITEF APL.eceerreeeereereereissesssesssesssesssesssssassssssssssssssssssssssssssesssessssssssssssssssssssssssssssasssasssessseses 4
BT HIEIEIR oottt RS R R 4
3.2 TATIEEEAR oo 6
BB IRIBIZERR. ...ttt AR 7
A TP 9
AT TAM ettt ettt ettt ettt a bbbt b et ettt A At et e A A e A e A et et et e b et e s ettt et et esesetebebetese st et s eteseseseteteseseseteteseteteteteseseseteteta 9
AT TAM FBFFEEIE. ..o smessese s ssss 15555 9
4.1.71.1 BIE IAM FHFIGUZE = LISTUSEISVS.....ooovvvveeeeemsmmsssssssssassessssssssessese s ssssssssssssssssssssssssssssssasasasssssssssssssssssssssssssssssssssssseees 9
4.1.7.2 BUEE IAM FHP - CrEALEUSEIVS.......oooeoeeceeeeeeeseeseeesee s sse s s ssss s s ssess s sssenes 12
4.1.1.3 Eif) IAM BPREEFATE - ShOWUSErLAStLOGINVS...........coooeeeeeeeeeeereeseeeeeeesseseseeessssssseessssssssesssssssssssssenes 16
4.1.1.4 B |AM FHFTETE - SNOWUSEIVS. ...ttt st seses s s ssssssass s sasssans 18
4.1.1.5 (BB IAM FBFSEE - UPAAtEUSEIVS.......ooooeeeeeeeeeeevevossseeeesessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 21
4.1.71.6 TR IAM FHFT - DELELEUSEIVS......ooooeveeeemmmmmmmmsmsssssssssssssssseses s eessssssssssesssssssssssssssss s sssssssssssssssssssees 24
A.1.2 BEFEEETE....oooeeeeeeeeeesmsmssss AR 26
4.1.2.1 BEEEXAFIDZRREFERITE - ShowAccessKeyLastUSedVs.........reeeseeesssssessessssssssenns 27
4.1.2.2 (EBUEEKRAIBIAZEEE - UPAAtEACCESSKEYVS........ccooeeeeeeeeeveveesiesseeeeesesssssssssssesssessssssssssssssssssssssssmsssssssssssssosees 29
4.1.2.3 BIBRIETERAVIITEEEE - DEleteACCESSKEYVS...........ooooeeeeeeeeessssmssssssssssssssseeeseseeeesesssssessssssssssssssssssssssssssssssssssssee 32
4.1.2.4 BEEFFEKAVITEZED - LISLACCESSKEYSVS.crrmieeeoeeeeeeeeeeeeeeeeeeeeeeevsvsssssssssssssssssssssssssssssssssessssseesesssssssssssssssssssnens 34
4.1.2.5 BUEBIK A IBIBIZEEA - CreateACCESSKEYVS............occeooeeeeeeeeeeeesssssseeeeeesesessssssssssessesssssssssssssssssssssssssssssssessessssssssss 37
4.1.2.6 X IAM FAFAZEED - ChangePasSsWOIAV5............ceioiosssseeeseeseseeseesessssssssssssssssssssssssssnssssssssssssssssssesssssesesesees 40
4.1.2.7 B 1AM BB ZEFSE - SHOWLOGINPIOFILEVS........oveeeeseveeessssseeeessessissessssssssessssssssssessssssssssssssssssesnees 42
4.1.2.8 BUZE IAM I TSR - CreateLoGinPrOfil€V5. ... oeeeveeoeeeeeeeeeeeeeeeeeoesssseseeeeseesssesssssseseesessssssssssssssseesssssssens 44
4.1.2.9 1B 1AM FBFPBEZSE - UpdateLoginProfileV5........o o vveeooeereeeeoieeeeeeeeoeeseeeeeeeoeseessssssssseeesssssssssssssssssssesssnes 48
4.1.2.10 FHIFR IAM FBFZS RS - DeleteLOGinPrOfileVS...........ovvveeeeeeeeeeeeeeeeeeeesessssseesesesseesssssssesessssssssssssssssessessssesnes 51
A.1.3 MFA TZEEEIR oo ooeoeeeeeteeeessessessssessss s 11222281 52
4.1.3.1 FUZERER MFA IBEF - LISEMIADEVICESVS.....oooooooeeeeeeeesieeeeeeeeeeeeseesseesssesesse st sssssssssssssssssssssssssssssssssssssss s 52
4.1.3.2 [ MFA IZEE - ENQDIEMIADEVICEVS.......oooeeeeeeeeeeeeeeve ettt ssss s e senssenes 56
4.1.3.3 ZZF MFA IZE8 - DiSADIEMIADEVICEVS.........ceeereerveeerssiessises st sssssss s ss s st sssssss st ssnssens 58
4.1.3.4 Bl MFA IZEE - CreateVirtUalMFaDEVICEVS. ...t sss s 60
4.1.3.5 MR MFA IZE& - DeleteVirtualMFaDEVICEVS. ...t 63

S5k 01 (2025-11-10) WRIERE © LEARITERARERAF i



FH—SADIAIE (AR )

AP| &% BR
A4 BREIZER ootttk 65
4.1.4.1 EEMKSHY Token FREG - SNOWTOKENPOLCYVS........coooeceeeeeeeeeeeeeeeeeeeeeseeeeeeseseessseesessssssseessssssseesessssssesesssssanns 65
4.1.4.2 1EHKSHY Token SREE - UPdaAteTOKENPOUICYVS.......ovoreeereeeessiessisssseessssessssesssssessssssssssssssssssssssssssssssssnnes 67
4.1.4.3 BEKSZEADTRAE - ShOWPASSWOIAPOUCYVS.........oeeeeeeveess s 69
4.1.44 (EBIKSZERDZERE - UpdatePassWOrdPOLICYVS............creeeeeeeemeeseeeeeeeeseessssssssesessesssssssssssssesessssssssssssseneeees 72
4.1.4.5 BEMKSEFIERE - SNOWLOGINPOUCYVS ..o eeeeeeeeeeeeseeeeeeeeeessesssssseeesesssssssssssssseessssssssssssssssessssssssies 76
4.1.4.6 (EBIKSEFERE - UpdateLoGiNPOLCYVS.......ooooeeeeceeeevveeeeseseeeseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 79
B.1.5 FAFFZHEETR. ...ooovveereeeeesseseeeeesee e ssssssssss s ssss 18R 84
4.1.5.1 BHFIFATIZR - LISEGIOUDPSVS...oocevveeereeeeeseeseee s ssssssesssssssssssssssssssssssssssssssesssssssssssssssssssssssessssssssssssssnns 84
4.1.5.2 BUERFBFAZE - CrEAtEGIOUPVS .o eeeeeeeeeeeeeeeeevssssssssssssssssssssssssssss s sesesssssssssssssssssssssssssssssssssssssssse 87
4.1.5.3 BIAIFIFHIETE - SNOWGIOUPVS......ooeereeetsste sttt sttt st st nssees 90
4.1.5.4 (EBIFBFEE - UDAALEGIOUDVS.......ooooeeesevveeeeeee s ssssssssssssssssssssssssssssesssssssss s sssssssesssssssssssssssssssssseess 93
4.1.5.5 BREBFAZE - DELEt@GIOUPVS ... eeeeeeeeeeeeeeeeeeeeeeveesssssssssssssssssssssssssssssss s ssessssssssssssssssssssssssssssssssss s 96
4.1.5.6 00 1AM FBFZIFEFE - AddUSEITOGIOUPVS..........oooeeeeeeeeeeeeeveeesssssseeeeseseesessssssssesesessssssmsssssssenssessssssssssssseneeees 99
4.1.5.7 FEFRFIFPAEAFAY IAM FIF - RemMoVeUSErFIOMGIOUPVS. ...t eeeesveees s sesssessansens 101
A.1.6 BHDERBEETIR ..ooooooeeeeveeeeeceeessssssssssesss s ssssssssess s sssses sk 103
4.1.6.1 BIAFFBEBDTREE - LISTPOUICIESVS. .. ..ot sssses st sssss st sss st sssssss s s ssssses 103
4.1.6.2 BIEEETENBDIREE - CrEAtEPOLICYVS. .. oottt 107
4.1.6.3 BITEHDEER ID FREVEHDTRRE - GELPOLICYVS......ooooeeeeeeeeeeessssssssssssssssssseeeeeeseeeeesssssssssssssssssssssssssssssssssssssssseee 112
4.1.6.4 HIBRETEM BDIREE - DELELEPOLICYVS. ... oottt sss st sss s ssssssssees 116
4.1.6.5 JIEESDFEREBIE—NETRRZ - CreatePoliCyVersionVs..............eeeeeveeoesseeeeeeeesssssssssssesseeessssssssssn 118
4.1.6.6 TTIETESHD RBEHIFTERRZR - LiStPOLICYVEISIONSVS. ...oooeeeeeevooseeeseseeesssssssssssssesesssssssssssssseesssssssssssssse 124
4.1.6.7 BIHIEESHDFERERRZN - GEtPOLICYVEISIONVS.......cooeoeeeeceeeeeeeeeeeseeeeeeeeeeesssssseseeeseesesssssssseesessssssssssssssesesessssssnes 128
4.1.6.8 MIFRIEEB D RAZIRZR - DeletePoliCyVersionV5. ... eeeeeeeeeeeeeeseeessees e ssss s ssasssanes 132
4.1.6.9 SEIEESDRIIRAIZ B RBIARRA - SetDefaultPolicyVersionVs.............sssseseeeeeeeeeeeeeeeeeeeesene 134
BT BBREBEIR ..ot e ettt 137
4.1.7.1 REIEHSEZITEMINBD TS - AtachAGENCYPOLICYVS............oooeeeeeeeeeeeeeeeeeeessseeeeeeeeeveeessssseeeeesesssssasss 137
4.1.7.2 FEPEMNNBDEREE - AttaChGrOUPPOLICYVS . ..o sssssssssss s ssssssssns 139
4.1.7.3 J9 1AM BB MIINEHAEERE - AttaChUSEIPOLCYVS........coooeeeeeeeeeeeeeeeseeeeeeeesveeomssssseeeeeesssssssssssesseessssessssssssssseees 141
4.1.7.4 NEIEREEZITD B EDREE - DetachAgenCYPOLICYVS. ... ssneens 144
4.1.7.5 MNEFPED BEBDEREE - DetachGroUPPOLICYVS............cccoereeeereeevevveessssseeneeesssssssssssssesssssssssssssssssesssssssssssssse 146
4.1.7.6 M\ 1AM BB D EBD IR - DetaChUSEIPOLICYVS..........ooeeeeeeeeeeeeeeeeeeeeeseeeeeeeeeseeeessesssseeessssssssssssssssssssesssssss 149
4.1.7.7 BEIEES D RIEMINNAIEABSLIA - ListENtitieSFOrPOLICYV5... ..o 151
4.1.7.8 EHEEZICHEEZIEMIIMNAIFFE BMHERES - ListAttachedAgencyPOlICIESVS. ... 155
4.1.7.0 BiEEERFPAMNNAIPFE BDRES - ListAttachedGroupPOlICIESVS.........vvreeereeesiisseieeseeessees e 159
4.1.7.10 EIHIEE |IAM BBFPMINNAYFRE B0 5REE - ListAttachedUserPoliCiesV5........vvverevererivonneisessisnnsens 162
A.1.8 FERUHEEEETIH....cooeoseeevreerneeeeesssssmessssessss s ssssssssess s ssseses s ek 166
4.1.8.1 BIIEEIRSBIEEE - GetAUthOriZatioNSCHEMAVS........oivreereereee st esssees 166
4.1.8.2 BHEFM=ARSZZIEK - ListRegisteredServicesFOrAUthSChemMaV5.......eeeeeeeeeeeeeeseeeeesseessees e 171
4.1.8.3 SRENEEBARSS AR - ListServiCePIINCIDAISVS. . oo sssssssssss s sssssssssssseeees 173
B9 B E B ETIEETE ..o oeoeeesmeeeeeere s ssssssss st 8RR AR 176
4.1.9.1 BIEBARSS KEXZEFT - CreateServiCeLiNKEAAGENCYVS. ... ssssssssssssssssssssssssssssssssssses 176

S5k 01 (2025-11-10) WRIERE © LEARITERARERAF iii



FH—SADIAIE (AR )

AP| &% BR
4.1.9.2 MIFRARSS KEXZTE - DeleteServiceLiNKEAAGENCYVS..........iveeereeeeveeeeesee s sessssas 181
4.1.9.3 SKEVIRSZ FEAZIEMIBMIAZ - GetServiceLinkedAgencyDeletionStatusVs...............cooerreeeeeeeeesesssreeeeee. 183
4.1.9.4 BIEESH THIEIERISIEEITTIZR - LIStAGENCESVS.......cooeoeeeeeeeeeeeeeeeeeeoreseseeeeeeessssssssssseseeeessssssssssssen 186
4.1.9.5 BUEBISIEZEIT - CrEAtRAGENCYVS .o sssssssssss s sssssssss s 191
4.1.9.6 B T T S BT TIETE - GOUAGENCYVS. oo sesessessssssssseeesessssessssssseesessssssssssssssseeeeees 197
4.1.9.7 (EBUSIEZIT - UPAtEAGENCYVS........oooeoeeeeeeeeeeeeeeessseseeeeeeeevsssssssssseeesssssssssssssssesssssssssssssssssssssssssssssssssssssssssssons 202
4.1.9.8 FHBRISIEZEIT - DELEtEAGENCYV oo ssssssss s 205
4.1.9.9 (EBUSIEZIBISIETERR - UPdateTrUStPOLICYVS......oooeoeeeeeeeeeeeeeeeeeeeseseeeeeeeeveesssssssesesessssesssssssseseesssssssssssseeeee 207
A.1.70 TS TITBEETTR. ..o eeeeeeeeeeessssssssssssssssssssss 0B 212
4.1.10.1 SREULMK S IAM SHIMERERF IAM ECERREZE(S R - GetAccountSummaryVs.......eeeeeeeens 212
4.1.10.2 SKERUIEIK SHITIEEIRZS - GEtFEATUIESTATUSYS.....ooeeeeeeeereessneeeneesseesssssssssssssssssessssssssssssssses s sssssssssssees 214
4.1.10.3 IREKR SR KATEXITREER - SetAsymmetricSignatureSWItChV5.........veeveeeereeeee e, 215
4.1.10.4 SREUKSIERFIREZFFFIRZ - GetAsymmetricSignatureSWitChV5..............eoeeeereveeevvveesseseeneessssssssonns 217
AT BRIEFREEEEIR .ooooooeeeee e sssssssss s 219
4.1.11.1 J3 1AM BIEFT_EARES - TAGRESOUICEVS....oooeeeeeeeeeveeee oo ssss s sssssn 219
4.1.11.2 BBRIEEZRTRAIZRDFREE - DeleteReSOUICETAGSVS. ... esses 224
4.1.11.3 SKEUEEZREHIFTEHITE - LIStRESOUICETAGSVS. .....oooooeeeeeeeeeeeeeeeesssseseseesssssssmssssseeeeessssssssssssseeesssssssssssasssee 227
.2 ST Sttt sttt ettt ettt ettt ettt ettt et A et A et s e A e A e A e A e At et e b et e A A A A et e A e A et ettt eAeseteteAe b et et et et et etetetesetetebetesesetesetesesetetne 229
A2 IHTZZEEEETIE .vvvvvvveveeeeeeeeeeeeeeeeessssssssssssssssssssssessee s 229
4.2.1.1 B EIEHE S EEITFIURAT R R ENE - ASSUMEAGENCY....ooioieeeeeeeeeeeeeseeseeeeeeeeeeeesssessseseeessesessssssseeseeee 229
A2 2 P PABE SR BT oo sesesiesessssssesssese s 235
4.2.2.1 SKEGEAFZBDIEE - GEtCallerldentity. ... o.v.vvveeeeeeeeeeeeeeeeeeoessseeeeeeeesssssssss s sssssssssssssesssssssssssssssesesssssses 235
B.2.3 BERTEEERETIH.....oovvvvveeeeeeeeeeeee e sssssssss s 237
4.2.3.1 BB ERNEMAIERE - DecodeAUthoriZatioNMESSAGE...........cvrveeeveeeeeeies st sasssses s sass e 237
2.3 5 IE 0 AT evvvvvveveeeesmmmsssssssssas s R 239
R TR ¥ 3 == OO OO 239
4.3.1.1 KEDHTEEHITUZR - LISLANGLYZETS. ... ssssssssssses e sssssssssssseseessessssssss e 240
4.3.1.2 BUEBOHTEE - CrEARANALYZEN ... sssssssns 245
4.3.1.3 EIRIETEAYIDHTEE - SNOWANQGLYZET ...ttt sttt sssnns 248
4.3.1.4 HHIBRIETEHIIIHTEE - DELELEANGLYZEN ...ttt sttt 253
4.3.1.5 EHIETEDHTERHIECE - UPAAtEANALYZEN..........oooeeeoeeeeeeeeeeeeeeeeseeeeeeeesesssssssssess s ssssssssss s sssssssssssssssssssssssns 254
4.3.1.6 M BTN TS E R TRAITRES - StartRESOUICESCAN. ..ot ssnssans 257
B.3.2 TFREFIM..ove e esssesseesssseseeessse s8R 260
4.3.2.1 JHEERNDHEEAIZEFEIIN - CreateArchiVERULE..........ccceoeeeeeeeeeeeeeeeeeesseeeeeee s 260
4.3.2.2 MERNIBEDITEECIZEAIFEAREIMNIAITIZE - LIStATCHIVERULES. ..o esessssssessssssesns 264
4.3.23 REBFFRIMMBEHSE - SHOWAICNIVERULE. ....orrroeeeeerreeiieeerressieseesssesssssssssesssssssssssssssssssssessssssessesss e 268
4.3.2.4 BHBRIEERITFRIIRNY - Delet@ArChIVERULE...........ooeooeeeeeeeeeeeveeeseee s ssssssssssessssssssnns 271
4.3.2.5 EHFIEEFRIRNAIRAFIE - UpdateArchiVERULE...........ccoooeeeeeeeeeeeeeeeeeeeeeeeeeeeoeseseseeeeeesssessssssesesesessseens 273
4.3.2.6 NIFATZREERN - APPLYATCHIVERULE. ... eeeeess s eeees s 277
B.3.3 ML BR et sssieseseee s 278
4331 EIEED TR ERHIHITDITEERIIZR - LIStFINAINGS....ooveooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeesssseeeseeesesessssssssseeeeee 278
4.3.3.2 EHIETELERAVIRZS - UPateFINAiNgS. o oceceeeeeeoeeeeeeeeeeeeeeeooessseeeeeeeeseeessssssseessessssssssssssssesesesssssssssssssessssssssens 285

SASRRAS 01 (2025-11-10) WA © EARUERABIRAE iv



FH—SADIAIE (AR )

AP| &% BR
4333 EBFIETEERAVEE - SNOWFINAING........oooieeeeeeeeeeeeeesesee s ssssssssssss 287
R Y =1 1 OO 297
4.3.4.1 CUEBHTFALE - CrEat@ACCESSPIEVIEW........cooceeeeoceveeeeeeeseessessesesssssessssssssssssssesssssssssssssssssssssssssssssssssssssssssnsnsons 297
4.3.4.2 SRENPTEVIIETRBT - LISLACCESSPIEVIEWS........oorvvvveossssssessesssssssssesssssssssesssssssssesssssssss s ssssssssssssssssssssssssssans 299
4.3.4.3 FREAEEIG DTS E. - SHOWACCESSPIEVIEW........ocoeooeeeeeeee e ssesssssssessssessssessessasee 302
4.3.4.4 SKREVEFIRES A REHIDHTEER - LiStACCeSSPreVIeWFINAINGS. ... 305
.35 FIRBE et 311
4.35.1 MNIEEZRBEAMBRIRES - UNLAGRESOUICTE. ....cooveeeeeeeeveeeeeeeeesssssssssssssssssssssssseseseessesssssssssssssssssssssssmsssssssssssssssssseseee 311
4.3.5.2 [AEEZRTRIINNFRES - TAGRESOUICTE. ......oooeeeeeeeeeeeeeeetesseeesveess e s es s s sasnsaas 313
8.3.6 BRI .vreceeeseeerereerseessssssssssssssssseessssssssessess s ssses s 315
4.3.6.1 BRBEEEME - ValIAAtEPOLICY . ...vveeeeeeeeeeeeeeeeeeeee e eeeeeeeeesee s seeeeessssssssesssesssesssssessseessesessssassesssessssssssmsnsssssssssssssesens 315
4.3.6.2 BIGHEIEEEEHIBIAIIR - ChECKNONEWACCESS. .....cooeveeeeereveeeseeseessesssesessssssssssssssssssssesssssssssssssssassnee 320
A.3.7 BRIBRTIHTEDER rvveeesseeerreessessesssssssesssssssssesssssssssssssess s sssesessss ek 322
4.3.7.1 FIZERTEDHTECE - ListReSOUrceCONFIGUIALIONS......c.covvvreeervieeies et ssssssessssesssssssssssssssssaes 322
4.3.7.2 BIEEBEDHECE - CreateResourceCONFIGUIAtIONS............oorrrceeveeeeesesseeeeeeeesesssssssssesesessssssssssssssesesssssons 325
4.3.7.3 BIBREBREDHTECE - DeleteResoUrceCONFIGUIALIONS. ..........oooovocvcvvevevevvveeeevessesssssssssssssssssssssssssssessseseseeeeeseseeeee 328
A.3.8 THIEIBANEDES. ....ovveveeeereeereeeeeeeeeseessssssssssssssssssssessessssesssssssssss 411121 331
4.3.8.1 SKEGEEBAECE TR - ListNOtIfiCatiONSELLINGS. ......ceeeeeeeeeeeeeeeeeesseeeeeeeseeeesssssseeeeeeesssssssssseseessessssssssssssseeee 331
4.3.8.2 QIEEEEIBIIACE - CreateNOtifiCatioNSEIING....oovvvvvrveveveveveeeveeeseeessssssssssssssssssssssssssessseseeeeeessesssssssssssssssssssssnes 335
4.3.8.3 SKEGESIBAECE - ShOWNOLIfiCAtiONSELLING. ... ccoeveeeeeeeeeeeeee et eeeessssseeseeeeesssssssss e eesssssssssae 338
4.3.8.4 BEFHEEIBFIECE - UpdateNoOtifiCatioNSELLING....oo.v.vuerveveereeeeseesesesessesssessssssesssssssssssssessssssessssssesssssseseses 341
4.3.8.5 MHFRESEENACE - DeleteNOtificatioNSELtiNG.............ciereeeereeeeveseesssseeeeeesssssssssssssseeesssssssssssssssesssssssssssssss 343
5 RZFTIRM. e revuneenneensernsrensseennsessssessssessssesasesassessssesssssassessesesassesssssasse s sas st a et aas b as s st sanes 346
5.1 BEEATEHB BT BIMELIER . vrvee e sssssmsssssssssssssss s 346
5.2 3F IAM BRI BRI TR ETIT oo seeeeessesseeesssssssssssssss s sssssssssss s sssssssssssss s sssssssss s s 347
6 ALBRFMIEALIR. .....cvveemeennenecnsensenssenssenssesssessssssssesssesssesssesssesssesssesssesssesssesssssssessssssessessseses 350
6.1 BUBRFDIZALITTTEEA. ....ceoeeeeeeeee et ss s a s s s ss s esssassssessssassssssssassssssssasssssessasees 350
6.2 IAM BHBTEBEIZALBZE ....ooooo oo ssssse s sssss s ssse sk 351
6.3 STS BHDEREEIZALBEZE ....ooo oo sssssses e sesse s se s ek 385
6.4 IAM Access Analyzer BHATRBEIZANZZE ..o eesevvssssssss e sssssssssssseesesssssssssssssssesessssssssnns 388
T ISR ettt s s b s st b 397
7.1 RFRED . oeeeeeeeeeeeeeeeeeseeeeseeese s ssseeee R 397
7.2 FETRED eeeeeeeeeemmsmssssssss s AR 399

SASERRAS 01 (2025-11-10) WRIERE © LEARITERARERAF v



FH—SDINIE (FThR )

APl &%

1 {FREFIE

1 {E FARTHAIEE

B

MIBERFGE—BDIAILE (Identity and Access Management, fEIFRIAM ) . IAMZIZ
HARPSMINE. NRDES. HEHEIENEEN SN ERRSS, TS ELZe bz
BN AT RIBEAAD . BeJLMERIAMEIZUANREIERR, FHERBNIRERIFIE
FEITE R TERIRATGE

IAMBR T SZIFREIEHI SIRIESN, IREAPHRZSER, EaILUERASHZEAIAPI
SHIAMEITIEXIRE, WEIZAF . SIZAPAE. TERIAMRIAPIZEI, BIBRE
ZRD TRIAMAEXES, FEEEEEN: (Z—SMAERFER) N ‘™ m

B &,

o K=
BREREIINKS, WSNEMAENSENR RS EEREMHEIR
R, AIAEERAPER. DEAFPSIRE, HFERSR2EETER, ATHEKS
Ze, BNEAEERFERAKSHTEEEEREIE, mItZAPFERMIIH
THESEIE,

e HRF
m%?EMM$®E%%P,%EW%%E%AE,Eﬁ%ﬁ%ﬁ(%ﬁﬂﬁ@
g%ﬁ o
7T, B EEKSIDIEFID,

e [Xig ( Region)

MBI EFNMLEATIEE X, B— 1 RegionIHEZ 84 +E . HRFMHE. IR
FiE. VPCRZE. BHEAMIP, BIGEEATIRS . Region HiEFHRegionfIEE

Region, i@FIRegiontEEMAHIEFRIBRAZIRSSHIRegion; E/ERegionfER
AR S RE S EE PR SRS AIE FRegion

e TJHK (AZ, Availability Zone)

—PMAZZ— P ERBSMIIEHIERONES, BMIZAIXKIKE, AZRZE LB
HE. NE. FHEEFIRNDHZSNERE. — 1 RegionFRIZNAZBIEIT SRS
FRE, LUBERRPEAZIZES AT RESAIIE K.

SASERRAS 01 (2025-11-10) WRIERE © LEARITERARERAF L



F—BAMAIE (iR )
APl &%

2 AP| KRS

API 855

E3id] FEE il
EiE| IAMBFEE | MAMABRFHTEE, Fi8, 2, MRRERE.

EREE XPRANRERHITEE, &=iF, EeK, MR
1’E0
MARPERERHTEE, =i, Z2, MERER
Fo

MFAIREEIE | WMFAIRSEHITER, £/, I8, =8, Wik
B1F

ZERIRE MK SHZL RIS R R HE TEIREN .

FRFAEE MAPERTEE, EiF, 25, Wik, A
P, BIRRFERE,

BMHRIREE | WBHREHETEE, B8, BERRE,

SPRIBIRAE ?}\'JE‘%{ ERESMRABITONE, T8, 122, MIFRER

EE ]

IRETE SIAMBHDHATHIINISOREE, D BEBHRE,
EESMORRRIF,

RSFKHREILE | MRS KEKEEHITEE, 518, BERRE,

2

RSBZEAREE | SREVERBARS EIR.

BRI ESS ii@?‘éﬁﬂﬁ%ﬁ&’fﬁgo BHEEMR=RST!

ZIEREEET | WEREREEETHTEE, &9, 12, Wik

=j e

KSHESE Sﬁ{ﬂﬂlétmﬁ%qﬂlAMIMSﬁﬁﬁ‘%}RmIAMEE%ﬁE’\J}EJ'
g%lm\o

IKSINREEE | FREULLIKSAITNEERE .

SASRRZS 01 (2025-11-10) WRINPTE © AR ERABIRAE 2



FH—SADIAIE (AR )

APl &% 2 AP 55
et FRE A
BRITEEE ?}EIAM&’E?JE&E%&Z*E?EE’\J@UE, &1, MRS
ERERER | REEPARRXAIFENRES . REEFIERS
EBFTTRIRES
IR R | BEERRERE | BYEENEEEZTRNIGINILR%ENA, 6
EZERRIGET | hREAT AT ERRARLE.
hIaEH
REUARESH | REVBRE (BF, &EF) 8HER.
AR ERERGRY | BREENKIMARE
ELPS

N5k 01 (2025-11-10)

WRIERE © LEARITERARERAF



H—SDIAIE (AR )

APl &%

3 tN{a)iE A API

3 SNMaliE AR API

3.1 HiEIEK

5K URI

RTBNEREST APIEKRAVAERE, LIEBEEEEsEEERHRAIERZEEIEEO
BBANMEABAPI . iZAPLE S IR ECIZINAMER S EEEEITHFRIGHZEE
iE, lEivZeEERRFPIEESE, RESHENRER, BT AREMMAPIRHT

ERER.

1BKURIERUI T EBo£ERY o
{URI-scheme}://{Endpoint}/{resource-path}?{query-string}

REBRURIBEEBKERLT, EXSHESHERTERCMNBERERPRIRE
Y, FrLATELLERIHE o

e URI-scheme: FREATEEIEKRAINMNY, HBIFTBAPIIIRAHTTPSHNY

e Endpoint: 15ERFHRESTIRSSIR=AIRSSSFHEBXIP, FRRSAEXIER
EndpointR[E, ZaTLAMEXFILL0R T mASREY .

e resource-path: FRIZEZR, HEIAPIGTERER . MEMFAPIFIURIELRIKEY, a0
‘BEZRETSEEERITREGRTZ2EIE” APIfYresource-path)s “/v5/
agencies/assume” ,

e query-string: EifS#, EAN&ED, FARETAPEIEEASH . EESH
BEmER— “? 7, EXh “‘SHEB-SHEYE" , a0 “limit=10" , FR
EAEBIE10REE,

FIANEFEBEIIAME “fdb-ItmN” KGRt E G ISR ZEE

iE, MEER “%db-1bm=PN” XigH9Endpoint ( sts.cn-

north-4.myhuaweicloud.com) , HEBEEEHEEEELRIIGITLZEEIEURI
#R43#Fresource-path (/v5/agencies/assume ) , HHERRI TR

https://sts.cn-north-4.myhuaweicloud.com/v5/agencies/assume

SASERRAS 01 (2025-11-10) WRIERE © LEARITERARERAF 4
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FH—SDIAIE (AR )
API &% 3 SNfaIEAE API

3-1 URI REE]

httpst//sts.cn-north-4.myhuaweicloud.com|/v5/agencies/assume

Endpoint resource-path

(AR

ANEEHE, EETEERAPINURIERS, RiGHiresource-pathifsy, HEIERG EEE—E.
XZ2FEFURI-scheme#BZHTTPS, MEndpointfEE— M XEt4EE, FrLAGLSE IESXmERsD
==

I5KTE
HTTPIERTZIE (tBFRARIESENE ) , EHIRRSBIREERERTALERIRIE.
o GET: iEKRIRSZH/EREHEERIR .
e PUT: iERIRSZREHIEERR.
o POST: {ERIRSS 2B RIRIAITHIRIRIE -
e DELETE: i&KiRSSBEMIFIEERR, MBIFIRE .
e HEAD: ERERSZZTIRLER.
e PATCH: EXRRS[FEHRRIVBONE . SWENFERRIE, PATCHRIGER
OB MRRIRIR,
EEC RN EERERNIGH ZEFIEURERD , ERILABRIEBRG AN
“POST” , MEIERI:

POST https://sts.cn-north-4.myhuaweicloud.com/v5/agencies/assume

IERR=ISES
BipmERLFER, WIEEAIURIFIHTTPEEZFAERIIFE: . HIANE N BEMREERIS
kL “Content-Type” , IEBREREESE,
N ALEELFEERNIZNSERF,
e Content-Type: HEMAAIEE (18X ) , ©ik, BABYES “application/
json” , BEMEVENSEEAEOSRE] JiIRAE,
e Authorization: EXXEZER, ©ik. APRILUERXAAK/SKEEIRITZEE
IHZIBAK/SKINIEX S RKEITESZ o
(1 %88
API{EFEAK/SKIAIE, AK/SKINFEZFEASDKISERIFITES, BZIESEmEFERDH
fNAuthorization ( FZIAIHSE ) FIX-Sdk-Date (iBKAIZRUATE ) BKL .
AK/SKIANIERYIEAR5 RIS S IWAK/SKIAIE
e X-Project-ID: FIRHID, AJi%, EZWMEB=PER.
e X-Domain-ID: TK=SID (Z[EF Accountld),

MFEIEEREETEERNEREFEIEED, FIEELEERIN TR,

POST https://sts.cn-north-4.myhuaweicloud.com/v5/agencies/assume
Content-Type: application/json

SASERRAS 01 (2025-11-10) WRIERE © LEARITERARERAF 5



H—SDINIE (FThR )
API &% 3 SNfaIEAE API

x-sdk-date: 20191115T033655Z
Authorization: SDK-HMAC-SHA256 Access=QTWAOYTTINDUT2QVKYUC, SignedHeaders=content-
type;host;x-sdk-date, Signature=7be6668032f70418fcc22abc52071e57aff61b84a1d2381bb430d6870f4f6ebe

iﬁ X;Elu\w

K EERBEUSHEEEAL, SiEkEELFContent-typeXdhiz, {EERIEK
HELZIMINS . BEKEREESNY, PNFEFVREAUTF-84R3

BNEONEEANAEESEZHERNAPIENKRIES, A28 NEREPEEHE
X, ELANERS>GET. DELETEER{EAZEHEIK,

N FEIERESREEESTRNGINZSEEEO, SoAMNEOERID BRI
FHNEKRSHRSHIRE . BEEREIMABRIEKRN TR, IO FEREER
IELMEES, HPagency urmIBREEMurn, agency session_name BirE
ERNSIES

(MR

duration_secondsB2#EX TEZEFIENINR, TERHIFRENZEEIERE/NIRER .
BRI LUH—EIREIZ S EIENREE, FHE 52 LBETHEEEETFINNReE
ik,

POST https://sts.cn-north-4.myhuaweicloud.com/v5/agencies/assume
Content-Type: application/json

x-sdk-date: Xxoooooooocxxxx

Authorization; ***xkxx

{

"duration_seconds": "3600"
"agency_urn": "agency _urn",
"agency_session_name": "agency_session_name",

}

FXBEHIEXMEREEPASTHERTET, EALMERCurl, PostmanBEiZdR
ERBERNLXEKIEHAPI, Xﬂzﬁﬁéﬁjé‘{* (FEEEREIRRT R 2 EirEO,
IREIRNMAGEEMRS “credentials” FiRBEEREIGINZ2EILE. 87 IRNEZEE
WZE, EtalLUERAK/SKIAIERBEMBAPI,

3.2 TAMEEEN
AREONIF—MAEENRE R .
e AK/SKIAIE: 1@IZAK (Access Key ID ) /SK ( Secret Access Key) INZFiRAIEXK

AK/SK IAIE
() 33488

AK/SKBERTLAE B A iA1a1258 R AYAK/SK, tBRTLAERIGRTIAEIZEHAIAK/SK, X B2 IERT
IHRBAEEMIMES “X-Security-Token” Http Headersk,

AK/SKEZINER TUNSZHHBERA KN 2MEAR .

AK/SKIMIERLZERAK/SKIHERRITER , HIFKIPBEREERMEERL, MM
B EDINILE

o AK(Access Key ID): IHITZHAID, STAGHIAEHXBIE— R, D85
IDRIRAS IR RefER, XOEREH TR o

NiERRAS 01 (2025-11-10) RIS © LATITERARERA 6


https://curl.haxx.se/
https://www.getpostman.com/

FH—SRIAIE (AR )
API 2% 3 SNfaIEAE API

e  SK(Secret Access Key): S5iplaZ$BIDESFERANZE, WERHITIIEES,
ARMRARIET, HBELIEERBIES

{ERAK/SKINIERY, SRl AR FERZEIAFERAK/SKINERFITER, BalLUERE]

RIS Z SDKIHERBITER o

A
HASDKRIZMHZAINEE, SIRSFIRMAISDKAE, ERINEER.

3.3 1R[EER

KEE
BEREELUE, SR, SE5RER. IIAEELFIEER,
REBE—HEMNIESXBIHFERTD, IRERRRTIBEKRIIMNAVYRT, TEIPREH
FRIEST.1 RSB,
MR EIERESREEEEERIGINZESEIEHED, URARGEREMESER
“2007 , MIFRIBEREI-

RIS S
NIEKERL, WEHBEEEL, W “Content-type” .
T BT EFESEEEEEFAIGINZ2SEIED, REMNE3-2FRASGEEL
3-2 B E S E SRR T2 SRS E S Sk

IfR=1S

N Rz H BB R LAEHMASTURE], ShR;EE kA Content-typeRXIhy, (&iERRIRL
HELZIMIRE

MNTFESEEHREEIFCRNIENZ2EREN, REMNTEERE,

SASERRAS 01 (2025-11-10) WRIERE © LEARITERARERAF 7



H—SDIAIE (FThR )
APl 2% 3 SNfaIEAE API

"source_identity": "{source_identity}",
"assumed_agency": {
"urn": "sts:{account_id}:assumed-agency:{agency_name}/{agency_session_name}",
"id": "{agency_id}:{agency_session_name}"
B
"credentials": {
"access_key_id":"HSTANOXZU2UXBS55JLJ3",
"secret_access_key":"EoWCQrr...SCcw4Whkt2aXKWAr",
"security_token":"hQpjbiTXXXXXX..XXXXXbhBbAOTQ==",
"expiration":"2022-09-07T03:27:51.158Z"

}
}
SEOEALEN, SIREERBIERERIRN, HRITNAIBodyMEREIINT
PR
{

"error_code": "STS5.1106",
"error_msg": "the agency 'iam:{account_id}:agency:{agency_name}' cannot be found"

}

HA, error_codeZXRiBIRIG, error msgRREIREIAEE .

SASERRAS 01 (2025-11-10) WRIERE © LEARITERARERAF 8



H—SDIAIE (FThR )

APl &%

4 API

API

4.1 IAM

4.1.1 IAM FBP&1E

4.1.1.1 & IAM HPF%IZK - ListUsersV5

INEEN A
ZEOTLUBTFEEIAMBRYIZE.
BRNEE
WS ERMEAPIRSERSIR, WMNRERKS THIAMBRIERZXEIAPI, ZIAMBRE
BRUNTEMHRENIR, B2 RIREIES WABRFIEINIR
IR WOk | BRER | K4 3l AT
] (905 T
;)
iam:users:lis | List user * - - -
tUsersV5
URI
GET /v5/users
SCHEhRZAS 01 (2025-11-10) RN © L ARITERAGRAS 9




FH—SDINIE (AR )

APl &% 4 API
2 4-1 Query 2%
8% BAwI% SRR 1k
limit B Integer BRETNERBHE, SEEM
FI200%%, EAIAJ1005%,
=/IME: 1
BXE: 200
fhR&E{E: 100
marker B String DTRE, KEH4ZEL001MF
#, QBEFE. BT, "+
ll/n . n_n . |l_ll$nll_llﬁg$?€$ o
BMEE: 4
BRAEKE: 400
group_id & String FPFAID, KEH1FI641F
&, ReaF8. HFM"-"/9
FRE,
IBRESH
7
D)VE=254
KR&[B: 200
# 4-2 IR Body 2%
B2¥ SRR fR
users Array of User IAMARF%IZ,
objects
page_info Pagelnfo object | SRIER.

2R 4-3 User

S8 SR ik

description String IAMBPEIRMER, KEROEI2550=F
7, TEEEREERN"@". "#".
||0/0||\ Il&"\ ||<||\ ||>||\ Il\"\ ||$||\ Il/\"*”
"HFREER

user_name String IAMABRE, KEAZMANZERS, Rg
B8, #HxE., " " SN E
58, BEMNABEIEFE.

N#5hRA 01 (2025-11-10)
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FH—SDIAIE (AR )

APl &%& 4 API
2% SR fiik
is_root_user Boolean IAMBRZ2aRARF .
created_at String IAMEFeli2RTiE
user_id String IAMBFRID,
urn String HZ—RRBIR,
enabled Boolean IAMBREEEH.

2 4-4 Pagelnfo
2 ST R

next_marker String WMRFE, WERREABEEZENFERE
AEHRNREAS , BERZEEAT
—IRIERD RIFCSHLIRE T —R
EE. BREBABZEOBEEZFER

=F=E.
current_count Integer ATUREIZBHE.
RSB 400
2 4-5 IR Body S
2% SR HER
error_code String TEIESIEN
error_msg String BIREE.
REML: 403
2 4-6 I Body 2%
2¥ SRR 1
error_code String EIE
error_msg String BIREE,
request_id String BKID,
encoded_authoriz | String IIZRERPAELABIER, ATLAEESTSS
ation_message REIZEOIHITRER

M HRAS 01 (2025-11-10) WA © EATTERABIRAE 11




F—BAMAIE (iR )
APl &%

4 API

ISR
o BEFREAPIE.

GET https://{endpoint}/v5/users

o BHRAFPHEXFHFERAFIIE,

GET https://{endpoint}/v5/users?group_id=xxx

I Rz 73~ 45
R7&HE: 200
BEREIN
{

"users" : [{
"description" : "description",
"user_name" : "name",
"is_root_user" : false,
"created_at" : "2023-04-26T03:49:42Z",
"user_id" : "string",
"urn" : "iam:accountid:user:name",
"enabled" : true

11

"page_info" : {
"next_marker" : "marker",
"current_count" : 1

}
}
RSB
REB R
200 BRI
400 BRESE,
403 ERBEIRENIR
BI=0
B2 ARG

4.1.1.2 6lZ IAM FHP - CreateUserV5

JIREN4A
ZEOT BT ARIAMAR
BRUER

w=EEEAPIRIERSIR, WNRFERAKS FRIAMBFERZHEIAP, 1ZIAMBRE

BEWTBHORENR, ESRNRIRFIES IR

SASRRZS 01 (2025-11-10) WRIERE © ARITERARERAF
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H—SADIAIE (AR )

APl &% 4 API
IR Bak | BEEB | K4 B4 HRERRIIEAR
il (*R% IR
;)
iam:users:cr | Write user * - - -
eateUserV5
URI
POST /v5/users
IBREH

% 4-7 153k Body 2#

2 A% SR iR
name = String IAMARPZ, KER1Z641=F
&, REE&FE. #F. "_".
Lt W HIESRIERSE, BE
ABENEF,
description B String IAMBFPERAEE, KEH0F!
2550 FRF, FEEE B EEM
Il@ll\ ll#ll\ "0/0"\ II&II\ ll<|l\
Il>ll . ll\ll . ||$n . ll/\ll*ﬂll*llﬁl\]?fg
=218
enabled = Boolean IAMBREEEBR8.
Nl fiz 228
ARG 201
X 4-8 I Body 2%
S8 SRR 3%
user User object IAMAF .

M HGRAS 01 (2025-11-10) WA © EARTTRERABIRAE 13



H—SDIAIE (AR )

APl &% 4 API
2 4-9 User
2 SR ik
description String IAMBFEIRMEE, KEN0ZI2550F
F, TEEBEEF/F @ . "#".
AN AN SN NN SN
"HYFRFER
user_name String IAMBFRZ, KENT6ANZERE, RE
BFE. HF. """ HISERIE
5, BEUABRERETF.
is_root_user Boolean IAMBFRE&ERR.
created_at String IAMFRFEIEERTE .
user_id String IAMFRFID,
urn String F—RBEBIR
enabled Boolean IAMBRPEREEH.
R 400
#* 4-10 IR Body 2%
2 SR ik
error_code String B1=fg,
error_msg String BIREE.
K& 403
% 4-11 WKL Body 2%
2% SR fik
error_code String I
error_msg String BIREE,
request_id String BKRID,
encoded_authoriz | String MZERBEAELRYER., BILABIESTSS
ation_message REEOIHITREE,
R 409
SHSRRZA 01 (2025-11-10) WRIERE © EARITERARERAF 14



H—SRIAIE (AR )

APl &% 4 API
2 4-12 Wi Body 2
24 SRR A
error_code String eI
error_msg String BIREE,
request_id String BXKID,
=GNl
BliEE AnamedIAMEF
POST https://{endpoint}/v5/users
{
"name" : "name",
"description" : "description",
"enabled" : true
}
i Rz 7~ 5
REG: 201
BRI
{
"user" : {
"description" : "description",
"user_name" : "name",
"is_root_user" : false,
"created_at" : "2023-04-26T03:49:427",
"user_id" : "string",
"urn" : "iam:accountid:user:-name",
"enabled" : true
}
}
RS
RS R
201 BRI
400 BRERE
403 RBIRIENIR
409 BEKINE,
xS
BESEIRE
M HGRAS 01 (2025-11-10) WA © EARTERABIRAE 15
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APlI &%

4 API

4.1.1.3 &if] IAM B RE& A48 - ShowUserLastLoginV5

INRENT4A
ZEOTUBTFERIAMBRRREERETE,
EIUEE
WS ERMEAPIRVERSIR, WMNRERKS FTHIAMBRIERZEIAPI, ZIAMBRE
BRUNTEMHRIENIR, B2 RIREIES WAPRFIRINIR,
AT hiEgk | WRER | K4 B3 HRERATRIA
Bl (*Aw IR
)
iam:users:sh | Read user * g:ResourceTag | - -
owUserLastL /<tag-key>
oginV5
URI
GET /v5/users/{user_id}/last-login
*F 413 BBE2¥
2% =AWk SR ik
user_id = String IAMBFID,
IBREH
7
) E=2:5
RZSG: 200
 4-14 WL Body 2#
2% SR 2202
user_last_login UserLastLogin IAMAAF&REESRATE .
object
M A4hRAS 01 (2025-11-10) RN © L ARITERAGRAS 16



FH—SDIAIE (AR )

APl &% 4 API
2K 4-15 UserLastLogin
2 SR )%
last_login_at String IAMBPRPREZERATE ., &null, TIZE
TMNREFIT
KES6S: 403
Z 4-16 ui Body 2#
28 SRR 3%
error_code String HESIE
error_msg String EIREE,
request_id String BXKID,
encoded_authoriz | String IZEENANEELEBIEE, ATLAEIISTSS
ation_message REIZEOIHITRER
REEE: 404
& 4-17 oK Body #
28 SR )%
error_code String B1=f3,
error_msg String BIREE.
request_id String 15KID,
BRI

N Mz 73~

BHIAMABRNREEFEITE,

GET https://{endpoint}/v5/users/{user_id}/last-login

W&G: 200
BRI
{

"user_last_login" : {

}
}

"last_login_at" : "2023-09-13T03:32:02.563Z"

N#5hRA 01 (2025-11-10)
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FH—SDIAIE (AR )

APl &% 4 AP
RS

RSB 0%

200 BRI

403 RERIESUR .

404 RERFBRAVETR
==

B2 EIRE .

4.1.1.4 &3 IAM FF#1S - ShowUserV5

ThREN 4R
ZEOTLIRFERIAMABRFS.
TS
S EZPIEAPIRERIR, WMRERKS FRIIAMBFERZERIAPI, ZIAMARE
BRENTEHRENR, ESHRIRFIES ARSI
R PR | BRER | KR Bl& KRRV
3l (*Js TR
;)
iam:users:ge | Read user * g:ResourceTag | - -
tUserV5 /<tag-key>
URI
GET /v5/users/{user_id}
xR 418 BESH
2% BRIk SR fEid
user_id = String IAMBFID,
iERSH
T
NN SEL
R 200
MAERRAS 01 (2025-11-10) RN © LARITBIRABREAT 18
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4 API

2 4-19 (U Body &%

2% SRR A

user UserEx object IAMAFR,

& 4-20 UserEx

2% SR ik

description String IAMFH)‘—“'}EL%% KE 905255
5, FTEEAREEE/"@". "#".
HOA)"\ "&" " "\ ">" "\"\ " ”\ "A"*D
"EIFRFE,

user_name String IAMARPE, KEMB6MZERE, R8
/E\$\ %ﬁ?\ "_"\ "'"\ " "*D/\*QE’J%
78, BENAREIEF.

is_root_user Boolean IAMBFRFE&ERR.

created_at String IAMF R IRt E .

user_id String IAMFRFID,

urn String F—RBEBIR

enabled Boolean IAMBRPEREEH.

tags Array of Tag BEMIRESIER

objects

% 4-21 Tag

8% SRR R

tag_key String H‘ i, S EEENER. ¥
%\ ﬁi*&l}x&" " " " "\ ":"\ "+"\
"= "@"ﬁ%ﬁﬂ&%ﬂ , BEREEAR

@,AV‘“*&L/USZT ﬁ‘éﬁﬁﬁ" _sys_"JFF

;k KESEE[1,64].
=BME: 1
RAKE: 64

tag_value String 7fT SE, JUESFEIENEE. ¥

FoOBELAR L =
IR "@"ﬁ%ﬁ’]&ﬁﬂ , LA
E\;—Zf&%, KESBE[0,128],
BMRE: 0
BAKE: 128
SCHEhRZAS 01 (2025-11-10) R © AR ITBIRABREAD 19



F—BMAIE (iR )
APl &%

4 API

WR&G: 403

K 4-22 uiy Body 2#

2% SR fiik

error_code String E1=fE,

error_msg String HIRER

request_id String 15KID,

encoded_authoriz | String INZRANAEELRMIER, ATLUBIZSTSS
ation_message REEOIHITRE,

RSB 404

& 4-23 WLy Body #

2% SR fiik
error_code String BIRE,
error_msg String HIRER
request_id String 15KID,
(=%
EEIAMARFIFES.

GET https://{endpoint}/v5/users/{user_id}

i Rz 73~451)
JRE&MS: 200
ERAIN
{

"user" : {
"description" : "description",
"user_name" : "name",
"is_root_user" : false,
"created_at" : "2023-04-26T03:49:42Z",
"user_id" : "string",
"urn" : "iam:accountid:user:name",
"enabled" : true,

"tags" : [ {
"tag_key" : "key",
"tag_value" : "value"
13
}

}

N5k 01 (2025-11-10)
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H—SADIAIE (AR )

APl & 4 API
RS

RSB 0%

200 BKEI0.

403 SBEIRENIR

404 RILEIERAYZIR
BI=

B2 EIRE .

4.1.1.5 (X IAM FIF{S2 - UpdateUserV5

ThEe A
ZEO U AT ERIAMABRER.
IS
S EZPIEAPINERIR, WMRERKS FRIAMBFERZEIAPI, ZIAMARE
BRENTEHRENR, ESHRITFIES ARSI
R B | WRER | KR Bl& KRRV
il (¥ 17
;)
iam:users:up | Write | user * g:ResourceTag | - -
dateUserV5 /<tag-key>
URI

PUT /v5/users/{user_id}

% 4-24 BIRSH

2% B SR A
user_id =2 String IAMBBFID,

M H%RAS 01 (2025-11-10) WA © EARTERABIRAE 21




F—BMAIE (iR )
APl &%

4 API

IERSH

% 4-25 153k Body 2%

2 =AWk SR )%
new_user na | & IAMABRZ, KEHN1EI641MF
me 7, REEFE. #H=E. "_".
Lt ISR ERSE, BE
ABENEF,
new_descripti | & IAMARERAMEER, KEH0F
on 2550NFRF, FEEEEEERH
Il@ll\ Il#ll\ "0/0"\ II&II\ |l<||\
ll>ll . u\u . ||$|| . ll/\ll*ﬂll*llﬁl\]?fg
£
enabled & IAMABRE8EH.
)25
KE&G: 200
K 4-26 W7 Body 2#
2 SR iR
user User object IAMAF .
3 4-27 User
2 SR ik
description String IAMEP#ERMER, KEROEI2551F
T, FEEEAREER"@". "#".
||0/0||\ ||&"\ "<||\ ||>||\ ||\||\ ||$||\ "A"$D
"HFREER
user_name String IAMEBRE, KEAZANZER, Rg
a8, #HxE, " " SIS E
e, BEMAREREE,
is_root_user Boolean IAMEBFRE&ERRF.
created_at String IAMP P EIZERT (8] .
user_id String IAMBFRID,
urn String F—RBEBIR
enabled Boolean IAMBFRFEEER.
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F—BAMAIE (iR )
APl &%

4 API

R&RD: 400

2 4-28 L Body 2

28 SR ik
error_code String TEIESIEN
error_msg String BIRER.

R&ERG: 403

% 4-29 I Body 2%

S¥ SR ik
error_code String =8
error_msg String BEIREER,
request_id String BKID,
encoded_authoriz | String IIZRRPAERBIEE, ATLAEESTSS
ation_message REIZECIHITRER
R 404
% 4-30 IR Body &%
e ST ik
error_code String LI
error_msg String BEIREE.
request_id String iBKID,
R 409
2% 4-31 IR Body &%
2% SR fiik
error_code String TEIESIEN
error_msg String BIREE.
request_id String 1B5KID,

N#5hRA 01 (2025-11-10)
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H—SDIAIE (AR )

APl &% 4 API
=
BRIAMABREER,
PUT https://{endpoint}/v5/users/{user_id}
{
"new_user_name" : "name",
"new_description" : "description",
"enabled" : true
}
I 7~ A5
REHB: 200
BRI
{
"user" : {
"description" : "description",
"user_name" : "name",
"is_root_user" : false,
"created_at" : "2023-04-26T03:49:427",
"user_id" : "string",
"urn" : "iam:accountid:user:name",
"enabled" : true,
"tags" : [ {
"tag_key" : "key",
"tag_value" : "value"
1]
}
}
RS
RSB R
200 BRI
400 BRERE
403 IREERENR
404 REKEENAER
409 BRI,
xS
BESIEIRE.
4.1.1.6 fiE% IAM HPF - DeleteUserV5
IhEEN4A
ZEO LB TFREREEIAMABR
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H—SDIAIE (AR )

APl &% 4 API
RS2
W=SEBFMEAPIRIERNIR, MRERAKS FTHIAMARERZSEIAPI, ZIAMBRE
HEUWTBHRBIR, ESHNRIZEES WARFIRZIR.
IR KR | FRER | KR B3 IRRRATHZAN
bl (*Jis T
;)
iam:users:de | Write | user * g:ResourceTag | - -
leteUserV5 /<tag-key>
URI
DELETE /v5/users/{user_id}
*®4-32 BIEBH
2 EEWiE ST fEiA
user_id =2 String IAMBBFID,
IERSH
7
VeS8
KE&E: 204
BRI .
KB 403
% 4-33 gL Body &%
2% SR fik
error_code String ELIE
error_msg String EIRERE,
request_id String 15KID,
encoded_authoriz | String INZRANAELRMIEE, ATLUBIZSTSS
ation_message REEOIHITREE,
RSB 404
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H—SDINIE (AR )

APl &%& 4 API
2 4-34 17 Body S
2% SRR )%
error_code String EIRE,
error_msg String BEIREE,.
request_id String BXKID,
KESG: 409
# 4-35 IR Body 2%
28 SRR 3%
error_code String LI
error_msg String EIREE,
request_id String 1BEKID,
BRp
fIpRIEEIAMER .
DELETE https://{endpoint}/v5/users/{user_id}
M Rz~
7
REED
RSB 0%
204 BRI
403 RBIRIENIR
404 RIEBNAIEIE
409 BRI,
TS
B2 EIRB.
4.1.2 ZIEEE
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APlI &%

4 API

4.1.2.1 EREEX A B OEAREERBRYE - ShowAccessKeyLastUsedV5

ThEEN A

BRER

URI

RS &

ZEZO L BT ERIAMABFRISEXA L NZE BRIREERRE

IWSESFFEAPIRIBERNIR, WMRERIKS TRIAMBRIERBZSRIAP, ZIAMABFE
BENTEMORENR, BESAINRRIEIES UABRFIR IR

AR B | RRER | KR Bl& KRRV
il (*J9i% T
M)
iam:credenti | Read user * g:ResourceTag | - -
als:showAcc /<tag-key>
essKeylLastU
sedV5

GET /v5/users/{user_id}/access-keys/{access_key_id}/last-used

% 4-36 I8122H

S8 A% SRR ik

user_id = String IAMBBFID,

access_key_id | 2 String KAIGEZEEID, BIAK,
RIMKE: 1
RAKE: 40

7

K&/ 200

%= 4-37 IR Body £%4

S8 SR ik

access_key_last_us | AccessKeylLastUs | i5/a1Z4BRREEMBATE.

ed ed object

N#5hRA 01 (2025-11-10)
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FE—BHPINIE (HhR )
APl % 4 API

2K 4-38 AccessKeylLastUsed

e SR R
last_used_at String naERNREERE . EAFEL
FTRNKRERT

K&ERG: 403

3 4-39 I Body &%

2% SR )%

error_code String HESIE

error_msg String EIREE,

request_id String 1BEKID,

encoded_authoriz | String MZERBEAELRYER., BILABIESTSS
ation_message REREOIHITREE

WR&ERS: 404

% 4-40 L Body &%

8% SRR R
error_code String B1=f3,
error_msg String BIREE.
request_id String 15KID,

i5K7pl
BEIAMRB PRIIEEA B E AR EREE .

GET https://{endpoint}/v5/users/{user_id}/access-keys/{access_key_id}/last-used

e iz 73~ 5 )
RSB 200
ERELI .
{

"access_key_last_used" : {
"last_used_at" : "2023-09-13T06:51:20.550Z"
}
}
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H—SADIAIE (AR )

APl &% 4 API
RS

RSB )%

200 BKEI0.

403 RBERIESUR .

404 R FBNAETR
==

B2 ARG,

4.1.2.2 IEBUEEXAIBIEEHE - UpdateAccessKeyV5

ThEENT 4R
iz O] LI FHESIAMARIEE K ALIEETA o
S
S EZPREAPINERNIR, WMREBKS FRIAMBFIERZRIAPI, ZIAMARE
BENTEORENR, ESHRIEIFIES IWABRAEAIR .
R BIEER | BRER | KR Bl& KRRV
il (*J9i% 17
M)
iam:credenti | Write | user * g:ResourceTag | - -
als:updateCr /<tag-key>
edentialV5
URI

PUT /v5/users/{user_id}/access-keys/{access_key_id}

X 4-41 BIRSH

2% BEWI% SRR R
user_id =2 String IAMBBFID,
access_key id | 2 String KAHIEZSRID, BIAK,
BIVMEE: 1
BRAKE: 40
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APl &% 4 API
BRESE
& 4-42 753Kk Body 2#
S8 BRIk SRR ik
status 2 String HAEEIRE, ATl “BR7
(active) = “/=RA”
(inactive )
)25
RZEES: 200
% 4-43 IR Body 2%
2 SR iR
access_key AccessKeyMetad | 5k AiGiDZ$E,
ata object
2K 4-44 AccessKeyMetadata
2¥ SR R
user_id String IAMBRID,
access_key_id String KAIGEZERID, BIAK,
created_at String IR EEABIEERATE)
status String HEERIRE, FA “BR7
(active ) ¢ “/2B” (inactive) o

K& 403

% 4-45 IR Body 2%

ation_message

2% SR ik

error_code String ESIE

error_msg String HIREE.

request_id String B3KID,

encoded_authoriz | String INZRANAELMIEE, ATLABIESTSS

PREROFITHE

N#5hRA 01 (2025-11-10)
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APl &%& 4 API
K& 404
% 4-46 NIL; Body &%
2% SRR A
error_code String BIRE,
error_msg String BIREE,
request_id String BXKID,
BRI
BIAMBIFHIIEE R AR S E AR
PUT https://{endpoint}/v5/users/{user_id}/access-keys/{access_key_id}
{
"status" : "active"
}
M Rz~
R&ES: 200
BRI
{
"access_key" : {
"user_id" : "user",
"access_key_id" : "access",
"created_at" : "2023-09-13T06:51:20.550Z",
"status" : "active"
}
}
R
RS A
200 BRI
403 IREEENR
404 REKEENAER
T
BEIEIRB.
SCRERRA 01 (2025-11-10) RIS © ERIT BRABRAR 31




FH—SDIAIE (AR )

APl &%

4 API

4.1.2.3 HIBRIEEXRAIGITZH - DeleteAccessKeyV5

ThEENR
iZEOR AR FHRIFRIAMB RS E X AB R .
BRUEE
S EBEZEPEAPIRERNIR, WMRERBKS FRIAMBFIERSRIAPI, ZIAMARE
HEUWTBHREBIR, ESHNRIZEIEES WABRFIRAIN .
TN B | BREE | KR B3 IRRRATHZAL
| (*Jis 17
)
iam:credenti | Write | user * g:ResourceTag | - -
als:deleteCre /<tag-key>
dentialV5
URI
DELETE /v5/users/{user_id}/access-keys/{access_key_id}
* 4-47 BBRESH
e BRI SR iR
user_id = String IAMBFID,
access_key id | 2 String XABEZERID, BIAK,
BIVEE: 1
BRAKE: 40
ERSH
7
S
REMB: 204
BRI .
REMB: 403
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F—BMAIE (iR )
APl &%

4 API

2 4-48 [ Body S

2% SRR R

error_code String eI

error_msg String BIREE,

request_id String BXKID,

encoded_authoriz | String IEEEPAELRBIES., AJLAEESTSS
ation_message REIEOHITRE

RED: 404

K 4-49 WL Body 2

2% SRR R
error_code String BIRE,
error_msg String BIREE.
request_id String BXKID,

iERBI

HIBRIAMAB P EHEE XA IHIEEH o

DELETE https://{endpoint}/v5/users/{user_id}/access-keys/{access_key_id}

N Rz~

¥
REEL
RSB R
204 BRI
403 SEIRENIR
404 RILEIERAYZR
==

52 EIRB .

N#5hRA 01 (2025-11-10)
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H—SADIAIE (AR )

APlI &%

4 API

4.1.2.4 BERFTEXABIOESA - ListAccessKeysV5

ab
ThEEN 4B

BRRER

URI

ZiEOR LA TERIAMARRFRE X ALIEER .

IWSEEFFEAPIRIBERNIR, WMRERIKS TRIAMBRIERBZRIAP, ZIAMABRFE
BEINTBHREINIR, EZSRURIRFIES IABRFIRANIR .

IR G | BRSER | e il HRERAVIEAY
Bl (*R IR
)

iam:credenti | List user * g:ResourceTag | - -

als:listCrede /<tag-key>

ntialsV5

GET /v5/users/{user_id}/access-keys

% 4-50 IEE2H

2% =AWk SR ik

user_id = String IAMBFID,

Z 4-51 Query 2

B8H =AWk SR R

limit B Integer BRETZKBHEZ, BEM
F200%%, BEAIAJ9100%,
=/ME: 1
BAE: 200
HR&fE: 100

marker S String DIRE, KEH4FI4001MF
7, REEFE. H=F. "+
Il/ll\ ||=||\ ll"'*n"_llﬂl\]?fg%o
BIVEE: 4
RAKE: 400

N#5hRA 01 (2025-11-10)
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F—BMAIE (iR )
APl &%

4 API

IERSH

i 72 #
JRASED: 200

£ 4-52 Wy Body #

2% SR fR
access_keys Array of KAGEEIRTIZR
AccessKeyMetad
ata objects
page_info Pagelnfo object PDEE,
Z 4-53 AccessKeyMetadata
e SHERR R
user_id String IAMFARFID,
access_key_id String KAIGEZEID, BIAK,
created_at String DA BIZERRTE]
status String HEEARE, AIAA “BR”
(active) 8% “/A” (inactive) ,
2k 4-54 Pagelnfo
e SHERR R
next_marker String MRFE, WERREERENFZERE
RMEHRNREUAP , BERZEEAT
—RIERID TRIRCSHLGAE T—IT
ER. BREABZEOEEZFELR
ez
current_count Integer ARWREIZBH=E.
R 400
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F—BAMAIE (iR )
APl &%

4 API

2 4-55 [ Body &%

2% SR fiik
error_code String LI
error_msg String HIRER

RSB 403

2 4-56 gL Body 2#
e ST R
error_code String LI
error_msg String BEIREE,.
request_id String iBXKID,
encoded_authoriz | String INZEAPAMELEMIER, ATLUEISTSS
ation_message REEOHITREE,

REB: 404

& 4-57 gz Body 2%

e SR Rk
error_code String EESIE
error_msg String BEIREER,
request_id String B3KID,
=GNl
EiSIAMBRFRIFTEXKABIEA
GET https://{endpoint}/v5/users/{user_id}/access-keys
I Rz~
REHS: 200
BRI
{
"access_keys" : [ {
"user_id" : "user",
"access_key_id" : "access",
"created_at" : "2023-09-13T06:51:20.550Z",
"status" : "active"
M HRAS 01 (2025-11-10) WA © EARTTERABIRAE 36




FE—BHPINIE (HhR )
APl % 4 API

11
"page_info" : {
"next_marker" : "marker",
"current_count" : 1
}
}

K&

K& ik

200 BRI

400 BRERE

403 IRBRIERIR

404 RKENERAVEIR o
e

B2 IEIRE

4.1.2.5 SIERKAi5ia%$E - CreateAccessKeyV5

ThEe A
ZEOTLIBTFAIAMBRRIE XA BRI
iHiE)Z24A ( Access Key ID/Secret Access Key, f&IfRAK/SK) , 2@ HFATER
(API CLI, SDK)wJ‘le.IE’J%{ YEIE, ARTEREHEG. RABIAKRGEAF
NEM, BIISKIEHITREZIIE, JELJ‘?JH”“”%LLIE_JLM%{ TERANEE . STEMER
EKE BDHILE TSEO

RIUSE
WSEEFRBEAPIRIERIIR, WMRERKS TRIAMABRERSRIAPI, ZIAMBRE
BEUWTHHEREBIR, ESHNRIZEEES WABRFIEIR.
IR PR | BRER | FEHR Bl& (U102

il (*Jws T
m)

iam:credenti | Write | user * g:ResourceTag | - -
als:createCre /<tag-key>
dentialV5

URI

POST /v5/users/{user_id}/access-keys
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AP| &%& 4 API
= 4-58 IR1ZBH
24 =% SR R
user_id =2 String IAMBBFID,
BREH
x
RIS EL
RSB 201
5 4-59 IR Body 2%
2% SRR 1
access_key AccessKey object | SIZRIKAIBIAEEE

Z 4-60 AccessKey

2% SR ik

user_id String IAMBRID,

access_key_id String IRV K A IBIEESHID, BIAK,

created_at String B0 EABIEERATE) o

secret_access_key | String BUERRISK.

status String HEEIRE, FR “BAR7
(active ) z¢ “/=H” (inactive) o

K& 400

% 4-61 IR Body &%

S8 SRR 3%
error_code String =L
error_msg String EIREER

WR&G: 403

N#5hRA 01 (2025-11-10)
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F—BAMAIE (iR )
APl &%

4 API

K 4-62 WLy Body 2

e SR ik

error_code String FENRAG,

error_msg String BEIREER,

request_id String 1BKID,

encoded_authoriz | String INZEFEAPAMELEMIER, ATLUEISTSS
ation_message REIZEOIHITRER

RERD: 404

7 4-63 L] Body 2

2% SRR R
error_code String B1=fg,
error_msg String BIREE.
request_id String BXKID,

iERTA

LSIAME P 8IEE K AIBIE%54A o

POST https://{endpoint}/v5/users/{user_id}/access-keys

e iz 73~ 5]
JRSE: 201
ERELI .
{

"access_key" : {
"user_id" : "user",
"access_key_id" : "access",
"created_at" : "2023-09-13T06:51:20.550Z",
"secret_access_key" : "secret",
"status" : "active"

}
}
NG
R 3%
201 IERN AN
400 BRAEFRE

SAERRAS 01 (2025-11-10) WRIERE © EARITERAREIRAF
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FE—BHPINIE (HhR )
APl % 4 API

LA fiR

403 RBEIREBUR
404 RILEIERMAYZIR
BI=0
52 ERB.

4.1.2.6 {2 IAM BBF#13 - ChangePasswordV5

ThEEN 4R
ZEOT L AFIAMAREXRECHZER,
BRRUEE
WSESEMEAPIRVEARINIR, MRFERKS FTRIAMBERERZSEIAPI, ZIAMBARS
BRI TBHERENR, ESHNRITFIES IABRFIREAIR .
AR KR | RRER | KR Bl IRERATHAN
] (*39:0% i
M)
iam:users:ch | Write | user* g:ResourceTag | - -
angePasswo /<tag-key>
rdV5
URI
POST /v5/caller-password
BRSH
& 4-64 153K Body 28
2% EEWIE SR ik
new_passwor | & String IAMBFBYETZT .
d
old_password | 2 String IAMERPRIIBZRS .
)

WR&RS: 200

M H%RAS 01 (2025-11-10) WA © EARTERABIRAE 40




FE—BHPINIE (HhR )
APl % 4 API

BRI
WR&G: 400

2K 4-65 L7 Body 2%

2 SHER 7%
error_code String EIESIEN
error_msg String BIREE.

WR&RS: 403

2 4-66 [ Body 2%(

2% SR ik

error_code String HESIE

error_msg String EIREER,

request_id String BXKID,

encoded_authoriz | String MZEREAELRYER, aILABIESTSS
ation_message REREOHITRE

WK&ERD: 404

% 4-67 lIKZ Body %4

2% SR ik
error_code String EI=E,
error_msg String EIREER,.
request_id String BXKID,

=]
IAMREF{EXE CRIZTS . IRZERS~Password1, FiZESIPassword2,
POST https://{endpoint}/v5/caller-password
{
"new_password" : "Password2",

"old_password" : "Password1"

}
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APl &% 4 API
Nl Mz 73~
¥
REED
RSB ik
200 BRI
400 BRARE,
403 SEIRERIR .
404 R FBNAETR
Z) et
B2 EIRB .

4.1.2.7 &Eif] IAM FIFER(SE. - ShowLoginProfileV5

ThEEN 4
ZEOT L ATEISEEAMAFINERER..
RS2
S EZPRIBAPIERIR, WMREMRKS FRIAMARERZERIAPI, ZIAMARE
BRENTBHRENR, ESHRITFIES IABRFEAIR .
AR g | JIRER | R4 Bl& KRR
il (*Hws 17
m)
iam:users:sh | Read user * g:ResourceTag | - -
owLoginProf /<tag-key>
ileV5
URI
GET /v5/users/{user_id}/login-profile
* 4-68 IEREH
¥ BRIk SR 1215
user_id 2 String IAMBFID,
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APl &%

4 API

IERSH

i 72 #
JRASED: 200

5 4-69 I Body %1

2% SR fiik
login_profile LoginProfile IAMBRPZEREE,
object
€ 4-70 LoginProfile
2 SR fik
user_id String IAMBFRID,
password_reset_re | Boolean IAMAR FRERIN 2R R EENEL,
quired
password_expires_ | String |IAMPA R 24553 BRRYE] .
at
created_at String IAMARER{EE 6328,

K& 403

% 4-71 IR Body S%

2% SR ik

error_code String AESIE

error_msg String EIREER,

request_id String BXKID,

encoded_authoriz | String IIZRRPAERBIES, ATLAEESTSS
ation_message REIZEOIHITRER

K& 404
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APl &% 4 API
K 4-72 Wiy Body 2
2% SR ik
error_code String eI
error_msg String BIREE,
request_id String BXKID,
15K~
HiEEIAMARPNERER
GET https://{endpoint}/v5/users/{user_id}/login-profile
i Rz 735
REMG: 200
BRI
{
"login_profile" : {
"user_id" : "user",
"password_reset_required" : true,
"password_expires_at" : "2023-09-13T08:03:10.781Z",
"created_at" : "2023-09-13T08:03:10.7812"
}
}
R&HS
RSB R
200 TBEREEI
403 IRBERIEINR
404 REIENAVETR o
=i
5= WHEIRG .
4.1.2.8 €I IAM FHP&ER(SE - CreateLoginProfileV5
TheeN4A
ZEO L B TFEIEIEE AMBFIERER..
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APl &%& 4 API
B ETS
WKSESBMEAPIRIERNR, WNRERAKS TRIAMBFIERSRIAP, ZIAMARE
BRNTBMHRENR, ESHRIEFIES IABRFEAIR .
=R B | BRER | KRR B3 IREAIHIAR
il (*Hws 17
)
iam:users:cr | Write | user * g:ResourceTag | - -
eatelLoginPr /<tag-key>
ofileV5
URI
POST /v5/users/{user_id}/login-profile
x®4-73 BEEH
e EEwE SR 1215
user_id = String IAMBFID,
RS
& 4-74 153K Body %
2H EEWE DB 1)
password = String IAMRFPHIZERS
password_res | 2 Boolean IAMERP TFXERNEEEEE
et_required HZ=,
VRS54
WR&E: 201
= 4-75 WK Body &%
28 ST )%
login_profile LoginProfile IAMBRPEZREE.
object
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APlI &%

4 API

2K 4-76 LoginProfile

8% SRR ik

user_id String IAMBBRID,

password_reset_re | Boolean IAMBAR T XRERNE2EETEENED,
quired

password_expires_ | String IAMA P Z 313 HARYE .

at

created_at String IAMBREREEeIEATE,

K& 400

% 4-77 IR Body S%

2 SR )%
error_code String B1=fD,
error_msg String BIREE.

R&6G: 403

7= 4-78 IR Body &%

2% SR ik
error_code String BIRE,
error_msg String EIREE.
request_id String 1BEKID,
encoded_authoriz | String IIZRRPAERBIEE, ATLAEESTSS
ation_message REREOIHITRE
RS 404
& 4-79 IR Body %4
2% SR #iR
error_code String EIRE,
error_msg String EIREE.
request_id String BKID,
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F—BAMAIE (iR )
APl &%

4 API

R&RD: 409

2K 4-80 L7 Body 2%

2% SR fiik
error_code String TSI
error_msg String BIREE.
request_id String 1BEKID,

i5Rpl

BIEIEEIAMARIERER, REHEZEIPassword0, FER FRXERIHENE

5.
POST https://{endpoint}/v5/users/{user_id}/login-profile

{
"password" : "Password0",
"password_reset_required" : true

}

N Mz 73~ 51
R&1E: 201
BERIN

"login_profile" : {
"user_id" : "user",
"password_reset_required" : true,
"password_expires_at" : "2023-09-13T08:03:10.781Z",
"created_at" : "2023-09-13T08:03:10.781Z"

}
}
NG
K& ik
201 BRI
400 BXRAEFRE.
403 ISERIENIR
404 REKEERAIER
409 BRI,
T EL)
B2 EIRE .
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F—BAMAIE (iR )
APl &%

4 API

4.1.2.9 {EM IAM BBFR&ER{SE - UpdateLoginProfileV5

ThEEN B
ZEO L BT ESUEE I AMBFIERER..
L
KSEEMEAPIBVERINIR, MRERKS FRIAMBRIERZSRIAPI, ZIAMBR®E
HENMTEHRIEINIE, ESHNREIES IABRFIRANIA
-3 Hia | BRER | KR Bl HRERAVFRIAN
1l (*Jaws IR
)
iam:users:up | Write | user* g:ResourceTag | - -
dateLoginPr /<tag-key>
ofileV5
URI
PUT /v5/users/{user_id}/login-profile
* 4-81 BEBY
B8H W% SRR ik
user_id = String IAMBFID,
IBRESH
% 4-82 153K Body B4
8% BE W% SRR 1k
password S String IAMBFHIZES
password_res | & Boolean IAMER TN XERIHNEEEEE
et_required L
VRS54

RZSES: 200
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AP| &%& 4 API
2K 4-83 WLy Body 2
2H SR iR
login_profile LoginProfile IAMARPEREE,
object
£k 4-84 LoginProfile
S8 SRR )%
user_id String IAMBBRID,
password_reset_re | Boolean IAMAR T RERNE2EETEENED.
quired
password_expires_ | String IAMPB P 25133 ERRYIE] o
at
created_at String IAMBREZER{EECIEATE,

W& 400

& 4-85 N[ Body %1

2% SRR R
error_code String BIRE,
error_msg String HIRER

WR&RG: 403

% 4-86 I[IK Body S%

ation_message

REROFITRE

2% SR faig

error_code String ESIE

error_msg String EIREE,

request_id String B3KID,

encoded_authoriz | String INZRANAELRMIEE, ATLABIESTSS

WK&ERD: 404
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F—BAMAIE (iR )
APl &%

4 API

K 4-87 WLy Body 2

2% SHRT ik
error_code String B1=fg,
error_msg String BIREE.
request_id String BKID,

i5RHl

BXIEEIAMARFRERER, REHZIE APassword0, HER FTRXERIHENRS

[E]8

PUT https://{endpoint}/v5/users/{user_id}/login-profile

{

"password" : "PasswordQ",
"password_reset_required" : true

}

N Rz~

R&RD: 200

(=R NZAYS

"login_profile"

|

"user_id" : "user",
"password_reset_required" : true,

"password_expires_at" : "2023-09-13T08:03:10.781Z",

"created_at" : "2023-09-13T08:03:10.7812"
: }
T
b7 ik
200 BRI .
400 BRAEFRE.
403 IRBERIEINR
404 REEIERATRIR
EiRtg
55 IR .
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FH—SDIAIE (FThR )

API &%

4 API

4.1.2.10 ffipx IAM BPER{ER - DeleteLoginProfileV5

ThRENA

BRER

URI

IERSH

N NS4

iZiEORI LI T R EEIAMARRNERER.

KSESMEAPIRIERENR, WNRERKS TRIAMBFIERSRIAP, ZIAMARE
BEINTBHRENIR, EZSRURIRFIES IABRIIRIIR .

IR B | BRER | KR Bl& ARIAVIRAN
2l (*Hwes I
)
iam:users:de | Write | user* g:ResourceTag | - -
leteLoginProf /<tag-key>
ilevV5

DELETE /v5/users/{user_id}/login-profile

% 4-88 RIS

28 ERWIE SRR 1215
user_id = String IAMARID,
¥

WR&G: 204
BRI
W&G: 403

% 4-89 I Body £#f

8% SRR R
error_code String eI
error_msg String BIREER.
request_id String BXKID,
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APl &% 4 API
28 SR ik
encoded_authoriz | String INZRANAELRMIEE, ATLABIESTSS
ation_message R OIHITHRE
REMG: 404
% 4-90 NaL; Body &%{
S8 SRR )%
error_code String ESIE
error_msg String EIREE.
request_id String B3KID,
=Rl
ffRIEEIAMBRIZERER.
DELETE https://{endpoint}/v5/users/{user_id}/login-profile
il Rz 73~ 45
y
REB
RSB 0%
204 =4 An
403 RERIENR
404 RIEERAYERIE
iR
B2 EIRB.
4.1.3 MFA iS& =18
4.1.3.1 FJHELER MFA 1255 - ListMfaDevicesV5
INEENA
Z3Z O LABTFIZEEMFAIZE .
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APl &%& 4 API
BERUEE
WSESMEAPIIERIIRE, MNRERKS FRIAMBRIERZEIAPI, ZIAMBRE
BRNTEMNERIESIRE, B2 RIREIES WABRFIREINIR
IR B | BREE | FE5E Bl& HRERATHRZA
il (*Aw IR
;)
iam:mfa:list | List mfa * - - -
MFADevices
V5
URI
GET /v5/mfa-devices
Z 4-91 Query 2%
2% =AWk SR ik
user_id P String IAMBFID,
limit =S Integer BRETKBHE, CEM
F200%%, BEAIAJ9100%%,
=IME: 1
BA{E: 200
fR&(E: 100
marker & String SRS, KENAZ400MFE
7, REEFE. H=F. "+
UANRNINERG U e o
=B2IEE: 4
RAKE: 400
=P
7
VeS8

RSF5: 200
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F—BAMAIE (iR )
APl &%

4 API

K 4-92 Wiy Body 2

ata objects

ol SR 7%
mfa_devices Array of EHIMFAIREFIER.,
MfaDeviceMetad

page_info Pagelnfo object

PR

2% 4-93 MfaDeviceMetadata

2% SR ik

serial_number String MFAIZEFIS .
user_id String IAMBBRID,

enabled Boolean EHIMFARE R G TS

2K 4-94 Pagelnfo

2% SR HR
next_marker String NREFE, URRLAERENEZBERE
TEHENREAS,, BERZEEAT
—IRIERIID TRIRC SRS F—I
EE. BREABZEOEEZFELR
EZaa
current_count Integer ATUREIZBHE,
RSB 400
2 4-95 I Body %1
B2H SRR )
error_code String LI
error_msg String HIRER

K& 403
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APl &%

4 API

2K 4-96 WLy Body 2

2% SRR R

error_code String eI

error_msg String BIREE,

request_id String BXKID,

encoded_authoriz | String IEEEPAELRBIES., AJLAEESTSS
ation_message REIEOHITRE

5K
o JIEDEMFARE.

GET https://{endpoint}/v5/mfa-devices
o FIEIAMAP XL ZBMFAIRE o

GET https://{endpoint}/v5/mfa-devices?user_id=xxx

MRz~
REF: 200
BRI
{

"mfa_devices" : [ {
"serial_number" : "iam:accountid:mfa:name",
"user_id" : "xxx",
"enabled" : true

'}'gége_info" {
"next_marker" : "marker",
"current_count” : 1
}}
NG
R f#a
200 BRI
400 BRAEFRE
403 IRBIRIERIR
= Sl

52 iEIRE .
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APl &%

4 API

4.1.3.2 B MFA 128 - EnableMfaDeviceV5

INgeN4A
ZiEO L BT EREENMFAIREFISESIEERNIAMAR XEL
BEUEE
WS EZFREAPIRNERNIRE, WNRFERAWRS FTRIAMARIERZERIAPI, ZIAMBRE
BRINTEMHRIENIR, B2 RIREIES WABRFIRINIR.
AT hiEgk | WRER | K4 B3 HRERATRIA
Eall (*Aw IR
)
iam:mfa:ena | Write | mfa* - - -
bleV5
URI
POST /v5/mfa-devices/enable
B3RS
% 4-97 153K Body &%
2% =A%k SR R
user_id =2 String IAMBBFID,
serial_number | & String MFAIRE RIS .
BAKEE: 150
authenticatio | 2 String R A RIS .
n_code_first BEAEE: 12
authenticatio | 2 String REEHRIEEEGIES,
g_code_secon BAKE: 12
R3S

R&ES: 200
TR o
RAED: 400
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APl &%

4 API

iERpl

N Mz 73~ 51

2K 4-98 WLy Body 2#

2% SR fiik
error_code String LI
error_msg String BIREE.

REMB: 403

2 4-99 K7 Body 2%
S¥ SR ik
error_code String LI
error_msg String BEIREER,
request_id String B3KID,
encoded_authoriz | String IIZRERPAERBIEE, ATLAEESTSS
ation_message REREOIHITHRE

REB: 404

7 4-100 g Body S

2Y SR ik
error_code String ELIE N
error_msg String EIREER,
request_id String 1BEKID,

ERRSISgiam::accountid:mfa:nameflIMFAIZZHISE SIAM B PxxxXE .

POST https://{endpoint}/v5/mfa-devices/enable

{

"user_id" : "xxx",

"serial_number" : "iam:accountid:mfa:name",

"authentication_code_first" : "123456",

"authentication_code_second" : "123456"

7
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AP| &% 4 API
KD

RS R

200 BRI

400 BRIREE,

403 EEERESUR

404 FEFBNAYERE,
e

52 ERB.

4.1.3.3 2 MFA 2% - DisableMfaDeviceV5

IhgeNn4A
Z3E O UABTFZBIEERIMFAIR EH R E SXIRIAMB R XEL .
BERUSE
WSEEFEAPIRIERNIR, WRERKS FTHIAMBRIERZHEIAPI, ZIAMBRE
BRNTEMHRESIRE, E2a9MNRIRBIES WABRFIREININ .
ERIR B | RREER | FEE B4 HRERIIEAR
a1l (*Hhs I
;)
iam:mfa:dis | Write | mfa* - - -
ableVv5
URI
POST /v5/mfa-devices/disable
BRkSH

# 4-101 i&53K Body 2%

2% =AUk ST ik

user_id =2 String IAMBBFID,

serial_number | 2 String MFAIZE RIS,
BAKE: 150
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APl &%

4 API

ID)VE=S5't
REG: 200
SR
K&MB: 400

2= 4-102 IR Body %

8% SR oA
error_code String LI
error_msg String BIREE.
K& 403
2 4-103 gL Body %1
B8H SR R
error_code String ELIE N
error_msg String EIRES.
request_id String BERID,
encoded_authoriz | String IIZRERPAERBIEE, ATLAEESTSS
ation_message REIZEOIHITREE
REE: 404
2 4-104 IR Body &%
2% SR 1
error_code String ESIE
error_msg String EIREE,
request_id String BKID,

iERpI

2 HFEYS Aiam:accountid:mfa:nameBIMFAIZ ZHMIBEE SIAM B PxxxB9<EX .

POST https://{endpoint}/v5/mfa-devices/disable

"user_id" : "xxx",
"serial_number" : "iam:accountid:mfa:name"

}
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APl &% 4 API
Nl Mz 73~
¥
KA
RSB )%
200 BRI
400 BREFE,
403 RBIREBUR
404 RILEIERAYZIR
==
52 EIRB.

4.1.3.4 Gl MFA 8% - CreateVirtualMfaDeviceV5

INEEN4A
ZEO LA BT RIEMFAIRE .
BERUER
WS EZFREAPIRIERNIE, WNRFERAWRS FTRIAMARIERZERIAPI, ZIAMBRS
BRUNTEMHRENIR, E208RIREIES WAPRFIEINIR.
AR Wiadk | BEEB | K4 3l HRBRAYIEAY
Bl (*R IR
)
iam:mfa:cre | Write mfa * - - -
ateVirtualM
FADeviceV5
URI

POST /v5/virtual-mfa-devices
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AP| &%& 4 API
BRSH
% 4-105 {53k Body &%
2¥ =A% SR R
virtualLmfa_d | 2 String MFAIREBIR, KEH1ZI641
evice_name FF, REaFH. #H=FE. "
"-"B9=FERFE
BIVEE: 1
RAKE: 64
user_id = String IAMBBFID,
IR S %
RSB 201
% 4-106 15 Body 2%
S8 SRR 3%
virtual_mfa_devic | VirtualMfaDevice | MFAIZ .
e object
& 4-107 VirtualMfaDevice
2% SRR 3%
serial_number String MFAIZEFIS .
base32_string_see | String ZIRER, BTFE=F4KE R
d 5.

KR&ES: 400

7 4-108 iz Body S

¥ SRR ik
error_code String TEIESIEN
error_msg String HIRER

WR&RG: 403
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AP| &% 4 API
7= 4-109 IR Body &%
2% SR g
error_code String ESIE
error_msg String EIREE.
request_id String BKID,
encoded_authoriz | String MZEREAELRYER, aILABIESTSS
ation_message REREOHITRE
K38 404
% 4-110 I[IRL Body 2%
8% SR )
error_code String BIRE,
error_msg String BIREE.
request_id String BKRID,
K& 409
£ 4-111 i Body 2%
B8H SR A
error_code String =L
error_msg String EIREE,
request_id String BERID,
(=Pl

il iz 73~f51

BIAMB P xxxElE 2 AnamefIMFAIZRE -

POST https://{endpoint}/v5/virtual-mfa-devices

{

"virtual_mfa_device_name" : "name",

"user_id" : "xxx"

}

W&G: 201
BRI
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APl &%

4 AP
{
"virtual_mfa_device" : {
"serial_number" : "iam::accountid:mfa:name",
"base32_string_seed" : "seed"
}}
RS
K& R
201 IERN A
400 BRAERE.
403 R BEREINR .
404 REKEENEIR
409 BRI,
e
B2 IEIRE .

4.1.3.5 HfIf§ MFA i - DeleteVirtualMfaDeviceV5

IheeNn4a
ZEO LA BT RIBRMFAIRE .
S
WS ERMEAPIRSEBSIR, tMNRERKS FTHIAMBRIERZEIAPI, ZIAMBRE
BRUNTEMHRENIR, EZ208RIREIES WANPRFIEINIR
IR G | BRER | FEEE 3l AT
Eall (*Aw IR
;)
iam:mfa:del | Write | mfa* - - -
eteVirtualM
FADeviceV5
URI
DELETE /v5/virtual-mfa-devices
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APl &% 4 API
2 4-112 Query ¥
S ey SRR iR
user_id =2 String IAMBBFID,
serial_number | & String MFAIRE RIS .
BAEE: 150
BXkSH
7
Nl iz 228
KEB/: 204
EXKEIN .
RE&ES: 400
% 4-113 I[IR Body 2%
2 SR R
error_code String BIRE,
error_msg String BIREER.
RS 403
% 4-114 [0 Body 2%
2 SR ik
error_code String
error_msg String BIREE.
request_id String 1B5KID,
encoded_authoriz | String INZEEPANELRMER, ATLUBEEISTSS
ation_message R OIHITHRE
REEE: 404
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FH—SDIAIE (AR )

APl &% 4 API
7 4-115 IR Body &%
2 SR R
error_code String B1=fg,
error_msg String BIREE,
request_id String BXKID,
BRI

BIERIAMB P xxxB9F5 =S Hiam::accountid:mfa:namefIMFAIR F .

DELETE https://{endpoint}/v5/virtual-mfa-devices?user_id=xxx&serial_number=iam%3A%3Aaccountid

%3Amfa%3Aname
e Rz 73~
7
REB
RSB iR
204 BRI
400 BREFE,
403 REIRENIR
404 R FBNAVETR
BI=0
B2 EIRB.
4.1.4 TR E

4.1.4.1 EFWKSH Token $KHE - ShowTokenPolicyV5

TORENA

Bk SHITokenskEg, TokenFKEIEHIKS FRIFFEEHZEE (IAMBRP. &3, B
AR ) 2ER1FIREToken ( BXFBIAIEIREXYunscoped tokenA 5 TokenZk g S2

@) o
BREUER

SHRIAPIERALHE SO RIEIR
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APl % 4 API

URI
GET /v5/token-policy

RS
7
IR SEL
KREME: 200
2 4-116 KL Body 2%
8% SR HER
token_policy TokenPolicy WS HITokenZkHE
object
& 4-117 TokenPolicy
8% SRR R
token_enabled Boolean EERIFREToken, EKiAAtrue, B
Hfalse BB RIFABKS FTRESH%
8 (IAMABRF. £, BGBARP) 89
Token ( BX¥BIAIEZREXAIunscoped token
A ZTokenZREEEANT ) »
R&ES: 403
% 4-118 I Body 2%
B8H SR R
error_code String ESIE
error_msg String EIRES.
request_id String BXKID,
encoded_authoriz | String MZEFBEAELRYER, aILABIESTSS
ation_message REIZEOIHITRER
=P

HAWKSHITokenSEHg

GET https://{endpoint}/v5/token-policy
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AP| &% 4 AP
N Rz~
K&[D: 200
ERAEIN
{
"token_policy” : {
"token_enabled" : true
}}
RS
K& ik
200 BRI
403 R BEREINR .
=G
B2 IEIRE .

4.1.4.2 S HY Token KA - UpdateTokenPolicyV5

IHEENA
(EKSATokenZklg, TokenZREZIZFIMKS FTAIFFEEMEE (IAMAR. £1E. B
R ) 2AEIFREToken ( BAEBIAIEIREXAYunscoped tokenA~5 TokenZkH& 52
) .
BERUER
HBIAPIEA BT E S D RIERIR
URI
PUT /v5/token-policy
BRSH
% 4-119 153k Body &%
2 BAEWI%E SR iR
token_enable | & Boolean EERIFFEToken, BIAS
d true, BB HfalseFIEARDIFIR
BKS TErEBMmEE (IAMA
F. &5, BFBAERF ) ByToken
( BEEBAERRENEIunscoped
tokenF=TokenEH&2201 ) .
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APl % 4 API

MR SEL
RAHG: 200

3 4-120 g Body &

2 ST )%
token_policy TokenPolicy KSHITokenZRHEE
object

2k 4-121 TokenPolicy

¥ SR ik
token_enabled Boolean EERiIFSLEToken, BRiNStrue, &E

Hfalse BB RIS FTESH%
28 (IAMBF. &35, BGBARP) 89
Token ( BEFBIAIESREXAYunscoped token
A= TokenZREERIMT ) o

WR&RS: 400

% 4-122 i Body S

2% SR ik
error_code String ELIE N
error_msg String HEIRES.

W& 403

% 4-123 g7 Body 2%

2¥ SR ik

error_code String BIRE,

error_msg String BIREE.

request_id String BKID,

encoded_authoriz | String INZEEPANELMER, ATLUEIISTSS
ation_message REEORITREE
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AP| &% 4 AP
(=BG l
BHIKSA9TokenZRES o
PUT https://{endpoint}/v5/token-policy
{
}"token_enabled" : true
MRz~
K&RB: 200
ERAEI
{
"token_policy" : {
"token_enabled" : true
}}
N
K& fa
200 BRI
400 BRAEFRE.
403 IRBIRIERIR
$HI=0
B EIRE .

4.1.4.3 EFKSHEDRREE - ShowPasswordPolicyV5

ThREN A

ZiEORI LR T EIaRKSEBRES .

BRUER

KSESMEAPIRIERENR, WNRERAKS TRIAMBFIERSRIAP, ZIAMARE

BEINTBHRENIR, EZSRURIRFIES IABRFIHRIR .
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APl &% 4 API
=AIR Bk | REER | KR Bl IRERATHEAN
Eill (*Aw I
M)
iam:security | Read - - - -
policies:getP
asswordPoli
cyV5
URI
GET /v5/password-policy
RS
7
V=S5t
R 200
= 4-124 IR Body 2%
2% SRR A
password_policy PasswordPolicy AL =
object
2R 4-125 PasswordPolicy
2% SRR A
maximum_consec | Integer B—FFRELHMRIR IR
utive_identical_ch
ars
maximum_passwo | Integer FRRAFHE.
rd_length
minimum_passwo | Integer ZHRIEERE (2%) o
rd_age
minimum_passwo | Integer EiBe/NFREL
rd_length
password_reuse_p | Integer FIRABESHREREESRE
revention
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APlI &%

iBERTA

il iz 73~ 451

4 API

2% SR fR
password_not_use | Boolean FHRESUUERARPAARENR
rname_or_invert Fo BiAMEtrue, AtrueldFRRZDA

ALIZAFES3BFRENRRF.
password_require | String REEBVRBAENFRERK,
ments
password_validity | Integer FREEYE (X) .
_period
password_char_co | Integer EVPEEFHMENNE.
mbination
allow_user to_cha | Boolean EERIFIAMBREXECHZERS, &
nge_password BFRAF.

K& 403

% 4-126 5 Body 2%

B8Y SR R

error_code String TSI

error_msg String BEIRMEE,

request_id String 15KID,

encoded_authoriz | String INZEAPAMELEMIER, ATLUEISTSS
ation_message R OHITREE

EAKSEIIRER

GET https://{endpoint}/v5/password-policy

W&E: 200
IR AN
{

"password_policy" : {

"maximum_consecutive_identical_chars" : 0,

"maximum_password_length" : 32,
"minimum_password_age" : 0,
"minimum_password_length" : 8,
"password_reuse_prevention" : 1,

"password_not_username_or_invert" : true,

"password_requirements" : "A password must contain at least two of the following: uppercase letters,

lowercase letters, digits, and special characters.",

N#5hRA 01 (2025-11-10)
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APl % 4 API

"password_validity_period" : 180,
"password_char_combination" : 2,
"allow_user_to_change_password" : true
}
}

7N
WREH ik
200 IER AN
403 IERIENR
=
55 EIRE .

4.1.4.4 B KSZIERE - UpdatePasswordPolicyV5

ThEEN 4R
ZIEOT AR FHEAKS ZE RS .
RS2
WSESFRBAPIRERLIR, WMRERAKS TRIAMBFERSERIAPI, ZIAMBRE
BENTEORENR, ESHNRIEIFIES IWABRFIFEAIR
=R B | BRER | KRR Bl IREAIRIAR
5l (*Jws Ty
)
iam:security | Write | - - - -
policies:upd
atePassword
PolicyV5
URI

PUT /v5/password-policy
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APl && 4 API
BRSH
3% 4-127 153K Body &
S BRI SHEER i)
maximum_co | & Integer R—FPEEH IR RIREL,
nsecutive_ide EESBEI[0,32]
ntical_chars =/ME: 0
RAME: 32
minimum_pas | & Integer FRREERE (9% ) , B
sword_age {EEREH[0,1440],
=/]ME: 0
BAE: 1440
minimum_pas | & Integer FRER/NFAY, BUEEER
sword_length [8,32],
=/IME: 8
=RAE: 32
password_reu | & Integer EIEAESHEZRESIRE,
se_prevention BUESEE[0,24],
=B/IME: 0
=RAXE: 24
password_not | & Boolean =T [N P = b =2 Sk
_username_or R, BRNMESStrue, Htrue
_invert YR REB AT ERARRA A
FPEBKRE
password_vali | & Integer EREME (X) , BETEEA
dity_period [0,180],
=/ME: 0
=XKE: 180
password_cha | & Integer EPEEFHMENTE, BE
r_combination SEEA[2,4],
B/IME: 2
=AE: 4
allow _user to | & Boolean EERAFAMAREXNBE S
_change_pass B, NEBFIRAR.
word
N R E&E
REES: 200
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APlI &%

4 API

7= 4-128 IR Body &%

¥ SHRR )
password_policy | PasswordPolicy | ZZR35EHK .
object
2k 4-129 PasswordPolicy
2% SRR R
maximum_consec | Integer E—FFEEH AR .
utive_identical_ch
ars
maximum_passwo | Integer BIRAFAE
rd_length
minimum_passwo | Integer FIBeRIEEARE (9) .
rd_age
minimum_passwo | Integer ZIER/INFERE
rd_length
password_reuse_p | Integer BB SHEEBESIRE .
revention
password_not_use | Boolean EiEEE I Z2AFREa3ARENR
rname_or_invert Fo. BAMERtrue, SFtrueBdRRZBAR
ALEEFE%BFRENRF.
password_require | String IREEEUNESNFHFEK,
ments
password_validity | Integer FREMHE (X) .
_period
password_char_co | Integer E VO EFHENN.
mbination
allow_user_to_cha | Boolean EARIFIAMBRENECHERS, &
nge_password FRFRARF,
RSB 400
2 4-130 IR Body 2%
2% SHEER A
error_code String eI
error_msg String BIREE.
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APl % 4 API

WR&G: 403

K 4-131 IR Body 2%

2% SR fiik

error_code String E1=f3,

error_msg String BIR(EE

request_id String 15KID,

encoded_authoriz | String INZRANANEELRMIEE, ATLUBIZSTSS
ation_message REEOIHITRE,

=GNl
(EBK S EIDHRES
PUT https://{endpoint}/v5/password-policy

{

"maximum_consecutive_identical_chars" : 0,
"minimum_password_age" : 0,
"minimum_password_length" : 8,
"password_reuse_prevention" : 1,
"password_not_username_or_invert" : true,
"password_validity_period" : 180,
"password_char_combination" : 2,
"allow_user_to_change_password" : true

e Rz 73~45
RS/ 200
BERIN
{

"password_policy" : {
"maximum_consecutive_identical_chars" : 0,
"maximum_password_length" : 32,
"minimum_password_age" : 0,
"minimum_password_length" : 8,
"password_reuse_prevention" : 1,
"password_not_username_or_invert" : true,
"password_requirements" : "A password must contain at least two of the following: uppercase letters,

lowercase letters, digits, and special characters.",
"password_validity_period" : 180,
"password_char_combination" : 2,
"allow_user_to_change_password" : true
}
}

T

REES 1R

200 BRI
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AP| &% 4 API
RS R
400 BRERE,
403 ZBERIENR
B3
52 EIRB.

4.1.4.5 EiGMKSEFRERE - ShowLoginPolicyV5

ThEEN 4B
ZEOLATFEAKS SRR,
U ETS
WSESZMEAPIRVEARNIR, MRFERKS FTRIAMBERERZSEIAPI, ZIAMBRSE
BRI TBHHRENR, ESHRITFIES IABRFIFEAIR .
R PR | BRER | KR Bl& KRRV
3l (*Jus T
;)
iam:security | Read - - - -
policies:getL
oginPolicyV
5
URI
GET /v5/login-policy
ERESH
7
=25
KZ&88: 200
2 4-132 I[; Body 2%
2¥ ST fi1)%
login_policy LoginPolicy TRERE
object
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APl &%

4 API

€ 4-133 LoginPolicy

S SHER 7%

user_validity_perio | Integer MRIAMBFREZERENERE (X)

d AREZR, WHEH, FERTIRA
Fo

custom_info_for_L | String ERERER.

ogin

lockout_duration | Integer IAMARPZRHEK (98) .

login_failed_times | Integer PRIERT BB RRMURE o

period_with_login | Integer IREMEHRE (58 ) -

_failures

session_timeout Integer ERSTHERMATE,

show_recent_login | Boolean EAETRE—RNEREE.

_info

allow_address_net | Array of FVFIAIRIAYIPHBLE L ES o

masks AllowAddressNet

mask objects

allow_ip_ranges Array of FEFAEIRYIPHELE X 8] .
AllowlpRange
objects
2k 4-134 AllowAddressNetmask
8% SR R
address_netmask | String IPHbEERES, I90"192.168.0.1/24",
RAKE: 50
description String HAMER, Tt aiFEE/"@".
||#|l\ ||%||\ "&"\ "<”\ ||>||\ "\"\ "$||\
"AED M YF R ER o
EAIKE: 255
Z 4-135 AllowlpRange
B8H SR ik
ip_range String IPHEdIEX 8], f5I%n
"0.0.0.0-255.255.255.255",
RAKE: 50
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APl &% 4 API
¥ SRR i
description String HAMER, Tt EE/"@".

ll#ll\ ll%ll\ II&II\ ll<ll\ ll>l|\ II\II\ ll$l|\
"AFD TR
BRAIKE: 255

WR&RG: 403

2 4-136 IR Body 2%

2% SR faig
error_code String ESIE
error_msg String HEIRES.
request_id String BKID,
encoded_authoriz | String INZRANAELRMIEE, ATLABIESTSS
ation_message REIZEOIHITREE
=
B SEREKEE .

GET https://{endpoint}/v5/login-policy

N Rz73~51
R&HL: 200
BRI

{
"login_policy" : {
"user_validity_period" : 0,
"custom_info_for_login" : "info",
"lockout_duration" : 15,
"login_failed_times" : 5,
"period_with_login_failures" : 15,
"session_timeout" : 60,
"show_recent_login_info" : false,
"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",
"description" : "description"
11
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : "description"
]
}
}
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AP| &% 4 API
KD
RS it
200 BRI
403 SEEBRESUR
EIxf3
52 EIRB.

4.1.4.6 EYIKSERKRE - UpdateLoginPolicyV5

TheeN4a
ZEOT LR FHEAKSERE .
BUSE
KSEZMEAPIRIERNR, WNRERWKS THIAMBFIERZRIAP, ZIAMARE
BENTEORENR, ESHRIEIFIES IWABRFIEAIR
TN B | BRER | KR B3 REAVIAR
2l (s T
M)
iam:security | Write | - - - -
policies:upd
atelLoginPoli
cyV5
URI
PUT /v5/login-policy
EREH
% 4-137 153K Body &%
28 BRIk ST iR
user_validity_ | & Integer WRIAMBFREZEZENEYN
period Hl (X) BERER, UHE=EA,
TERTFIRAR, BEEES
[0,240],
&/IME: 0
BX{E: 240
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4 API
2H BRIk SR fHR
custom_info f | & String BFIERER, TEE3EESF
Or_logln ?‘&u@u\ ||#||\ ||%n\ u&n\
|l<l|\ ">l|\ ll\ll\ l|$||\ "/\"*D"*"
=R,
RAKE: 64
lockout_durati | & Integer IAMBRPEZREIERE (9
on ) , BUYESEEN[15,1440],
&/ME: 15
BAE: 1440
login_failed_ti | & Integer PRIERIBINEFREMURE, BE
mes SBEIA[3,10],
=/IME: 3
=AE: 10
period_with_| | & Integer [REMEHRE (H%) , BUEE
ogin_failures E[15,60].
=/IME: 15
EAE: 60
session_timeo | & Integer BEREIFELMETE, BUETEEA
ut [15,1440],
=/ME: 15
BAE: 1440
show _recent | | & Boolean ERETRRE—IRIERER.
ogin_info
allow_address | & Array of SFA BRI PHBLEEE IER, fBIEN
_netmasks AllowAddress | "XXX.XXX.XXX.XXX/24" ,
Netmask
objects
allow_ip_rang | & Array of FEFAIEIAIPHELEXE), BY{EJD
es AllowlpRang | IPtBHEX[E], %N
e objects "0.0.0.0-255.255.255.255",
£ 4-138 AllowAddressNetmask
2% =AWk SR A
address_netm | 2 String IPHEtibak ES, B30
ask "192.168.0.1/24",
RAKE: 50
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SH BRYi% SR fitik
description B HXMER, TREESIFEFHA
n@u . n#u . uo/ou . u&n . nen .
Il>ll\ u\u\ n n\ llAll*Dll*llEg?fg
ERAKE: 255
& 4-139 AllowlpRange
2H Rk SHEE fEk
ip_range 2 IPHE3IEXE), 4N
"0.0.0.0-255.255.255.255",
EBAKE: 50
description & HIMER, THRESFEFH
u@u . n#n . "0/0" . u&n . et .
ll>ll . u\u . ||$|| . ll/\ll*ull*llﬁg?fg
o
BRAIKE: 255
Ve

R&[B: 200

2% 4-140 IR Body 2%

2% SRR R
login_policy LoginPolicy BRE
object
& 4-141 LoginPolicy
e SHERR R
user_validity_perio | Integer MRIAMBFREZERENERE (X)
d RRER, VHRER, FEETER
Fo
custom_info_for_l | String BRIETRER.
ogin
lockout_duration | Integer IAMBFPZERHERK (9%) .
login_failed_times | Integer PREATBINERELMBORE

N5k 01 (2025-11-10)
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APl &% 4 API
2H SR )
period_with_login | Integer IREMEHSE (98) o
_failures
session_timeout Integer BRIVHERATE
show_recent_login | Boolean ERETRRE—IRINERER.
_info
allow_address_net | Array of FEVFIAIRIAYIPHBLE T ES
masks AllowAddressNet
mask objects
allow_ip_ranges Array of FEFIAIa1AYIPHELEX 8]
AllowlpRange
objects

2 4-142 AllowAddressNetmask

2 ST 1235

address_netmask | String IPHBFERES, 90"192.168.0.1/24",
BRAKE: 50

description String BIAMEE, T eEEaEEFET @".
||#" "%" ”&" " "\ ||>|| ||\||\ ”$||\

N YRR
BRAKE: 255

€ 4-143 AllowlpRange
2% SRR R

ip_range String IPHBAEX[E], 54N
"0.0.0.0-255.255.255.255" ,

ERAKE: 50

description String AR, Tt EFE{"@".
||#|l "%"\ ||&|| " "\ ||>|| ||\||\ "$"\
H/\n*ﬂu*uﬁﬂn-‘nk%% o
BRAKE: 255

K&ERS: 400
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APl &%

4 API

= 4-144 IR Body &%

2 SR fik
error_code String TEIESIEN
error_msg String BIREE.

REMB: 403

7= 4-145 gh7 Body %4
2 SR fik
error_code String B1=fg,
error_msg String BIREE.
request_id String 1B5KID,
encoded_authoriz | String INZEEPAMELMER, ATLUBEEISTSS
ation_message R OIHITHRE

=GNl
(EKSERKRE .
PUT https://{endpoint}/v5/login-policy

{
"user_validity_period" : 0O,
"custom_info_for_login" : "info",
"lockout_duration" : 15,
"login_failed_times" : 5,
"period_with_login_failures" : 15,
"session_timeout" : 60,
"show_recent_login_info" : false,
"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",
"description" : "description"
11
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : "description"
]
}

) vzagt]l
WRZSES: 200
BERA.

{

"login_policy" : {
"user_validity_period" : 0,
"custom_info_for_login" : "info",
"lockout_duration" : 15,

N5k 01 (2025-11-10)
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APl % 4 API

"login_failed_times" : 5,
"period_with_login_failures" : 15,
"session_timeout" : 60,
"show_recent_login_info" : false,
"allow_address_netmasks" : [ {
"address_netmask" : "192.168.0.1/24",
"description" : "description"
11
"allow_ip_ranges" : [ {
"ip_range" : "0.0.0.0-255.255.255.255",
"description" : "description"

}
}
}
RS
7Nz R
200 BRI
400 BRAEFRE
403 IRBIRIEIR
=0
55 IR0 .

4.1.5 FFPAEEE

4.1.5.1 EifFPE%IZ - ListGroupsV5

ThEe 4R
ZEOLUABTEIRFAYIR.
BUER
WS EEFRBAPIRNERIIR, MNRERAKS TRIAMABRERSERIAPI, ZIAMBRE
BENTEHRBINR, EZAMNRRIEES ABRFIREIN .
=R B | BRER | KR Bl ARIAVIRAN
] (*9:05 T
)
iam:groups:l | List group * - - -
istGroupsV5
URI
GET /v5/groups
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APl &% 4 API
K 4-146 Query ¥
ol =A%k SR R
limit EN Integer BRETIRBHE, BEM
FI200%%, EAIAJI1005%,
=/ME: 1
mAE: 200
fR&(E: 100
marker S String DTURNE, KEH4RI4001F
7, REEFE. HFE. "+
ll/ll . n_n . |I_II*DII_HE/\J$?€$ o
BIVEE: 4
RAKE: 400
user_id & String IAMBBFID,
B3RS
7
D)VE=S58
REHS: 200
K 4-147 Ui Body 2%
2H SR 1
groups Array of Group BRA%IZ%E.
objects
page_info Pagelnfo object PDTUEE,

2k 4-148 Group

2H SRR )

group_id String FBR4EID,

group_name String BRHEEZ, KERFN28MZR, I8
BN, mX. HF. THE. "N
"{"F0"Y ROFERF R,

created_at String FBF4EEIERRTE)

urn String F—RBEBIR,

N5k 01 (2025-11-10)
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APl &% 4 API
2% SRR fR
description String FPEEAMER, KEHOEI255FFF,

FELABESF' @ "#'. %"
||&||\ ||<||\ ||>n\ u\u\ " n\ |1A||$DH*HEI\J

FRE,
Z 4-149 Pagelnfo
2¥ SR 1%
next_marker String WMREFE, WERREABEENFZBERE

NMESRNREAS  BERZEEAT
—IRIERAID RIS HLURS F—R
ER. BREBMZEOEEZFRA

EZ e
current_count Integer ATUREIZBHE.
KE68: 400
% 4-150 MK Body 2%
2 SR )%
error_code String BIRE,
error_msg String BEIRMEE.
RS 403
# 4-151 IR Body 2%
28 SR )%
error_code String LI
error_msg String BIREE.
request_id String BKRID,
encoded_authoriz | String IIZRRPAELEBIES, ATLAEESTSS
ation_message IR OIHTREE,

15K
o BHFRERPATIE.

GET https://{endpoint}/v5/groups
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APl &%

4 API

o  EHIAMAERPXFRERIFERFAYIZ%E.

GET https://{endpoint}/v5/groups?user_id=xxx

i Rz 73~451)
RERD: 200
BRI

{

"groups" : [ {
"group_id" : "string",
"group_name" : "name",
"created_at" : "2023-09-11T10:13:25.414Z",
"urn" : "iam::accountid:group:name",
"description" : "description"

1

"page_info" : {
"next_marker" : "marker",
"current_count” : 1

}
}
KEE
RSB iR
200 BRI
400 BREFE,
403 REIRENIR
BI=0
52 ERE.

4.1.5.2 8IEHP4 - CreateGroupV5s

TORENA

ZEOA AT elmra.
ERUER

WSEEFFEAPIRIBERNIR, WMRERIKS TRIAMBRIERBZRIAP, ZIAMABFE

BEINTBHRENIR, EZSRMURIRFIES IABRIIHRIR .

AR Wik | FIREE | RHE il KBTI
il (*Jas IR
)
iam:groups:c | Write | group * - - -
reateGroupV
5
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APl &% 4 API
URI
POST /v5/groups
IBREH
% 4-152 153K Body &%
2H BRWIE SR fHR
group_name | 2 String FAREE, KEFIE128PF
7, AEEPN. X, HF.
,-—‘IQ 2. ll_ll\ ||_n\ "{"*D”}"E{J$
T,
description & String FREmAMER, KEHOE
255FFF, A B RN EFRR
ll@"\ "#"\ "%ll\ ||&"\ "<||\
ll>ll\ u\u\ n ll\ lv/vl*ﬂn*nﬁlg?f&
=2
R SEL
REMB: 201
X 4-153 I Body £#{
e SR Rk
group Group object R4,
2K 4-154 Group
2% SHER R
group_id String FHR4EID,
group_name String FARFHEE, KEA1RN281MZFRF, 818
/E\I:Flj N ﬁy N %Z?\ gg*gx "_" N "t N
"Y' EIERFE
created_at String FBP¢HGIERTE)
urn String HF—RFBIR,
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AP| &% 4 API
2% SRR fR
description String FPEEAMER, KEHOEI255FFF,

FELABESF' @ "#'. %"
||&||\ ||<||\ ||>n\ u\u\ " n\ |1A||$DH*HEI\J

FHEE,
K& 400
# 4-155 IR Body 2%
2% SR ik
error_code String B1=fg,
error_msg String HIRER
RS 403
2% 4-156 L7 Body %1
B8H SRR )
error_code String LI
error_msg String BIREE.
request_id String 15KID,
encoded_authoriz | String INZRANAEELRMIEE, ATLLBIZSTSS
ation_message AT OIHITRE,
RSB 409
K 4-157 IR Body 2#{
¥ SR fER
error_code String B1=f3,
error_msg String BIREE.
request_id String 1B5KID,

R
B AanametIFIF 4.,
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APl &%

4 API

POST https://{endpoint}/v5/groups

{

"group_name" : "name",
"description" : "description"

}

N Rz~

W&E: 201
BRI

{

"group" . {

"group_id" : "string",
"group_name" : "name",

"created_at" : "2023-09-11T10:13:25.414Z",

"urn" : "iam::accountid:group:name",
"description" : "description"

}
}
T
b7 )
201 =R
400 BEREEE.
403 IRBERIEINR
409 BEKIPR,
FRIRtg
55 IEIR0 .

4.1.5.3 EiAPAIFE - ShowGroupVs

ThEEN A

ZEOTLRTERRPAEFSE.

BRER

KSESFEAPIRIERNR, WNRERKS TRIAMBFIERSRIAP, ZIAMAFE

BEINTBHORENR, ESRNRIRFIES IABRIIRIR.

N5k 01 (2025-11-10)
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APl &% 4 API
AR KK | BRER | KR Bl IRERATHEAN
8l (*Jas I
M)
iam:groups: | Read group * - - -
getGroupV>5
URI
GET /v5/groups/{group_id}
= 4-158 IR12BH
2% EEWI% SR fHid
group_id = String FR4EID, KEH1EI641F
7, REEFE. HFMN"-"W
FRE
IERSH
7
) ES
KREME: 200
& 4-159 gL Body %1
2% SR ik
group Group object BR4H,
2 4-160 Group
2 SR fik
group_id String BRFHID,
group_name String FAFHEE, KEA1RN281MFRF, 818
B, |/, HF. T N
"{"F0"Y ROFRTFER
created_at String FBP£HGIEATE)
urn String HZ—RIFBIR,
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APl &% 4 API
28 SR ik
description String FPEEAMER, KEHOEI255FFF,
FEEEEEEEM"@" . "#". "%".
||&|| . ||<|| . ||>n . u\u . ngn . ll/\ll*ﬂll*llEI\J
FRFE,
RS 403
2 4-161 Ui Body 2%
2 SR iR
error_code String B1=fg,
error_msg String BIREER.
request_id String BXKID,
encoded_authoriz | String INZEEPAMELMER, ATLUEISTSS
ation_message fREEORITREE
K& 404
% 4-162 KL Body B
2 SR R
error_code String BIRE,
error_msg String BIREER.
request_id String BXKID,
BRI
EGAPHEFRS,

N Rz 7~

GET https://{endpoint}/v5/groups/{group_id}

WE&G: 200
BRI

{
"group" : {
"group_id" : "string",
"group_name" : "name",
"created_at" : "2023-09-11T10:13:25.414Z",
"urn" : "iam:accountid:group:name",

N5k 01 (2025-11-10)
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APl &%& 4 API
"description" : "description"
}
}
T
K& ik
200 BRI
403 IREIRIEBR
404 RILEIENAVEE o
FRIRG
52 EIRMG

4.1.5.4 I FF4A - UpdateGroupV5

TheEN4R
ZEOT LR FELBRERER.
BRIRUEE
KSEZEPMBAPIERIR, WNRERAKS FRIAMARERZERIAPI, ZIAMARE
BRI TBMHRENR, ESHNRITFIES IABRFIREAIR .
R B | BRER | KR Bl& RO
il (*J9% T
M)
iam:groups: | Write | group * - - -
updateGrou
pV5
URI
PUT /v5/groups/{group_id}
& 4-163 IRIZSH
2% BRI SRR fEiA
group_id = String BPRHEID, KENIZI6ANE
%, EAFE. BFH-H
FrreER
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APl &% 4 API
IBREH
7 4-164 {53k Body 2
8% BE W% SRR 1k
new_group_n | & String BPAEZ, KERIEN28ME
ame 7, AIEEHNY. BEX. HFE.
/-—‘IQ = n_n\ ||_||\ n{n*nn}nﬂg?
T,
new_group_d | & String BREEAMER, KEHFE
escription 255FFF, A B RNEFRR
ll@ll\ "#"\ ll%”\ ||&"\ "<|l\
||>n\ u\u\ n n\ llAlI*nll*llEg?fg
=218
)2
KR&MB: 200
% 4-165 IR Body %
84 SR A
group Group object FBRH,
£ 4-166 Group
8% SR fR
group_id String FEBF4EID,
group_name String FBRPAE, KEAEN28IMZER, I8
/E\I:FIK\ aj\ %&?\ ?I:Q*g\ n_u\ ||_||\
"{"FO"Y'RUFERTER
created_at String FBP£HGIEATE)
urn String F—RBEBIR,
description String BFEEAER, KEHNORI255FFF,
TEREEREEF/F @ . "#". "%".
ll&ll\ l|<||\ Il>|l\ ll\ll\ |I$|I\ ll/\ll*nll*llﬂg
FRFE,
R&ES: 400
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APl &%

4 API

K 4-167 Ui Body 2%

S SR 7%
error_code String B1=fg,
error_msg String BIREE.

WK&ERS: 403

7 4-168 IR Body &%

2% SR fik
error_code String BIRE,
error_msg String BIREE.
request_id String BKRID,
encoded_authoriz | String MZEBEAELAYER., BILABIESTSS
ation_message REECIHITHRE
R 404
2 4-169 L7 Body %1
2% SR fiik
error_code String eI
error_msg String HIRER
request_id String 15KID,
REMG: 409
= 4-170 Wi Body 2%
2% SR ik
error_code String ELIE N
error_msg String EIRMEE.
request_id String BXKID,
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95




F—BAMAIE (iR )
APl &%

4 API

=GNl
EXFFAER .
PUT https://{endpoint}/v5/groups/{group_id}

"new_group_name" : "name",
"new_group_description" : "description"

e Rz 735 )
RSB 200
ERELI .

{
"group" : {
"group_id" : "string",
"group_name" : "name",
"created_at" : "2023-09-11T10:13:25.414Z",
"urn" : "iam:accountid:group:name",
"description" : "description"

}
}
K&
K& R
200 BRI .
400 BRAEFRE
403 IRBIRIEIR
404 RLFWEN AR -
409 BEKINE,
e
B2 IEIRE .

4.1.5.5 HIRAF4E - DeleteGroupV5

IIRENM A
ZEOT BT HREFE.
BERUER

w=EEEAPIRIERSIR, INRERAKS FRIAMBFERZHEIAPI, 1ZIAMBRE

BEWTEHRENR, ESRNRIRFIES IABRFIRIR .
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APl &% 4 API
IR B | REXEE | FEEE Bl HRERAOFAN
Eill (*Aw I
;)
iam:groups: | Write | group * - - -
deleteGroup
V5
URI
DELETE /v5/groups/{group_id}
X 4171 BRB¥
2% BEWI% SRR R
group_id B String FFAID, KEH1EI641F
&, REaFE. HFN"-"19
FRs,
iERSH
v
e
R&ES: 204
BRI
RE&ES: 403
& 4-172 W[ Body 2%
2% SR fR
error_code String TEIESIEN
error_msg String HIRER
request_id String 15KID,
encoded_authoriz | String INZRANAELRMIEE, ATLUBIZSTSS
ation_message REEOIHITRE,
K& 404
Si5kRA 01 (2025-11-10) WRINERE © ARITERARBIRAE 97




H—SDINIE (AR )

APl &% 4 API
= 4-173 IR Body &%
ol SR 7%
error_code String B1=fg,
error_msg String BIREE.
request_id String BKID,
KEE: 409
& 4-174 [O[ Body 2%
S8 SEER )%
error_code String LI
error_msg String BIREE,
request_id String B5KID,
=Rl
IBREBFE .
DELETE https://{endpoint}/v5/groups/{group_id}
Il iz 73~ 451
.
R
RSB ik
204 =4 an
403 IRBIRIERNIR
404 RIEERAYEIE
409 BRI,
==
B2 EIRE .
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APl % 4 API

4.1.5.6 b0 1AM FIFZEIAP4A - AddUserToGroupV5

ThREN 4R
ZEOTLBFRNAMBRRIBRA.
BRRUSR
WS EZPEAPIRERNIR, WMRERKS FRIAMBFIERSRIAPI, ZIAMARE
HEUWTBHREBIR, ESHNRIZEIEES WAPRFIRZIN .
I HiaR | BRER | KR Bl REAIRIAR
2l (905 T
M)
iam:permissi | Write | group * - - -
ons:addUser
ToGroupV5
URI
POST /v5/groups/{group_id}/add-user
E4-175 BBESH
28 B SRR R
group_id 2 String FPFAID, KEH1EI641F
&, REEFE. HFH"-"/Y
FAF
BRSH
7 4-176 153k Body S%{
2 ERWE ST iR
user_id v String IAMARID,
V254

IR&RS: 200
R o
WR&RD: 400
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APl &%

4 API

2 4-177 R Body 2%

S SR 7%
error_code String B1=fg,
error_msg String BIREE.

WK&ERS: 403

2 4-178 K7 Body %

2% SR fik
error_code String BIRE,
error_msg String BIREE.
request_id String BKRID,
encoded_authoriz | String MZEBEAELAYER., BILABIESTSS
ation_message REECIHITHRE
R 404
# 4-179 gk Body S
2% SR fiik
error_code String eI
error_msg String HIRER
request_id String 15KID,
REMG: 409
< 4-180 i Body 2#{
2% SR ik
error_code String ELIE N
error_msg String EIRMEE.
request_id String BXKID,
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FE—BHPINIE (HhR )
APl % 4 API

=GNl
FRINAMB PxxxEIEEBP4A .
POST https://{endpoint}/v5/groups/{group_id}/add-user
{

"user_id" : "xxx"

}

i Rz 7351
%
RSB
R ik
200 IERN AV
400 BRERE
403 IREERENR .
404 REKEENAER
409 BEKINE,
IR0
ESEIRE .

4.1.5.7 #B&APEYHHI IAM AP - RemoveUserFromGroupV5

TORENA

ZiEORI LR TR EAFRIAMAR .

BREUSE

KSESBMEAPIRIERENR, WMRERAKS TRIAMBFIERISRIAP, ZIAMARE
BEINTBHRENR, EZSRURIRFIES IABRIIRIR .

IR B | BIREE | FHE Bl& RIRAYIRAN
Al (*Jaus I
m)
iam:permissi | Write | group * - - -
ons:remove
UserFromGr
oupV5
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APl &%& 4 API
URI
POST /v5/groups/{group_id}/remove-user
x 4-181 BRIZBH
2¥ =AWk SHEER R
group_id = String FF4ID, KERZI64NE
'?-57 /El@,f:_’:\?\ %ﬂ?*ﬂ"-"ﬂ{]
FFE,
B2
7= 4-182 153k Body £%{
28 AW SR iR
user_id =2 IAMBBFID,
RS
REES: 200
BXKIN.
RE&ES: 403
7 4-183 IR Body 2%
S8 SR )%
error_code String LI
error_msg String HIRER
request_id String 15KID,
encoded_authoriz | String INZERANAELRMIEE, ATLUBIZSTSS
ation_message REREOIHITRE,
REMB: 404
% 4-184 IR Body %
2 SR iR
error_code String TEIESEN
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APl &% 4 API
2H SRR )
error_msg String BIREE.
request_id String 15KID,

=P

g AP ASAIAME XXX,

POST https://{endpoint}/v5/groups/{group_id}/remove-user
{

"user_id" : "xxx"

}

N Rz 73~/
7
KEE
RSB R
200 BRI
403 EEERESUR
404 REFBRAVETR o
BI=0
1%5 = m%%l&%ﬁ— °
4.1.6 BHKRIZSTE

4.1.6.1 TAFFE BB - ListPoliciesV5

TRENR
ZEOTUBTEARESMHEE, O8RARESHRISIEENS KR,
BRUER

KSESMEAPIRIERNR, WMRERKS TRIAMBFIERSRIAP, ZIAMARFE
BEINTBHRENR, ESRURIRFIES IABRIIRIR .
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APl &%

4 API

]

] LSS
il

FRAR
(*Jos
)

Riw

HRERRIIEAR
i

iam:policies:
listV5

List

policy *

URI

GET /v5/policies

£ 4-185 Query 3#

2%

Rk

SHERE

fEk

limit

Pz
=

Integer

BRETIZEHE, EEI
F2005%, EAIAJ91005%,

2/ME: 1
B=XAE: 200
Th&E: 100

marker

iy

String

DIRC, KENAF4001MF
7, REaFs. #F., "+
Il/ll\ ||=||\ ll'“*ﬂ”_”ﬁg?fg$o
BIMEE: 4

BRAKE: 400

policy_type

i1y

String

BHEIEER, Tl ‘B
X7 (custom) 3% “RFR
&” (system) ,

path_prefix

1y

String

ABIENE, HATRIHS
PHETIR, SRAES— S
AFB, B, LN
'@, =", E, L
4R, BN foo/bar/"
BAKE: 512

only_attached

iy

Boolean

EENFEFEMIISE AR S D
RES

&8 false
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APl &%

4 API

IERSH

% 4-186 53K Header 2%

e EEWI%E SR R
X-Language | & String EEEORCINERRNES, o]

IAAHX ("zh-cn" ) sEEX
("en-us") , BRAAHI,
& zh-cn

) 72
RASEB: 200

% 4-187 IR Body 2%

8% SR )

policies Array of Policy BrEmRYIE .,
objects

page_info Pagelnfo object PTUEE,

2% 4-188 Policy

28 SR R

policy_type String BAHRIEER, LA “‘BEX
(custom ) T “E&ARB”
(system) ,

policy_name String BHRIBEIR, KEAEN281MFF,
REE=FF., #HF, " " "+ =",
ll‘ll\ "@"*D"'"E’\J$f€$o

policy_id String BHKRIRID, KEME6ANFRF, RE
BFE. ¥FMN"-"N=EHS,

urn String F—RBEBIR

path String ’vﬁﬁﬂ%@, EIANAZTEH, EEIE:EEQI?—??
BHEME, BRAEBE—EBINE
\ ?&?\ n.u\ ||’||\ ||+||\ n@n\ ll=|l\
ll_nEEn_u , #L‘J\n/uéﬁ% , {puyn
"foo/bar/",

default_version_id | String FIARAS

attachment_count | Integer BN AB 0 REERISLAE = .
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AP| &% 4 API
2% SERR fR
description String BN RISHEIR
created_at String Bp RIS CIEERATE
updated_at String BN RIEBIAMR A RIE—IRAVEFAT
8],

2 4-189 Pagelnfo

S8 SR ik
next_marker String MREFE, WERREABEENEZERE
REHFNREAF , BERZEERST
—IRIER D THRCSHLEEE TT—R]R
EE. BREABZEOEEZFEA
FE.
current_count Integer AREIZB#HE.
K& 403
7= 4-190 NgLZ Body %4
S8 SR ik
error_code String EEEN
error_msg String BIREE.
request_id String 15KID,
encoded_authoriz | String INZRANANEELRMIEE, ATLUBIZSTSS
ation_message REEOIHITRE,

ISRl
BIFTESHASRES .

GET https://{endpoint}/v5/policies
N 7~ A5

RZG: 200

15K

"policies" : [ {
"policy_type" : "custom",
"policy_name" : "name",
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FE—BHMINIE (HhR )
APl % 4 API

"policy_id" : "string",
"urn" : "iam::accountid:policy:name",
"path" : "",
"default_version_id" : "v1",
"attachment_count" : 0,
"description" : "description",
"created_at" : "2023-09-25T07:49:11.582Z",
"updated_at" : "2023-09-25T07:49:11.582Z"
11
"page_info" : {
"next_marker" : "marker",
"current_count” : 1

}
}
R
RSB 0%
200 BRI
403 REIRENIR
==
52 LERB.

4.1.6.2 BIEBEEN SHHRME - CreatePolicyV5

ThEET 4R
ZEOTLARTFEIE— M BOMRAAVIBFHEE X SHRES .
BUER
WS EEFRBAPIRERIIR, WNRERAKS TRIAMBFERSERIAPI, ZIAMBRE
BENTEMHRBINR, EZAMNRIEES ABRFIRANIN .
=R B | BRER | KRR Bl& RIATIRAN
il (*J9us Ti
M)
iam:policies: | Permis | policy * - - -
createVs sion_
mana
gemen
t
URI
POST /v5/policies
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APl &%

4 API

IERSH

% 4-191 53K Body S

8% BE W% SRR 1k

policy_name |2 String BORIEEIR, KER1E128
IMFF, REaFE. #8F.
||_||\ ||+||\ ||:||\ ||-||\ "@"*D"—"
HFHE,

path 5 String RRRE, ANTE, HET

EBR=FfreEvHEm, BREES
—AHEANFE, ML "
Il,ll\ II+II\ ll@ll\ lI:ll\ Il_llﬁ
" FELLMERE, N
"foo/bar/",
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APl &%

4 API

SH

SHERE

%

policy_docum
ent

String

BEX BN RN EATRES D
RESRIRIE M ERYjsontE=. T
ENFRF= <> () [REEPRY
ﬁﬁ%?f& FEEESDEE
i8S 2R To R IER . BN
sid block?,

B AROIEIR, ESENT
AEIRAYEE . fBian ("Allow”
"Deny").

S—ITTEAFSNMER, FF
H5EEUN..Fx. B0

[ <policy_statement>,

<policy statement>, ... ],

TERIEFSEEIA T B0 SR
BIEE:
policy = {

<version_block>,

<statement_block>

}
<version_block> = "Version" : ("5.0")

<statement_block> = "Statement" :
[ <policy_statement>,
<policy_statement>, ... ]

<policy_statement> = {
<sid_block?>,
<effect_block>,
<action_block>,
<resource_block?>,
<condition_block?>

}
<sid_block> = "Sid" : <sid_string>

<effect_block> = "Effect" : ("Allow" |
"Deny")

<action_block> = ("Action" |
"NotAction") : [ <action_string>,
<action_string>, ... ]

<resource_block> = ("Resource" |
"NotResource") : [ <resource_string>,
<resource_string>, ... ]

<condition_block> = "Condition" :
{ <condition_map> }

<condition_map> = {
<condition_type_string> :
{ <condition_key_string> :
<condition_value_list> },
<condition_type_string> :
{ <condition_key_string> :
<condition_value_list> },

-

N#5hRA 01 (2025-11-10)
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APl &%

4 API

SH ERWIE SHERE %

<condition_value_list> =
( <condition_value> |
[ <condition_value>,
<condition_value>, ... ])

<condition_value> = "string"

description & String B RESEIA
R &%
REES: 201
% 4-192 [ Body S%
e SHERR R
policy Policy object BDRIE
€ 4-193 Policy
2% SRR R
policy_type String BSHRIERE, TR ‘BN
(custom) % “ RHHE”
(system) o
policy_name String BNRIBER, KEREFN281MFH,
/D\@’/E\i\ ﬁ?\ "_"\ |'+"\ ”="\
II.H\ "@"*D”'"E’\J$?5$o
policy_id String BRRERID, KEMEIANER, RE
BFE. HFM"-"INFERE,
urn String F—RBEBIR
path String REER, RWAANTE, HETERFH

ERPHETIRL, BREEE—ITESIF
\ ﬁ?\ n.u\ ||'||\ ||+||\ n@n\ ll:|l\
(1] ”,E_E”'", #L\J\n/ng:l:)%, {ﬁuyn

"Foo/bar/" o
default_version_id | String ZIMRAS
attachment_count | Integer BN T AB {0 REERISLAE = .
description String B RIEHA
created_at String BHRIE RS E
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APl &% 4 API
28 SR ik
updated_at String B RIEENAMRA I —IRBVEFTAS
78

KES6S: 400

2 4-194 gL Body %1
2% SRR )%
error_code String ELIE N
error_msg String EIREE.

RS 403

& 4-195 L7 Body %1
S8 SRR 3%
error_code String HESIE
error_msg String EIREER,
request_id String BXKID,
encoded_authoriz | String IEEENANELEBIEE, ATLAEIESTSS
ation_message REIZEOIHITRER

K& 409

% 4-196 WKL Body S
2 SR iR
error_code String TEIESIEN
error_msg String BIREER.
request_id String BKID,

=Rl

BIE— B AnamelIFTEE X SHRE

POST https://{endpoint}/v5/policies

{
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API &%

4 API

MRz~

"policy_name" : "name",
Ilpathll : I|l|,

"policy_document" : "{\"Version\":\"5.0\",\"Statement\":[{\"Effect\":\"Allow\" \"Action\":[\"*\"1}1}",

"description" : "description"

W&G: 201
BRI

{
"policy" : {
"policy_type" : "custom",
"policy_name" : "name",
"policy_id" : "string",
"urn" : "iam:accountid:policy:name",
"path" : "",
"default_version_id" : "v1",
"attachment_count" : 0,
"description" : "description",
"created_at" : "2023-09-25T07:49:11.582Z",
"updated_at" : "2023-09-25T07:49:11.5822"

}
}
RS
RS 0%
201 BKEI0.
400 BRARE,
403 SEIRERIR .
409 Bz,
==
B2 EIRE.
4.1.6.3 BT B RAR 1D FKENSHHFERE - GetPolicyV5s
INRENA
ZEO LB TEIS B MR DIREN SO RIS E R
BRUSE
WS EEFREAPIHIERSIR, WMNEFERAKS FRIAMBRIERHEIAPI, ZIAMBRE
BRNTEMHRESIR, E2a9NRIKEIES WPRFISENIR .
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APl &% 4 API
ERIR B | REXEE | FEEE Bl HRERAOFAN
] (*39u0% 5
;)
iam:policies: | Read policy * - - -
getV5
URI
GET /v5/policies/{policy_id}
+ 4-197 BRBH
BH = WI% SR R
policy_id = String BHRIEID, KEA1EI64NF
'?-57 R@,3$\ %ﬂ?*ﬂ"-"ﬁg
FREE,
IBREH
3 4-198 153K Header 2#{
8% BE W% SRR 1k
X-Language & String EFEOREPEERNES, o
AAH ("zh-cn" ) S(EEXY
("en-us") , BRAAPI,
THh&(E: zh-cn
V254
R&ES: 200
7 4-199 gL Body S
8% SRR fR
policy Policy object BHRE
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APl % 4 API

€ 4-200 Policy

2 SR ik

policy_type String SRR, T ‘BN
( custom ) =% “EERE”
(system) o

policy_name String BRIEAIR, KEME28PFF,

REAFH. B, =

@R

policy_id String BHERRID, KERMFANER, RE
BFH. HFN"-"NE/FEH,

urn String F—RBEBIR

path String BRI, WAATE, HETERFES

SBHHETIR, SREQE—AENT
B, M, @
U, FEA R, B

"Foo/bar/" o
default_version_id | String EIARAS
attachment_count | Integer BN T AB 0 REERISLAE = .
description String B RIEHEA
created_at String S SRBEBIERATE)
updated_at String %{ﬁﬁﬁﬂiﬁ%ﬁﬂﬁﬁﬁiﬂeﬁﬁ—)ﬂﬂ’ﬂﬁﬁﬂi
=19
KRG 403
% 4-201 57 Body S%
2¥ ST ik
error_code String LI
error_msg String EIREER.
request_id String BKID,
encoded_authoriz | String INZEAPAMELEMIER, ATLUEISTSS
ation_message REREOIHITHRE

KEB/: 404
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APl &% 4 API
2 4-202 I Body 2%
2% SHRT ik
error_code String B1=fg,
error_msg String BIREE.
request_id String BKID,
=]
BT B D RIS DIRENE D ERIREE
GET https://{endpoint}/v5/policies/{policy_id}
i 7~
REHS: 200
BRI
{
"policy" : {
"policy_type" : "custom",
"policy_name" : "name",
"policy_id" : "string",
"urn" : "iam:accountid:policy:name",
"path" : "",
"default_version_id" : "v1",
"attachment_count" : 0,
"description" : "description",
"created_at" : "2023-09-25T07:49:11.582Z",
"updated_at" : "2023-09-25T07:49:11.582Z"
}
}
RS
R iR
200 IERN AN
403 IRBIRIER
404 RIKEBNAIRIR
SELE]
ES IR
i5hRAS 01 (2025-11-10) RN © LARITBIRABREAD 115



FH—SDIAIE (AR )

APl &%

4 API

4.1.6.4 B EN B0 - DeletePolicyV5

TORENA

BRUER

URI

I fE=351

ZEZEOTLABTHFR—MFERBEX B RES, SIRRRZEEXSDRIEEMH

IMEEITIAMABR.. BFE. EEsEERTL

WKSESMEAPIRIERENR, WMRERAKS TRIAMBFIERSRIAP, ZIAMARE
BEINTBHRENR, EZSRMURIRFIES IABRFIHRIR .

AR KK | BRER | KR Bl IRERATHEAN
3l (*J9% I
M)
iam:policies: | Permis | policy * - - -
deleteV5 sion_
mana
gemen
t
DELETE /v5/policies/{policy_id}
* 4-203 BREH
2 EEWE ST fEiA
policy_id = String BHREEID, KEN1EI6ANFE
7, REEF8. HFN"-"N
Fis,.
7
KES: 204
BRI .

WR&G: 403
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APl &% 4 API
K 4-204 I Body 2%
S SR 7%
error_code String B1=fg,
error_msg String BIREE.
request_id String BXKID,
encoded_authoriz | String INZEEPAMELMIER, ATLUEIEISTSS
ation_message R OIHITHRE
K& 404
# 4-205 IR Body 2%
2 SR iR
error_code String B1=fg,
error_msg String BIREE.
request_id String BXKID,
RS 409
& 4-206 N[5 Body %1
S8 SR ik
error_code String BIRiE,
error_msg String BIREE.
request_id String 15KID,
BRI
fiBRiEEBEN BDHRES
DELETE https://{endpoint}/v5/policies/{policy_id}
N Mz 73~
7
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AP| &% 4 API
KD

REB R

204 BRI

403 EEEBRESUR

404 FEFBNAYERE

409 BRI,
e

B2 EIRE,

4.1.6.5 NISEBDREECFZE— 1 FRZA - CreatePolicyVersionV5

TORENA

ZiEORI LR T AiEE S DRI EIE— 1 TR A

ERUSE
WSEEFEAPIRIERNIR, WRERKS THIAMBRIERZEIAPI, ZIAMBRE
BRUNTEMDRIENIR, E28RIREIES WABRFIZINIR,
IR B | BREE | FE5E Bl& HRERATRZIA
il (*Aw IR
;)
iam:policies: | Permis | policy * - - -
createVersio | sion_
nV5 mana
gemen
t
URI

POST /v5/policies/{policy_id}/versions

% 4-207 BIESH

e BEWYIE SR RhR

policy_id = String BHRIEID, KEN1EI64ANF
?&) /E\IQI/E\$\ %&?*D”'"Eg
FHEB

M #%hRA 01 (2025-11-10) AR © AR BRABIRAS 118




F—BAMAIE (iR )
APl &%

4 API

IERSH

% 4-208 i3k Body 24

2%

BRI

SHER

%

policy_docum
ent

=
=

String

BEX BN RIS EFZTES D
RESRISRIE S AYjsontE=X. T
HIF= <> () REEPRY
ﬁﬁ%—?f&, TBEEESMHEE
i8S 2R ToEREER . FiEn
sid _block?,

B ARRANEIR, ESENXT
AEIRAYSEE . fBIan ("Allow”
"Deny").

H— I EFSMMER, R
BEE UK. FR. Hla0

[ <policy_statement>,
<policy_statement>, ... ],
THEENEVAGERR T SRS
ANEE:

policy = {

<version_block>,

<statement_block>

}
<version_block> = "Version" : ("5.0")

<statement_block> = "Statement" :
[ <policy_statement>,
<policy_statement>, ... ]

<policy_statement> = {
<sid_block?>,
<effect_block>,
<action_block>,
<resource_block?>,
<condition_block?>

}
<sid_block> = "Sid" : <sid_string>

<effect_block> = "Effect" : ("Allow" |
I|Denyll)

<action_block> = ("Action" |
"NotAction") : [ <action_string>,
<action_string>, ... ]

<resource_block> = ("Resource" |
"NotResource") : [ <resource_string>,
<resource_string>, ... |

<condition_block> = "Condition" :
{ <condition_map> }

<condition_map> = {
<condition_type_string> :

{ <condition_key_string> :

<condition_value_list> },
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AP &% 4 API
2% BEWI%E SRR ik
<condition_type_string> :
{ <condition_key_string> :
<condition_value_list> },
}...
<condition_value_list> =
( <condition_value> |
[ <condition_value>,
<condition_value>, ... ])
<condition_value> = "string"
set_as_default | & Boolean EARENEIARE
& false
e
RESMB: 201
2 4-209 [IRZ Body %1
8% SR R
policy_version PolicyVersion B RIEIRAMER
object
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APl &%

4 API

2K 4-210 PolicyVersion

el SR E[::)%
document String BE M B RIS RS TRE S RIGHY
RIS AERYjsont& . FHIFH= <>
() BEEFRUTHTER, FE8EEN
R
85 ZRRTTEENIEN . Fia
sid block?,
B ARRANEIR, IESEN T olEAY
SBEl. Bian"Allow" | "Deny").
H—IPIEAFSMMEN, FRESEE,
PAK:.. 270 BIUA[ <policy,_statement>,
<policy statement>, ... ],
THEANEFE R T B TRESRNE
P
policy = {
<version_block>,
<statement_block>
}
<version_block> = "Version" : ("5.0")
<statement_block> = "Statement" :
[ <policy_statement>, <policy_statement>, ... ]
<policy_statement> = {
<sid_block?>,
<effect_block>,
<action_block>,
<resource_block?>,
<condition_block?>
}
<sid_block> = "Sid" : <sid_string>
<effect_block> = "Effect" : ("Allow" | "Deny")
<action_block> = ("Action" | "NotAction") :
[ <action_string>, <action_string>, ... ]
<resource_block> = ("Resource" | "NotResource") :
[ <resource_string>, <resource_string>, ... ]
<condition_block> = "Condition" :
{ <condition_map> }
<condition_map> = {
<condition_type_string> :
{ <condition_key_string> : <condition_value_list> },
<condition_type_string> :
{ <condition_key_string> : <condition_value_list> },
}
<condition_value_list> = ( <condition_value> |
[ <condition_value>, <condition_value>, ... ] )
<condition_value> = "string"
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28 SR ik
version_id String BHERIRAS, L'V FLRIR =,
flan"vs",

is_default Boolean BARKIARE
created_at String BHRIEhRACIZEATE) o

KES68: 400

Z 4-211 g Body 2%
28 SRR )%
error_code String ESIE
error_msg String EIREE,

WR&S: 403

7 4-212 IR Body 2%

2% SR fiik
error_code String LI
error_msg String HIRER
request_id String 15KID,
encoded_authoriz | String INZRANANEELRMIEE, ATLUBIZSTSS
ation_message REEOIHITRE,
REE: 404
% 4-213 g Body S
2% SR ik
error_code String ELIE N
error_msg String EIREE.
request_id String BXKID,

WR&ERS: 409
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K 4-214 [0 Body 2%
2% SRR R
error_code String eI
error_msg String BIREE,
request_id String BXKID,
15K~
TEEBHRIECIZE—ITRAE, HERFIARE .
POST https://{endpoint}/v5/policies/{policy_id}/versions
{"policy_document"  "{\"Version\":\"5.0\",\"Statement\":[{\"Effect\":\"Allow\",\"Action\":[\"*\"1}]}",
}"set_as_default" - true
MRz~
K&RB: 201
IERN AR
{
"policy_version" : {
"document” : "{\"Version\":\"5.0\",\"Statement\":[{\"Effect\":\"Allow\" \"Action\":[\"*\"1}]}",
"version_id" : "v2",
"is_default” : true,
"created_at" : "2023-09-25T08:00:51.537Z"
X }
RS
RS R
201 TBEREEI
400 BREEE.
403 IRBERIEIR
404 RIEIENAVER o
409 HERIR
IR0
BESEIRE
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4.1.6.6 HiFEESDRIEAIFFBRRA - ListPolicyVersionsV5

INEEN4A
ZEOLUBTESEEE M RIEIMBIRAEE .
EUSE
W=SEBFMEAPIRIERNIR, RERAKS FTHIAMARERZSEIAPI, ZIAMBRE
BREUTEMHEREINIR, EZHRIREIES WANRFIEANI
AR HIg | BEEE | FEEE B4 AT
2 (9205 T
;)
iam:policies: | List policy * - - -
listVersionsV
5
URI

GET /v5/policies/{policy_id}/versions

% 4-215 BRRSH

2% =R SR R

policy_id 2 String BHZREEID, KEN1EI6ANF
&, REEFE. HFM"-"M
FrEE,

2 4-216 Query 2

¥ Rk SHR R

limit & Integer BRETNRBEHE, SBEM
F200%%, EAIAJ91005%,
B/IME: 1
=AE: 200
FR&{E: 100

marker B String DTUFRC, KEHNAZI4000=F
&, REaFs. #HF., "+
ll/ll\ ||=||\ Il_ll*nll_llﬁg$f€$o
BIMEE: 4
BRAXEKE: 400
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IERSH

i 72 #
JRASED: 200

2 4-217 [g[; Body 2%

2% ST )%

versions Array of B ERIEIRATIZE
PolicyVersion
objects

page_info Pagelnfo object PSR,
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APl &%

4 API

2K 4-218 PolicyVersion

el SR E[::)%
document String BE M B RIS RS TRE S RIGHY
RIS AERYjsont& . FHIFH= <>
() BEEFRUTHTER, FE8EEN
R
85 ZRRTTEENIEN . Fia
sid block?,
B ARRANEIR, IESEN T olEAY
SBEl. Bian"Allow" | "Deny").
H—IPIEAFSMMEN, FRESEE,
PAK:.. 270 BIUA[ <policy,_statement>,
<policy statement>, ... ],
THEANEFE R T B TRESRNE
P
policy = {
<version_block>,
<statement_block>
}
<version_block> = "Version" : ("5.0")
<statement_block> = "Statement" :
[ <policy_statement>, <policy_statement>, ... ]
<policy_statement> = {
<sid_block?>,
<effect_block>,
<action_block>,
<resource_block?>,
<condition_block?>
}
<sid_block> = "Sid" : <sid_string>
<effect_block> = "Effect" : ("Allow" | "Deny")
<action_block> = ("Action" | "NotAction") :
[ <action_string>, <action_string>, ... ]
<resource_block> = ("Resource" | "NotResource") :
[ <resource_string>, <resource_string>, ... ]
<condition_block> = "Condition" :
{ <condition_map> }
<condition_map> = {
<condition_type_string> :
{ <condition_key_string> : <condition_value_list> },
<condition_type_string> :
{ <condition_key_string> : <condition_value_list> },
}
<condition_value_list> = ( <condition_value> |
[ <condition_value>, <condition_value>, ... ] )
<condition_value> = "string"
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2H SR )
version_id String BHERIRAS, L'V FLRIR =,
flan"vs"
is_default Boolean ST WL NN ¥
created_at String BHRIEhRACIZEATE) o
K 4-219 Pagelnfo
2% SHEER A
next_marker String WMRFE, WERREABEEZNFERE
TMEHFNREUAR , BEFERZEEST
—IRIERIID RIS LGRS T —T
5. BREFARZEOBEEZFEAR
ez
current_count Integer ARIUREIZBEHE.
RS 403
% 4-220 IR Body 244
2H SR )
error_code String LI
error_msg String BIREE.
request_id String BKRID,
encoded_authoriz | String MZERBEAELAYERS., BILABIESTSS
ation_message REECIHITHRE

WR&EMS: 404

2 4-221 IR Body 2%

S8 SRR )%
error_code String BIRE,
error_msg String BIREE,
request_id String 1BEKID,
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ISR
BIEE S RIS ERRA SR

GET https://{endpoint}/v5/policies/{policy_id}/versions

) vzat]l
W&ES: 200
BERA.
{

"versions" : [ {
"document" : "{\"Version\":\"5.0\",\"Statement\":[{\"Effect\":\"Allow\",\"Action\":[\"*\"1}1}",
"version_id" : "v1",
"is_default" : true,
"created_at" : "2023-09-25T09:03:24.786Z"
1
"page_info" : {
"next_marker" : "marker",
"current_count” : 1

}

}
R

RS 0%

200 BKEI0.

403 SEIRENIR

404 RILEIERAYZIR
HI=g

B2 EIRE .
4.1.6.7 BHIEES D RIEIRA - GetPolicyVersionV5
IheeN4A

ZEOYT B TEOEEB M RIEIIEEIRAIEXEE, SIEBMHERIESE,
S

KSESMEAPIRIERENR, WNRERKS TRIAMBFIERSRIAP, ZIAMARE
BEINTBHRENIR, EZSRURIRFIES IABRIIRIIR .
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AR DR | WIREE | R4 il ARIREIIRAR
il /(ﬁ *)73% I

iam:policies: | Read policy * - - -
getVersionV
5

URI
GET /v5/policies/{policy_id}/versions/{version_id}
%k 4-222 BIZSH
2% 2RIk SHER fER
policy_id = String BHEEID, KEMEIANE
7, REEFE. HFN"-"/
FHFE,
version_id 2 String BpRIEIREAS, LA'V'FkE
IREFRIFRER, Blan"vs",
BREH
"
V254

K& 200

K 4-223 I Body 2%

2% S¥HR fiik
policy_version PolicyVersion BAREIRAER
object
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APl &%

4 API

2K 4-224 PolicyVersion

el SR E[::)%
document String BE M B RIS RS TRE S RIGHY
RIS AERYjsont& . FHIFH= <>
() BEEFRUTHTER, FE8EEN
R
85 ZRRTTEENIEN . Fia
sid block?,
B ARRANEIR, IESEN T olEAY
SBEl. Bian"Allow" | "Deny").
H—IPIEAFSMMEN, FRESEE,
PAK:.. 270 BIUA[ <policy,_statement>,
<policy statement>, ... ],
THEANEFE R T B TRESRNE
P
policy = {
<version_block>,
<statement_block>
}
<version_block> = "Version" : ("5.0")
<statement_block> = "Statement" :
[ <policy_statement>, <policy_statement>, ... ]
<policy_statement> = {
<sid_block?>,
<effect_block>,
<action_block>,
<resource_block?>,
<condition_block?>
}
<sid_block> = "Sid" : <sid_string>
<effect_block> = "Effect" : ("Allow" | "Deny")
<action_block> = ("Action" | "NotAction") :
[ <action_string>, <action_string>, ... ]
<resource_block> = ("Resource" | "NotResource") :
[ <resource_string>, <resource_string>, ... ]
<condition_block> = "Condition" :
{ <condition_map> }
<condition_map> = {
<condition_type_string> :
{ <condition_key_string> : <condition_value_list> },
<condition_type_string> :
{ <condition_key_string> : <condition_value_list> },
}
<condition_value_list> = ( <condition_value> |
[ <condition_value>, <condition_value>, ... ] )
<condition_value> = "string"
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APl &% 4 API
28 SR ik
version_id String BHERIRAS, L'V FLRIR =,
flan"vs",

is_default Boolean BARKIARE
created_at String S SRS AR A GIEATE .

RS 403

% 4-225 57 Body %
2 SR iR
error_code String B1=fg,
error_msg String BIREE.
request_id String BXKID,
encoded_authoriz | String INZEEPANELMER, ATLUEISTSS
ation_message R OHITREE

REES: 404

% 4-226 IR Body 244
2% SR )%
error_code String LI
error_msg String BEIREER.
request_id String B3KID,

BRI

Ml iz 73~ 451

B E RN RIERIEEMRARITEXER

GET https://{endpoint}/v5/policies/{policy_id}/versions/{version_id}

RSB 200
BRI -
{

"policy_version" : {

"document" : "{\"Version\":\"5.0\",\"Statement\":[{\"Effect\":\"Allow\",\"Action\":[\"*\"1}1}",

"version_id" : "v1",
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"is_default" : true,
"created_at" : "2023-09-25T08:00:51.537Z"
}
}

T
K& iR
200 IERN2A
403 IRBBRIFIR
404 REEIENAIRR o
HI=9
B2 EIRG .
4.1.6.8 MRIEEB D RIEHRAS - DeletePolicyVersionV5s
ThEEN 4R
ZIEOTT AR TFRIFMEESHRISAVEERA . BUASD RIEMRASABEMMIFS o
RIUSE
WS EEFRBAPIRERLIR, WNRERAKS FRIAMBFIERSERIAPI, ZIAMBRE
BENTEORENR, ESHRIRIFIES WABRFIEAIR
IBAUR IR | MEAR | SeHg B (RIS
81 (o T
)
iam:policies: | Permis | policy * - - -
deleteVersio | sion_
nVv5 mana
gemen
t
URI

DELETE /v5/policies/{policy_id}/versions/{version_id}
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APl &% 4 API
x 4-227 BRBY
2% =AWk SR ik
policy_id 2 String BHREEID, KEN1EI6ANFE
7, REEFE. HFN"-"W
FRE,
version_id 2 String BRI AS, LI"V'FkE
IRFHIFRE, Blan vs",
IBREH
7
N RE&E
REB: 204
BRI
K& 403
7= 4-228 IR Body &%
B8¥ SR g
error_code String IR
error_msg String HIREE,
request_id String B3KID,
encoded_authoriz | String INZRANAELRMIEE, ATLABIESTSS
ation_message REIZEOHITRER
REE: 404
7= 4-229 Ngi7 Body %4
2% SR 1
error_code String
error_msg String HEIREE,
request_id String iBKID,
RSB 409
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2 4-230 IR Body &%§
S SRR R
error_code String B1=fg,
error_msg String BIREE.
request_id String BKID,
Bkl
IBRIEE S 1D REZEVEEMRA o
DELETE https://{endpoint}/v5/policies/{policy_id}/versions/{version_id}
I iz~ 51
y
RSB
RSB iR
204 BKREI0.
403 IRBIRIERR
404 RILEENRIRIE
409 BRI,
S
B2 EIRE.

4.1.6.9 BISES D RIBRAZENENARA - SetDefaultPolicyVersionV5

ThRENA

ZZOW LB TR E R D REBRIEEMRANIREDEIAMRE .

BRUER

IKSESFFEAPIRIBERNIR, WMRERIKS TRIAMBRIERBZRIAP, ZIAMABFE

BEINTBHREIIR, ESMURIRFIES IABRFIRAIR .
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APl &% 4 API
=AIR Bk | REER | KR Bl HRERAOFAN
Eill (*Aw I
;)
iam:policies: | Permis | policy * - - -
setDefaultV | sion_
ersionV5 mana
gemen
t
URI
POST /v5/policies/{policy_id}/versions/{version_id}/set-default
x 4-231 BIEZSH
2% BEWYI% SRR R
policy_id 2 String BHRIZID, KEN1ZEI64NF
&, REaF8. HFM"-"/Y
FRs,
version_id 2 String BpRIEIRAS, LAV ke
IREFRFRFER, flanvs',
BREH
7
I)VE=S5't
KA&MB: 200
BRI
REHS: 403
K 4-232 Ui Body 2%
BH SR ik
error_code String =D,
error_msg String EIREER.
request_id String B3KID,
encoded_authoriz | String IEEENAEXLRBIES, ATLAEIESTSS
ation_message REIZECIHITREE
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REEE: 404
7 4-233 IR Body &%
28 SHER ik
error_code String EEEN
error_msg String BIREE.
request_id String 1B5KID,
REM: 409
& 4-234 n[ Body 2
2H SR iR
error_code String BIRE,
error_msg String BIREE,
request_id String BXKID,
BRI
BIEEB M RIEAEEIR AR E NENIARA
POST https://{endpoint}/v5/policies/{policy_id}/versions/{version_id}/set-default
il iz 73~ 451
7c
REB
RESHL iR
200 BRI
403 RBIRERNIR
404 R FBMAVETR
409 BRI,
R
52 ERB.
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4.1.7 NREE

4.1.7.1 AEITHEEFIEMINSHRES - AttachAgencyPolicyV5
ThRENR
ZEOA BT S EEER SIS ESH 5.

BREUSE

KSESMEAPIRIERNR, WMRERKS TRIAMBFIERISRIAP, ZIAMAFE
BEINTBHRENR, ESRRIRFIES IABRIIRIR

AR AR | EEER | R 2 (RIRAIE
81 /% )jw i

iam:agencie | Permis | agency * | g:ResourceTag | - -
s:attachPolic | sion_ /<tag-key>

yV5 mana - -
gemen | - iam:PolicyUR

t N

URI

POST /v5/policies/{policy_id}/attach-agency

% 4-235 BR&H
28 BBk SR R

policy _id 2 String SMEIEID, KEMN1ZE64ANF
?&) /I:\IE/EI\$\ %&?*D”'"E{J

FFEH,

IERSH

% 4-236 {53k Body %

e BEWYIE SR HhR
agency_id 2 String EIEHEEZIID, KERE

AN, REATE. BT
- ERE.
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MR SEL

BRI

RE/: 200
BRI o
REmG: 403

2 4-237 IR Body 2%

Y SR ik
error_code String =L
error_msg String EIRMEER.
request_id String BXKID,
encoded_authoriz | String IIZRRPAERBIEE, ATLAEESTSS
ation_message REIZEOIHITREE
RED: 404
2 4-238 I Body &%
2% SR fid
error_code String AESIE
error_msg String BIREE,
request_id String BXKID,
R 409
% 4-239 IR Body 244
2% SR R
error_code String =g,
error_msg String EIREER,
request_id String B3KID,

AEFBIINIEES 1 RIS -

POST https://{endpoint}/v5/policies/{policy_id}/attach-agency

{
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"agency_id" : "xxx"

}

i Rz 735
7
I NEE
/NG ik
200 BRI
403 IRERIENR
404 RIEERAIER
409 BRI,
e
i5SEIRE.

4.1.7.2 JAFEPEHIINS{H %S - AttachGroupPolicyV5

ThEET 4R
ZEO U AT HEERFEMNIEESH R
RS2
WS EZPIEAPIERIR, WMREMBKS FRIIAMBFERZERIAPI, ZIAMARE
BRI TEMHRENR, ESHRIEFIES IABRAEAIR .
=R B | BRER | KR Bl&E ARRROFEAR
2l (*Js 17
M)
iam:groups: | Permis | group * - - -
attachPolicy | sion_ - -
V5 mana | - iam:PolicyUR
gemen N
t
URI

POST /v5/policies/{policy_id}/attach-group
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+ 4-240 IREBH
e B WI%E SR R
policy_id = String SMEIEID, KEMN1ZE64ANF
?&) /E\IQI/EI\$\ %&?*D”'"E{J
FRE,
IBREH
7 4-241 {53k Body 2#
8% BEWi%E SRR ik
group_id = String FF4HID, KEA1ZEI641F
7F, REaFE. #=FN"-"1W
FRIER,
NaASEL
REES: 200
BRI
RESMB: 403
% 4-242 TR Body B
8% SR R
error_code String BIRE,
error_msg String BIREE,
request_id String BKID,
encoded_authoriz | String INZRANAELRMIEE, ATLUBIESTSS
ation_message REREOIHITRE
R&HS: 404
% 4-243 gL Body &%
8% SRR A
error_code String LI
error_msg String BIREER.
request_id String BXKID,
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RS 409
X 4-244 [0 Body 2%
¥ SRR g
error_code String BIRE,
error_msg String BIREE,
request_id String BXKID,
=R
BB BxxxMiinfEES D 5 -
POST https://{endpoint}/v5/policies/{policy_id}/attach-group
{
"group_id" : "xxx"
M 7~ 51
.
RS
RSB iR
200 =4 An
403 IRBIRIENR
404 RIEBNAYER
409 =R
e
B2 EIRB.
4.1.7.3 79 |1AM RIS 2RHEE - AttachUserPolicyV5
INEEN4A
ZiZEO L BT AIEEIAMARF IS ER D RS
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RS2
WSEEFREAPIRIERLER, WNRERKS TRIAMABRERSRIAPI, ZIAMBRFE
BEUWTHHEREIR, ESHNRIZEES WABRFIHRZIR .
IR KR | FRER | KR B3 IRERATHZAN
il (*Hws T
M)
iam:users:att | Permis | user * g:ResourceTag | - -
achPolicyV5 | sion_ /<tag-key>
mana - -
gemen | - iam:PolicyUR
t N
URI
POST /v5/policies/{policy_id}/attach-user
+ 4-245 BRZBH
2¥ Rk ST iR
policy_id 2 String BHRIEID, KEN1EI6ANE
%, QEAFE. HFH- K
FREH
iERSH
7= 4-246 153k Body £%{
2% AWk ST A
user_id =2 String IAMBBFID,
VRS54
K&E: 200
BRI .
RSB 403
K 4-247 0[; Body 2%
2% ST ik
error_code String BIRE,
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28 SR ik
error_msg String BIREE.
request_id String 15KID,
encoded_authoriz | String INZEEPANELMIER, ATLUEEISTSS
ation_message R OIHITHRE
REES: 404
7= 4-248 IR Body &%
2 SHER 7%
error_code String EIESIEN
error_msg String BIREE.
request_id String BXKID,
KE6S: 409
7 4-249 gk Body %
S8 SRR )%
error_code String AEIE
error_msg String HEIRES.
request_id String BXKID,
=Rl

N Mz 73~ 51

FNAMA P IS ES DR -

POST https://{endpoint}/v5/policies/{policy_id}/attach-user

{

"user_id" : "xxx"

}
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KD

REB R

200 BRI

403 EEEBRESUR

404 FEFBNAYERE

409 BRI,
e

52 EIRB.

4.1.7.4 NERSREEEFRS BB - DetachAgencyPolicyV5

TheEEN 4R
ZEOFUABTMEEEEEEEEF D BIEESDRES
TS
WSEBFBAPIERIR, WMREAKS FRIAMARERZERIAPI, ZIAMRARE
BRI TBHERENR, ESHNRITFIES IABRFIREAIR .
IR B | FRER | KR Bl& KRR
il (*Hw 17
M)
iam:agencie | Permis | agency * | g:ResourceTag | - -
s:detachPoli | sion_ /<tag-key>
cyV5 mana - -
gemen | - iam:PolicyUR
t N
URI
POST /v5/policies/{policy_id}/detach-agency
* 4-250 IERESH
28 BRIk ST iR
policy_id 2 String BIPRIZID, KEA1FI64NFE
?&) /E\IQI/E\$\ %&?*D”'"Eg
FrE,
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BRESE
7 4-251 153K Body &
S8 BRI SRR g
agency_id 2 String ERSEEZIEID, KERE
ANERF, REEFH. #=F
"-"B9=FERFER
T RSE
RE6S: 200
KN
KERS: 403
% 4-252 WKL Body S
S8 SRR 3%
error_code String ELIE N
error_msg String EIRMEER,
request_id String BXKID,
encoded_authoriz | String INZEAPAMELEMIER, ATLUEISTSS
ation_message RFIE TR
KREE: 404
2% 4-253 oz Body SH
28 SRR )%
error_code String HESIE
error_msg String EIRES.
request_id String BXKID,

R&RD: 409
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APl &% 4 API
K 4-254 [0 Body 2%
2% SR R
error_code String B1=fg,
error_msg String BIREE.
request_id String BKID,
Bk Gl
MEBoxF D BRIBEB DR
POST https://{endpoint}/v5/policies/{policy_id}/detach-agency
{
"agency_id" : "xxx"
}
I Rz~
7
RS
RS A
200 =4 an
403 RERIENR
404 RILEERAYEIE
409 BRI,
T
B2 EIRB.

4.1.7.5 NAPESBESDIREE - DetachGroupPolicyV5

ab
ThEEN R

ZEOULATNEERFES BIEES RS .

BREUSE

w=EEZEAPIRYERSIR, WNRFERAKS FRIAMBFERZHEIAPI, 1ZIAMBRE

BEWTBHORENR, ESRNRIRFIES IABRFIRIR .
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APl &% 4 API
AR DR | WIREE | R4 il ARIREIIRAR
il /(ﬁ *)73% I

iam:groups: | Permis | group * - - -
detachPolicy | sion_

V5 mana | - iam:PolicyUR
gemen N
t

URI
POST /v5/policies/{policy_id}/detach-group
F* 4-255 [R1ZBH
2% =AWk SRR faR
policy_id = String BHRIEID, KEN1EI64ANF
ﬁrg, /E\IQI/E\$\ %&?*D”'"E{J
FHEE,
BREH
7 4-256 153K Body S
2% BRWIE SR fHR
group_id 2 String FFEID, KEHN1EI64ANF
7, REEFE. HFN"-"
F5E,
=25

R&6: 200
BRI
W&E: 403

% 4-257 ui Body &%

2H SR iR
error_code String LT
error_msg String BIREE.
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APlI &%

iERPI

e Rz 7~

T

4 API
28 SR ik
request_id String 1B5KID,
encoded_authoriz | String INZEEPAMELMIER, ATLUBEEISTSS
ation_message R OIHITHRE
REHS: 404
% 4-258 I Body 2%
2 SR )%
error_code String B1=fg,
error_msg String BIREE.
request_id String BXKID,
RE6S: 409
= 4-259 IR Body 2%
28 SR ik
error_code String LI
error_msg String BIREE.
request_id String BKRID,

MRFExRD BIEES DR

POST https://{endpoint}/v5/policies/{policy_id}/detach-group

{

"group_id" : "xxx"

REES 1R

200 BRI
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APl & 4 API
RSB R
403 RBEIREBUR
404 R FBNAYETR
409 =5
e
52 ERB.

4.1.7.6 M IAM RS BB - DetachUserPolicyV5

ThEE 4R
ZEOTLUATMEENIAMAR S BIEES DR
RS2
WS EZPREAPIERIR, WMRERKS FRIIAMBFERZERIAPI, ZIAMARE
BREINTEHRENR, ESHRIRFIES ARSI
IR B | BREE | KR Bl ARIATIRAN
il (*J9ws T
M)
iam:users:de | Permis | user * g:ResourceTag | - -
tachPolicyV | sion_ /<tag-key>
5 mana - -
gemen | - iam:PolicyUR
t N
URI

POST /v5/policies/{policy_id}/detach-user

#* 4-260 BIRSH

e =A% ST ik

policy_id 2 String BAZREEID, KEN1EI6ANF
?&) /I:\IE/EI\$\ %&?*D”'"E{J
FRH
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APl &% 4 API
BRESE
7 4-261 153k Body &%
2 BRIk SR iR
user_id =2 String IAMBBFID,
VRS54
RZEES: 200
EXKEIN.
REES: 403
K 4-262 I Body 2%
2 SR iR
error_code String LI
error_msg String BIREE.
request_id String BXKID,
encoded_authoriz | String INZEEPAMELMIER, ATLUEISTSS
ation_message R OHTRERS
REHS: 404
% 4-263 Moy Body S2H
¥ SR ik
error_code String B1=fg,
error_msg String BIREE.
request_id String 1B5KID,
REES: 409
2 4-264 L7 Body &%
2H SR iR
error_code String LT
error_msg String BIREE.
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AP| &% 4 API
2% SRR fR
request_id String 1B5KID,

=Nl

MAMBFPxxxH D BIsE S0 R
POST https://{endpoint}/v5/policies/{policy_id}/detach-user

{

"user_id" : "xxx"

}

N7~
7
N
7N )%
200 BRI
403 ILERIENR
404 REEIER AR
409 IR
e
55 IEIRB.

4.1.7.7 EIEERO REEMIINAIERASEIA - ListEntitiesForPolicyV5

IREN 4R
2O AT EiEE SR SRS MR G LA

BRER

WSEEFFEAPIRIBERNIR, WMRERIKS TRIAMBRIERBZRIAP, ZIAMABRFE
BEINTBHREIIR, ESMURIRFIES IABRAIHRAIN .
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AP &% 4 AP
AR DR | WIREE | R4 il ARIREIIRAR
il (s IR
)
iam:policies: | List policy * - - -
listEntitiesV
5
URI

GET /v5/policies/{policy_id}/attached-entities

% 4-265 BRSH

2 AUk ST R

policy_id 2 String BHZREEID, KEN1EI6ANF
&, REEFE. HFM"-"H
FrEE,

K 4-266 Query 2

2% B SR R

entity_type & String SMARSERY, € &user. group
1 agency=FhERY

limit B Integer BRETZKBHE, BEM
FJ200%, EXIAS100%R,
=/IME: 1
BAE: 200
tREE: 100

marker &= String SRS, KENAZ4001NFE
7, REEFEE. H=F. "+".
||/||\ n:u\ ||_||$nn_|lEI\J$?‘§ o
BMEE: 4
=AKE: 400

BRESH
.

=351
KERS: 200
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APl &%

4

API

K 4-267 0i; Body 2%

2% SR ik
policy_agencies Array of EREREFEEYIE.
PolicyAgency
objects
policy_groups Array of BRFEYIZE,
PolicyGroup
objects
policy_users Array of IAMEF%IZE .
PolicyUser
objects
page_info Pagelnfo object PSR,
% 4-268 PolicyAgency
2% SR #R
agency_id String FESHEEFRIEID, KEMEANF
7F, REaFE. #FMN"-"NFFE
attached_at String S RrEEIFMIINATE) o

< 4-269 PolicyGroup

B8H SR ik
group_id String FFEID, KEMZ6ANZER, RE8
F&. ¥FN"-"NFHE,
attached_at String S RIS INATE) o
2% 4-270 PolicyUser
8% SRR ik
user_id String IAMBBRID,
attached_at String S ERBEA9MTINRTIE]
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APl &% 4 API
2 4-271 Pagelnfo
2H SR iR
next_marker String WMRFE, WERREABEEZNFERE
REHBNREAG , BERZEEST
—IRIERB D THRCSHLIRE T —RR
=8, BREFRZEOBEEZFERAR
EZE
current_count Integer ARIUREIZEHE.
KEMS: 403
2 4-272 0[; Body 2%
2 SR 7%
error_code String LI
error_msg String BIREER.
request_id String BKID,
encoded_authoriz | String INZEEPAMELMIER, ATLUEISTSS
ation_message REEORITREE
JRAERG: 404
% 4-273 gR Body 2%
2¥ SR 3%
error_code String LN
error_msg String BEIREER
request_id String iBKID,
=Rl

Bl E RO R INAFA ALK

GET https://{endpoint}/v5/policies/{policy_id}/attached-entities

I Rz 73~ 451
KERS: 200
ERAIN
{

"policy_agencies" : [ {
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APl % 4 API

"agency_id" : "string",

"attached_at" : "2023-09-25T09:29:06.817Z"
b1
"policy_groups" : [ {

"group_id" : "string",

"attached_at" : "2023-09-25T09:29:06.817Z"
b1
"policy_users" : [ {

"user_id" : "string",

"attached_at" : "2023-09-25T09:29:06.817Z"

'}'g'age_info" -
"next_marker" : "marker",
"current_count" : 3
, }
RSB
RS A
200 =PRI
403 IRBRIEIR
404 REKEENAER
(IR0
52 NEIRMB

4.1.7.8 EiEEEIEEEZIEMINAE RO RES -
ListAttachedAgencyPoliciesV5

ThEe A
ZEO BT ETEEE TN EEETMINAEE SO R .
BUER
IKSESEBAPIRIERNIR, WMRERKS TRIAMBFIERSRIAP, ZIAMAFE
BENTEMORENR, BESANRRIEIES UABRFIR I
=R AR | WIRER | Fi4RE Bl& ARIAVIRAN
2 (05 T
)
iam:agencie | List agency * | g:ResourceTag | - -
s:listAttache /<tag-key>
dPoliciesV5
URI

GET /v5/agencies/{agency_id}/attached-policies
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APl &% 4 API
X 4-274 BRBH¥
2% AUk SR R
agency_id 2 String ERSEEZIEID, KERE
64N FR, REBEFE. ¥F
F"-"B9=FFFE,
X 4-275 Query 3#
2% EEWI% SR fHid
limit =S Integer BRETZKBHE, BEM
FJ200%, EAIAS100%R,
BRIME: 1
B K{E: 200
TREE: 100
marker S String PRINE, KEHAR4001MF
7F, REEFE. #=F. "+
Il/ll\ ||:||\ ll"‘*ﬂ”_"ﬁg?fg%o
BMEE: 4
BAKE: 400
IERSH
7
I)VE=S5'4
R 200
% 4-276 g Body 2%
e ST R
attached_policies | Array of BnRERYIZE
AttachedPolicy
objects
page_info Pagelnfo object PTUEE,

N#5hRA 01 (2025-11-10)
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APl &%

4 API

& 4-277 AttachedPolicy

S SR 7%

policy_name String BHRIBER, KEREN281MFH,
REEFH. =, """+ ="
ll-ll\ n@n*un_uE@?f&%o

policy_id String BHRIRID, KEANE6ANFR, RE
BFE. HFN"-"HFEFE,

urn String F—RBEBIR

attached_at String S ERBEAIMTINRTIE]

2K 4-278 Pagelnfo

2¥ SR ik

next_marker String NREFE, URRAERENEZBERE
NMEHFHREAS , BERZEEAT
—IRIER D THRCSHLEAE T—R
EE. BREABFZEOEEZFEA
EZEN

current_count Integer ATUREIZBHE,

JRZAERG: 400

7 4-279 gk Body S

S8 SRR )%

error_code String LI

error_msg String EIREE.

RS 403

2 4-280 IR Body 2%

84 SHEER A
error_code String LI
error_msg String BEIREE.
request_id String B3KID,
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APl &%

4 API

SH SRR

1)

encoded_authoriz | String
ation_message

INZEEPAMELMIER, ATLUEISTSS
R ORITHRE

RSB 404

3= 4-281 IR Body %

e SR R
error_code String LI
error_msg String BIREER
request_id String 15KID,

iERpI

EiEEEEMINAPTE SO RS .

GET https://{endpoint}/v5/agencies/{agency_id}/attached-policies

e Nz 73~
RS/ 200
BEREIN
{

"attached_policies" : [ {
"policy_name" : "name",
"policy_id" : "string",
"urn" : "iam::accountid:policy:name",

"attached_at" : "2023-09-25T09:31:44.935Z"

11

"page_info" : {
"next_marker" : "marker",
"current_count" : 1

}
}
RS
/NG ik
200 =R
400 BREFE.
403 ISERIENR
404 REFIEN AR -

N5k 01 (2025-11-10)
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API B 4 API
RIR
52 IR

4.1.7.9 EiisEAFAMINETESH5RES - ListAttachedGroupPoliciesV5

&b
IgEN4A

ZEOURTEREERFEMINNEES DR

IS
WKSESMEAPIRVERINIR, MRERKS FTRIAMABRERZSRIAPI, ZIAMARE
BEUWTEHEREIIR, ESHNRIZEIEES WABRFIIR.
IR B | WRER | KR Bl& RV
il (*Jus 17
M)
iam:groups:l | List group * - - -
istAttachedP
oliciesV5
URI

GET /v5/groups/{group_id}/attached-policies

% 4-282 BRIZSH

¥ EENi%E BHHR R

group_id = String FAFAID, KEN1EI64NZF
&, REAFH. HFM-H
PR,

2 4-283 Query 2#{

2% REwik SR 1A

limit =) Integer BRETHSRENE, BEHI
320057, BUAA1005%.
BR/ME: 1

B=X{E: 200

TR&ME: 100
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APl &% 4 API
SH BRYi% SR fitik
marker B String DIRE, KEFAFI4000F
%, QEATE. HF, "+
Il/ll . n_n . "'"*D"_"E"J?f&% o
BIMKE: 4
ERAKE: 400
iEREH
x
e 2

KE&G: 200

% 4-284 I Body S

8% SRR ik
attached_policies | Array of BIpRIRYIZR.
AttachedPolicy
objects

page_info Pageinfo object

SRER.

Z 4-285 AttachedPolicy

2% SHEER A

policy_name String BHRIBEIR, KEAEN281MFF,
REEFF. ., """+ ="
ll‘ll\ "@"*D"'"EI\J$?—€ o

policy_id String BHKRIRID, KEAME6ANFR, RE
BFE. HFN"-"NFE/FE,

urn String F—RBEBIR

attached_at String S sRBEAIFTINRTIE]
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F—BMAIE (iR )
APl &%

4 API

2K 4-286 Pagelnfo

B8H SR A
next_marker String MREFE, WERREERENEBEXRE
RNEZHRNREAF , BERZEERAT
—IRIEKRID WM HLBAE T—R
ER. BREABZEOEEZFERA
FE.
current_count Integer ARREIZBHE.
RSB 400
K 4-287 [ Body 2%
84 SHEER A
error_code String LI
error_msg String BEIREER.

K& 403

7 4-288 IR Body 2%

2 ST R
error_code String LI
error_msg String BIRMEER,
request_id String 15KID,
encoded_authoriz | String INZEAPANELEMER, ATLUEISTSS
ation_message R OHITREE
RS 404
% 4-289 [[IR Body S%
2% SR faik
error_code String BI=E,
error_msg String HEIRES.
request_id String BXKID,
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APl &% 4 API
=GNl
BB EMMNmE SN RS
GET https://{endpoint}/v5/groups/{group_id}/attached-policies
I 7~
RSB 200
BRI
{
"attached_policies" : [ {
"policy_name" : "name",
"policy_id" : "string",
"urn" : "iam::accountid:policy:name",
"attached_at" : "2023-09-25T09:31:44.935Z"
1
"page_info" : {
"next_marker" : "marker",
"current_count” : 1
}
}
RS
RS R
200 BRI
400 BRERE
403 IREERENR
404 REKEENAER
xS
BESIEIRB.

4.1.7.10 TEiIEE IAM RIS B3R - ListAttachedUserPoliciesV5

ThREN A

ZiEO AT EEEEIAMB IR E B0 R o

BRER

w=EEEAPIRYERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE

BEWTBHORENR, ESRNRIRFIES IABRIIRIN .
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APl &% 4 API
R PR | BRER | KR Bl& KRR
il (*J9i% 07
M)
iam:users:lis | List user * g:ResourceTag | - -
tAttachedPo /<tag-key>
liciesV5
URI

GET /v5/users/{user_id}/attached-policies

% 4-290 BRSH

2 EEWiE ST fEiA
user_id = String IAMARFID,

# 4-291 Query 3#

S8 =AW SR R

limit B Integer BRETKBHEZ, CEM
F200%%, BEAIAJ9100%%,
=ME: 1

BAE: 200

HR&fE: 100

String PR, KENIZEIA00NF
5, REEFE. H=F. "+
Il/ll\ ||=||\ ll"'*n"_llﬁl\]?fg%o
=BIVEE: 4

BAKE: 400

i1y

marker

IBREH

=
RS/ 200
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APl &%

4 API

K 4-292 I Body 2%

2% SR R
attached_policies | Array of BHRIEIIZE
AttachedPolicy
objects

page_info

Pagelnfo object

% 4-293 AttachedPolicy

S8 SR ik
policy_name String BHRIEER, KEREN281MFF,
R@,%?\ ﬁ?\ n_u\ ||+||\ u:n\
ll.ll\ vl@vl*ﬂrl_llﬁ@?fg o
policy_id String BDREEID, KENEANERF, RE
BFE. HFN"-"HFEFE,
urn String F—RBEBIR
attached_at String S SRBEAIFIINRTIE]
£ 4-294 Pagelnfo
2 SR )%
next_marker String NREFE, URRAERENEZBERE
REHBNREAF , BERZEEAST
—IRIER D THRCSHLEAE T—R
EE. BREABZEOEEZFEA
E2 e
current_count Integer ATUREIZBHE,
RE6G: 400
7= 4-295 IR Body &%
2 SR iR
error_code String B1=fg,
error_msg String HEIRER .
RS 403
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APl &%

4 API

7= 4-296 1K Body &%

2% SR ik

error_code String B1=fg,

error_msg String BIREE.

request_id String BKID,

encoded_authoriz | String INZEEPAMELMER, ATLUEISTSS
ation_message REEORITREE

RED: 404

% 4-297 I Body 2%

e SR ik
error_code String LI
error_msg String BEIREE.
request_id String BKID,

iERBI

EiFiEEIAMABFMINRPTE S0 RES .

GET https://{endpoint}/v5/users/{user_id}/attached-policies

e Rz 73~451
R&HG: 200
BEREIN
{

"attached_policies" : [ {
"policy_name" : "name",
"policy_id" : "string",
"urn" : "iam::accountid:policy:name",
"attached_at" : "2023-09-25T09:31:44.935Z"
11
"page_info" : {
"next_marker" : "marker",
"current_count” : 1

}
}

KEE
RSB )%
200 BKEI0.
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APl & 4 API
RSB )%
400 BREFE,
403 RERIESUR -
404 RILEIBRMAYZIR

SjEilt
B2 EIRB.
4.1.8 ZIEEEIG

4.1.8.1 IS EIREZIIZNIE - GetAuthorizationSchemaVs

TheeN 4R
ZEO L B TEISEE=RSHEINHE .
BRER
HEIAPIER LR S M RSN .
URI
GET /v5/authorization-schemas/services/{service_code}
#+ 4-298 B1ZBH
2% BEWIE SRR R
service_code | & String IREBEMES, KEA1ZEI561
FF, REaF8. #=Fn-
=R,
IBRSH
7c
e
R&ES: 200
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APl % 4 API

7= 4-299 IR Body &%

el SR E[::)%

version String RSB ZANRAES .

actions Array of Action RSB SAFHUSIING ZR
objects

resources Array of Resource | =IRSZZIFHIRIRIIZE .
objects

conditions Array of =IRSBATHIRIMFRTIER .
Condition objects

operations Array of =IRS ZIFHNRIESIZER
Operation objects

£ 4-300 Action

B8H SR R
name String =ERVAUSINIREZ TR, BIgn
"iam:policies:createV5",
access_level String FESREE (3 A LA IR 12 T RO 124K
Bllo
permission_only | Boolean IZIINIE B EANBR S, AN
Al
description Description HRER
object
aliases Array of strings BAIRAIE5I%R, BLGESEINLES
HERDFIENANES .
resources Array of EiZiE IRk ARy ER, BFEX
ActionAssociated | EZAIRAYRIRMRINR o
Resource objects
condition_keys Array of strings ZENISIEN, B5SELXNIRS
BEMEGBHUNRESERBEME.

2 4-301 ActionAssociatedResource

S8 SR ik

urn_template String F—RBRETENR, TRALUBIEIXE
HRNS— R BRERXINZIEN LR TE
TR RIS
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APl &% 4 AP
2% SRR fR
required Boolean NMRIZRIRERE EE B MENIL 1%

89, BN —EIP RANIX KRR IRRTER
E; flalsubnet2vpc:subnets:gethyis
ERIFEE; Moul

organizations::tagResourcefIa]iZ &R
2£AY, [FJgorganizations::tagResource

BRERNRIRIER gERaccountal
policy o
condition_keys Array of strings FIINZIEAIRFNRRRYAR SS B E X &4

BEURESDERBENE, RERIRM

RIERAS LR A SR .
€ 4-302 Resource
B8H SR R
type_name String =IRSEIREBEZIR,
urn_template String Z—RBEBER, FTRoJLABE X
RENS—ERBFRIHZIA I TR
TR E RN
£k 4-303 Condition
BH SR R
key String SFHRINER
value_type String FIHERIEUREE
multi_valued Boolean FHERBNZE.
description Description HINMEE .
object
2k 4-304 Description
e SHERR R
en_US String TR o
RIMKE: 1
BRAKE: 1500
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APl &% 4 API
2% SRR fR
zh_CN String FR3ZiEAR .
BNMNE: 1
RBRAXEKE: 1500
Zk 4-305 Operation
B2¥ SR HhR
operation_id String OpenAPIBYEIEFRIRSET -
BRIMRE: 1
BRAKE: 64
operation_action | String =ERRUISBURB IR, Fian
"iam:policies:createV5",
dependent_action | Array of strings ZRF o] e RV EL AN TN
S
JRZESRG: 404
2K 4-306 1L Body 2%
2% SHRT ik
error_code String B1=fD,
error_msg String HEIRER
request_id String BKID,
=]
BIHEERIRSHIZINE
GET https://{endpoint}/v5/authorization-schemas/services/{service_code}
M Rz7~f51
R&ES: 200
BRI
{
"version" : "v1",
"actions" : [ {
"name" : "sts:agencies:assume",
"access_level" : "write",
"permission_only" : false,
"description" : {
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APl &% 4 API

"en_US" : "Grants permission to obtain a set of temporary credentials that you can use to access
resources that you might not normally have access to.",
"zh_CN":"."
B
"resources" : [ {
"urn_template" : "iam::<account-id>:agency:<agency-name-with-path>",
"required" : true
11
"condition_keys" : [ "sts:Externalld", "sts:Sourceldentity", "sts:TransitiveTagKeys",
"sts:AgencySessionName" ]
h o
"name" : "sts:getCallerldentity",
"access_level" : "read",
"permission_only" : false,
"description" : {
"en_US" : "Grants permission to obtain details about the IAM identity whose credentials are used to call
the APL",
"zh_CN":"."
}
h o
"name" : "sts::decodeAuthorizationMessage",
"access_level" : "write",
"permission_only" : false,
"description" : {
"en_US" : "Grants permission to decode additional information about the authorization status of a
request from an encoded message returned in response to a request.",
"zh_CN":"."
}
h o
"name" : "sts:setSourceldentity",
"access_level" : "write",
"permission_only" : true,
"description" : {
"en_US" : "Grants permission to set a source identity on a STS session.",
"zh_CN":"."
B
"resources" : [ {
"urn_template" : "iam::<account-id>:agency:<agency-name-with-path>",
"required" : true
11
"condition_keys" : [ "sts:Sourceldentity" ]
h o
"name" : "sts::tagSession",
"access_level" : "tagging",
"permission_only" : true,
"description" : {
"en_US" : "Grants permission to add tags to a STS session.",
"zh_CN":"."
B
"resources" : [ {
"urn_template" : "iam::<account-id>:agency:<agency-name-with-path>",
"required" : true
11
"condition_keys" : [ "sts:TransitiveTagKeys" ]
11
"resources" : [ {
"type_name" : "assumed-agency",
"urn_template" : "sts:<account-id>:assumed-agency:<agency-name>/<session-name>"
11
"conditions" : [ {
"key" : "sts:Externalld",
"value_type" : "string",
"multi_valued" : false,
"description" : {
"en_US" : "Filters access by the external ID that is passed in the request.",
"zh_CN":"."
}
h o

"key" : "sts:Sourceldentity",
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"value_type" : "string",
"multi_valued" : false,
"description" : {
"en_US" : "Filters access by the source identity that is passed in the request.",
"zh_CN":"."
}
A
"key" : "sts:TransitiveTagKeys",
"value_type" : "string",
"multi_valued" : true,
"description" : {
"en_US" : "Filters access by the transitive tag keys that are passed in the request.",
"zh CN":"."
}
A
"key" : "sts:AgencySessionName",
"value_type" : "string",
"multi_valued" : false,
"description" : {
"en_US" : "Filters access by the agency session name required when you assume an agency.",
"zh_CN":"."
}
b1
"operations" : [ {
"operation_id" : "AssumeAgency",
"operation_action" : "sts:agencies:assume”,
"dependent_actions" : [ "sts:tagSession", "sts::setSourceldentity" ]
e
"operation_id" : "GetCallerldentity",
"operation_action" : "sts::getCallerldentity"
e
"operation_id" : "DecodeAuthorizationMessage",
"operation_action" : "sts::decodeAuthorizationMessage"
1
}

N

RSB ik
200 BKEI0.
404 RILEIERAYZIR

B NEIRE

4.1.8.2 M =IRFZFIE - ListRegisteredServicesForAuthSchemaV5s

ZEOTLURTEREEM=RSIIER.

SRIAPIERTHE S RIEIR
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URI

GET /v5/authorization-schemas/registered-services

2 4-307 Query 2#

2% =AWk SR faR

limit & Integer BRETNRBEHE, SBEN
F200%%, EHIAS100%%,
=IME: 1
=XE: 200
R&E: 100

marker B String SIRC, KEH4EI400DF
F, REEFE. #=F. "+,
ll/ll\ ||:||\ II_II*DII_IIE/\J$?—€$O
=B2IEE: 4
BAEE: 400

IBRESH
7o

RS &

R&S: 200

& 4-308 N7 Body %1

¥ SRR g
service_codes Array of strings RESBMEBEIIER.
page_info Pagelnfo object | BTRIER.

2k 4-309 Pagelnfo
2¥ ST R

next_marker String MREFE, WERREERENEBEXRE
TEHFNREUAS . BEFERZEEST
—IRIEKRMD RIRCESHLIRET—R
BEE. BREAPFZEOEEZFERA
EZE

current_count Integer ARREIZBHE.
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=
B FEM=RSIIE.
GET https://{endpoint}/v5/authorization-schemas/registered-services
MRz~
RE&ES: 200
BRI
{
"service_codes" : [ "service1", "service2" ],
"page_info" : {
"next_marker" : "marker",
"current_count" : 2
}
}
RSB
RSB ik
200 BRI .
=S
BESEIRE
4.1.8.3 SKENEZPARSEZ 4K - ListServicePrincipalsV5
IhEEN 4R
iz O] LA TSRV E 3RS 1A
BER
HBIAPIARERE S D RIER
URI
GET /v5/service-principals
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2 4-310 Query ¥

el =AWk SR R

limit EN Integer BRETIRBHE, BEM
FI200%%, BAIAH100%5,
=/ME: 1
BAME: 200
TR&(E: 100

marker S String PDTNE, KEHARI4001F
7F, REEFE. #=F. "+,
B N TR ==
BIVEE: 4
BAEE: 400

iEREH

Z 4-311 {53k Header 8%

8% =% SR ik
X-Language | & String EEEOREINERRNES, o]

AL ("zh-cn" ) SEEX
("en-us") , BHAAFI,
TR&fE: zh-cn

RS &

WR&RS: 200

2 4-312 I Body 2%

8% SRR fR
service_principals | Array of RSB ERTIZE.

ServicePrincipal
Metadata objects

page_info Pagelnfo object | DTERE.
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2K 4-313 ServicePrincipalMetadata

e ST R

service_principal String RZEMR, H"service."Fk, FE—
KEAE561MFR, REEFE. HF
F"-"HFFFE,

service_catalog String =IRSBER,

BAMKE: 1

BAKE: 64

display_name String AT ERRS EAEFR,
description String IRSS EREOHEA

£ 4-314 Pagelnfo

S8 SR ik
next_marker String MERFE, WERREERENZEXRE

TELEIEEIAS . BERZEENT
—RIBRID TITICSMLATHIE T—
58, BREAMMEIEERTET

==,
current_count Integer AREIZB#HE.
REES: 400
5 4-315 g7 Body &%
2H SR iR
error_code String HELIE
error_msg String BIREER.

ISR
RER S EBARSS 1k o

GET https://{endpoint}/v5/service-principals

N Rz 73~451
RSB 200
BRI
{

"service_principals" : [ {
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"service_principal" : "service.xxx",
"service_catalog" : "XXX",
"display_name" : "display_name",
"description" : "description"

11
"page_info" : {
"next_marker" : "marker",
"current_count" : 1
}
}
RS
RSB ik
200 BRI
400 BRERE
S
BEEIEIRE.

4.1.9 ZEFEREIEIEEE

4.1.9.1 BIEEIRSS XELHIT - CreateServiceLinkedAgencyV5

ThEE TR
ZIEO T LA FEIZARS KX EE
TS
WSEBFMBAPIERIR, MREAKS FRIAMARERZERIAPI, ZIAMARE
BENTEORENR, ESHREIFIES IWABRFIFEAIRN
R PR | BRER | KR al& REEISAR
il (*Hws T
m)
iam:agencie | Write | agency* |- - -
s:createServi - ) -
ceLinkedAge - iam:ServicePri
ncyVs ncipal
URI

PUT /v5/service-linked-agencies
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RS
7 4-316 153k Body &%
2% BEWI% SR fEid
service_princi | 2 String RS EM, H"service."FFk,
pal BIR—MKE1EI5610FF,
REEFE. HFHN"-"NFF
Fo
description S String IRSZXEAEITHIAER, A6
g#%%?fgu@u . n#n . n%n .
ll&ll\ ll<l|\ ll>|l\ Il\ll\ ll$|l\ Il/\ll
FI""R9=FRFER,
BRAXEKE: 1000
V254

WR&RS: 201

2 4-317 O[; Body 2%

2H

SHER ik

agency

Agency object FIEEIEEIT

% 4-318 Agency

b o ESis R
urn String H—RIFEM
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SH SRR 1)

trust_policy String (BRI E RS S A4AYjsontg
. FHHNFHF= <> () RBIEETPIE
HFER, TEEEEEREFR,

i8S 2R TTEREIER . Fi0

sid block?,

B ARONAIN, ESEN T NIRRT
Sl Blan ("Allow” | "Deny”).

H—ITERFSAMEN, FREEE,
LARZ.. 7R fBIU0/ <policy statement>,
<policy_statement>, ... ],
TERIEVASGEEIA T EERIRENE
i

policy = {

<version_block>,

<statement_block>

}

<version_block> = "Version" : ("5.0")

<statement_block> = "Statement" :
[ <policy_statement>, <policy_statement>, ... ]

<policy_statement> = {
<sid_block?>,
<principal_block>,
<effect_block>,
<action_block>,
<resource_block?>,
<condition_block?>

}
<sid_block> = "Sid" : <sid_string>

<principal_block> = ("Principal" | "NotPrincipal") :
<principal_map>

<principal_map> = { <principal_map_entry>,
<principal_map_entry>, ... }

<principal_map_entry> = ("IAM" | "Service") :
[ <principal_id_string>, ... |
<service_principal_string>, ... ]

<effect_block> = "Effect" : ("Allow" | "Deny")

<action_block> = ("Action" | "NotAction") :
[ <action_string>, <action_string>, ... ]

<resource_block> = ("Resource" | "NotResource") :
[ <resource_string>, <resource_string>, ... ]

<condition_block> = "Condition" :
{ <condition_map> }

<condition_map> = {
<condition_type_string> :

{ <condition_key_string> : <condition_value_list> },
<condition_type_string> :

{ <condition_key_string> : <condition_value_list> },

~
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2 SR g
<condition_value_list> = ( <condition_value> |
[ <condition_value>, <condition_value>, ... ])
<condition_value> = "string"

created_at String FIeaEEEItelErTE.

description String FENEEEERER.

max_session_dura | Integer LR EERIEEASIEINEK, BOAR

tion 3600%, BXMESEEI/I[3600,43200],

path String REEER, MWANTHE, HETERFER
EHEmE, BRAEEE— 1 EBINE
\ ﬁ?\ "'"\ "I"\ "+"\ "@"\ ":"\
"takt-t, FLA/MERE, Bia0
"foo/bar/",

agency_id String FREHEEZRIEID, KENEIANFE
5, REEFE. $FM"-"N=EFSH,

agency_name String FIEREEZIEER, KEME6ANTF
=, REEFE. #F. """+
n=tN L @D -"EERTER

trust_domain_id | String WEIERLWSID, NFETEIEH, &
FEFEERREF,

trust_domain_na | String BERIEFWKSE, NEFETEEHR, &

me FETFEESREH.

WK&ERS: 403

2 4-319 L Body 2%

2% SR fiik

error_code String LI

error_msg String HIRER

request_id String BXID,

encoded_authoriz | String INZRANAELRMIEE, ATLUBIESTSS
ation_message REEOHITRE,

WK&ERS: 404

N5k 01 (2025-11-10)
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BRI

N Mz 73~ 51

K 4-320 I Body 2%

2% SHRT ik
error_code String EIESIEN
error_msg String BIREE
request_id String BKID,

K& 409

& 4-321 g Body 2%

2% SR fiig
error_code String LI
error_msg String BIREE,
request_id String 1BEKID,

BIERRSS E R Aservice xxxAIIRSS KEAZIE -

PUT https://{endpoint}/v5/service-linked-agencies
{

"service_principal" : "service.xxx",

"description" : "description"

}

RSB 201
BRI -

"agency" : {
"urn" : "iam::accountid:agency:service-linked-agency/service.xxx/name",

"trust_policy" : "{\"Version\":\"5.0\",\"Statement\":[{\"Action\":[\"sts:agencies:assume\",\"sts::tagSession

\"\"sts::setSourceldentity\"],\"Effect\":\"Allow\" \"Principal\":{\"Service\":[\"service.xxx\"1}}1}",

"created_at" : "2023-09-11T10:13:25.414Z",
"description" : "description",
"max_session_duration" : 3600,

"path" : "service-linked-agency/service.xxx/",
"agency_id" : "id",

"agency_name" : "name",

"trust_domain_id" : null,
"trust_domain_name" : null

N5k 01 (2025-11-10)
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KD

RS R

201 BXKEIN .

403 SBERIENR

404 R FBNAYETR

409 BRI,
HI=tD

52 ERE.

4.1.9.2 HIpRARSSFEXZEFE - DeleteServiceLinkedAgencyV5

ThEET 4R
ZEO U ATIRS XEEERRBEC .
U ETS
WSEEFRBAPIRERLIR, WMRERAKS TRIAMBRIERSERIAPI, ZIAMBRE
BENTEORENR, ESHRIEIFIES IR
R B | BRER | KR Bl& RO
il (*J% T
M)
iam:agencie | Write | agency * | g:ResourceTag | - -
s:deleteServi /<tag-key>
celLinkedAge - - X
ncyVs - iam:ServicePri
ncipal
URI

DELETE /v5/service-linked-agencies/{agency_id}

% 4-322 BIZS¥

8% BE W% SRR ik
agency_id 2 String ERSEEZIEID, KERE

6ANFRF, REEFH. HF
M"-"BIF R
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IERSH

R S &

WR&B: 202

& 4-323 gL Body %1

2% SRR 3%
deletion_task_id String MIER{ESSID,
RS 403
K 4-324 I Body 2%
2¥ SR 3%
error_code String LI
error_msg String BIREE,
request_id String BRID,
encoded_authoriz | String NI RERPAELRBIEE, ATLAEESTSS
ation_message R OHTHRE
RESEE: 404
& 4-325 L7 Body &%
2% SRR 3%
error_code String ELIE N
error_msg String EIREER
request_id String 1BEKID,
KES: 409
% 4-326 MR Body 2%
2 SR iR
error_code String BIRE,
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2 SRR g
error_msg String BIREE.
request_id String 15KID,

=Rl

AR XEAZIEHN S HIREC -
DELETE https://{endpoint}/v5/service-linked-agencies/{agency_id}

N w75

RERS: 202
KK
{

"deletion_task_id" : "task"
}

RS
RSB iR
202 =4 An
403 IRBIRIENR
404 RILEEN RIS
409 BRMEE,

e
B2 EIRE .

1Z3% AT LAR 3R ENAR 55 REXEFEMIBR NS

KSESMEAPIRIERENR, WMRERAKS TRIAMBFIERSRIAP, ZIAMARE

BEINTBHORENIR, EZSRURIRFIES IABRFIHRIR .
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AR DR | WIREE | R4 il ARIREIIRAR
il /(ﬁ *)73% I

iam:agencie | Read agency * | - - -
s:getService
LinkedAgenc
yDeletionSt
atusV5

URI
GET /v5/service-linked-agencies/deletion-task/{deletion_task_id}
* 4-327 BR1Z2H
2% =% SR ik
deletion_task_ | 2 String RIERIESZID
id BMEE: 1
BRAEKEE: 1000
IBREH
7c
RS

K& 200

3= 4-328 IR Body %

el SR E[::)%

status String RBRMESSIRES

reason String BRI MBIIRE

agency_usage_list | Array of ZBRSS KEARICIEE R E RSS!
AgencyUsage e
objects

Z 4-329 AgencyUsage
2% ST ik
region String XIHEZTR
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2H SRR )
resources Array of strings HZ—RRBIRIIZE
R&HG: 403
% 4-330 IR Body 244
2% SRR 1
error_code String ESIE
error_msg String EIREE,
request_id String B3KID,
encoded_authoriz | String IZEENANEELEBIEE, ATLAEIESTSS
ation_message REIZEOIHITRER
RSB 404
2 4-331 L7 Body &%
2H SRR )
error_code String LI
error_msg String BIREE.
request_id String BKRID,
=P ANl

N iz 73~

SRENARSS REAZFEMIBRIRS o

GET https://{endpoint}/v5/service-linked-agencies/deletion-task/{deletion_task_id}

RSB 200
BRI -
{

"status" : "succeeded"

}
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APl &% 4 AP
RS

RSB )%

200 BKEI0.

403 RBERIESUR .

404 R FBNAETR
==

B2 ARG,

4.1.9.4 EREESMH TRIEIEREEEIESIZE - ListAgenciesV5

ThEENR
ZEO L B TFESEER T THNEEREEETIIFR.
RIUEE
WKSESZMEAPIBVERINIR, MRERKS FTRIAMBRERZSRIAPI, ZIAMBARE
HEUWTBHEREBIR, ESHNRIZEIES WABRFIRAIR .
AR KRR | RRER | KR Bl IRERATHEAN
bill (*J9s I
M)
iam:agencie | List agency * | - - -
s:listV5
URI
GET /v5/agencies
& 4-332 Query 3#
2% EEWI% SR fHid
limit =S Integer BRETIKBHE, BEM
FJ200%, EAIAS1005R,
=IME: 1
BAME: 200
TREME: 100
H5hRAS 01 (2025-11-10) RN © LARITBIRABREAT 186



FH—SDINIE (AR )

APl &% 4 API
28 BRYi% SR R
marker & String PDIEC, KENAZIA007F
7, REaFE. #F. "+,
ll/ll\ ||:||\ |l_ll$ull_llag$?€ o
=RIMSE: 4
BRAKE: 400
path_prefix & String REEERS, BETRFHE
PHEMA, BREEE— TS
/I\$\ %&?\ ||‘.u\ ||,||\ ||+||\
Il@ll\ ||:||\ n_nﬂn_n, #Ly\n/u
ZE, #Ia0"foo/bar/",
EAKE: 512
IERESH
%
D)VE=254
RS 200
% 4-333 [ Body £
2 SR R
agencies Array of Agency | ZEFEREFEEITIIE.
objects
page_info Pagelnfo object PREE,

%k 4-334 Agency

2%

SHERE i1}

urn

String

H—RRETRo
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SH SRR 1)

trust_policy String (BRI E RS S A4AYjsontg
. FHHNFHF= <> () RBIEETPIE
HFER, TEEEEEREFR,

i8S 2R TTEREIER . Fi0

sid block?,

B ARONAIN, ESEN T NIRRT
Sl Blan ("Allow” | "Deny”).

H—ITERFSAMEN, FREEE,
LARZ.. 7R fBIU0/ <policy statement>,
<policy_statement>, ... ],
TERIEVASGEEIA T EERIRENE
i

policy = {

<version_block>,

<statement_block>

}

<version_block> = "Version" : ("5.0")

<statement_block> = "Statement" :
[ <policy_statement>, <policy_statement>, ... ]

<policy_statement> = {
<sid_block?>,
<principal_block>,
<effect_block>,
<action_block>,
<resource_block?>,
<condition_block?>

}
<sid_block> = "Sid" : <sid_string>

<principal_block> = ("Principal" | "NotPrincipal") :
<principal_map>

<principal_map> = { <principal_map_entry>,
<principal_map_entry>, ... }

<principal_map_entry> = ("IAM" | "Service") :
[ <principal_id_string>, ... |
<service_principal_string>, ... ]

<effect_block> = "Effect" : ("Allow" | "Deny")

<action_block> = ("Action" | "NotAction") :
[ <action_string>, <action_string>, ... ]

<resource_block> = ("Resource" | "NotResource") :
[ <resource_string>, <resource_string>, ... ]

<condition_block> = "Condition" :
{ <condition_map> }

<condition_map> = {
<condition_type_string> :

{ <condition_key_string> : <condition_value_list> },
<condition_type_string> :

{ <condition_key_string> : <condition_value_list> },

~
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28 SR ik
<condition_value_list> = ( <condition_value> |
[ <condition_value>, <condition_value>, ... ])
<condition_value> = "string"
created_at String FIeaEEEItelErTE.
description String FENEEEERER.
max_session_dura | Integer LR EERIEEASIEINEK, BOAR
tion 3600%), BYESEE/9[3600,43200],
path String RREE, MWANTEH, AETERFR
EHEmE, BRAEEE— 1 EBINE
\ ﬁ?\ "'"\ "I"\ "+"\ "@"\ ":"\
"t FLLER, B0
"foo/bar/",
agency_id String FIESHEEZRIEID, KENEANF
7, REEFE. HFM"-"N=E[FEH,
agency_name String FIEHEEZICEIR, KEA1Z641F
7, REE=FEE. #H=xE., """+,
n=tN L @D -"EERTER
trust_domain_id String WEIERKSID, (XFETFTEEH, £~
FEFEERREF,
trust_domain_na | String BERIEFWKSE, NEFETEEHR, &
me FEFEEEREF.
£ 4-335 Pagelnfo
2% SR HR
next_marker String MRFE, WERREABEEZNFERE
REHBNREAS , BERZEERST
—IREKREID THRCSHLERE T —R
EE. BREABFZEOEEZFERAR
E2 e
current_count Integer ATUREIZBHE.
RS 403
% 4-336 I Body 2%
2 SR iR
error_code String TEIESEN

N5k 01 (2025-11-10)
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2% SR fiik
error_msg String BIREE.
request_id String 15KID,
encoded_authoriz | String INZEEPANELMIER, ATLUEEISTSS
ation_message R OIHITHRE

15K
BFTEEEREEEEIIE.

GET https://{endpoint}/v5/agencies

n)vzast]l
WR&ES: 200
BERAD.
{

"agencies" : [ {
"urn" : "iam::accountid:agency:name",

"trust_policy" : "{\"Version\":\"5.0\",\"Statement\":[{\"Action\":[\"sts:agencies:assume\",\"sts::tagSession
\"\"sts::setSourceldentity\"],\"Effect\":\"Allow\",\"Principal\":{\"IAM\":[\"xxx\"1}}1}",

"created_at" : "2023-09-21T01:17:19.590Z",
"description" : "description",
"max_session_duration" : 3600,
"path" : "",
"agency_id" : "string",
"agency_name" : "name",
"trust_domain_id" : null,
"trust_domain_name" : null

11

"page_info" : {
"next_marker" : "marker",
"current_count" : 1

}

}

K&

RSB R
200 BRI
403 SBEIRERIR
BI=g
B2 EIRE .
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4.1.9.5 BIEE(S(EZIT - CreateAgencyV5

ThEENT 4R
ZiEORI LR TSR,
AR
EEERREEFEMHRIEENREITEMNRBIZRS, #EL (G—SMIAMERFER ) B
‘BN ERBSEEERRNRRSIIER BB,
U ETS
WSESFRBAPIRERLIR, WMRERAKS TRIAMBFERSERIAPI, ZIAMBRE
BENTEMORENR, BESAINIRRIEIEES AR
U pEg | \WIRER | SR Bl& RIATIRAN
] (+J9:05 T
)
iam:agencie | Write | agency* | - - -
s:createVs
URI
POST /v5/agencies
iERSH

# 4-337 153K Body B4

2 =A% ST ik
agency_name | 2 String SEEEEWR, KEA1F64T

F, REEFE. #F.
Il_ll\ ll+ll\ l|:|l\ Il,ll\ ll.ll\ Il@ll
M"-"BIF

iy

String RREE, ANTEH, HET
BFrEaitHEms, BREes
—NHEBINFE. HF. "
ll'll . |l+ll . ll@ll . ll:ll N ll_llﬁ
" FLLERE, Bian
"foo/bar/",

path

M #%hRA 01 (2025-11-10) AR © AR BRABIRAE 191



F—BAMAIE (iR )
APl &%

4 API

SH

SHERE

%

trust_policy

String

(SRR EERIEAI RIS TSR
jsont&={, FTENFEMS=<>()
BEEFANFHKRER, FE88
EEERIEP,

i8S AR TTEE IR . Fln
sid _block?,

B ARRANEIR, ESENT
ANEIRAYSERE . g0 ("Allow"
"Deny").

H— P RFSNMER, FA
BEE UK. FR. a0

[ <policy_statement>,

<policy _statement>, ... ],
TEAIEIIGE AR TSRS
AOEE:

policy = {

<version_block>,

<statement_block>

}
<version_block> = "Version" : ("5.0")

<statement_block> = "Statement" :
[ <policy_statement>,
<policy_statement>, ... ]

<policy_statement> = {
<sid_block?>,
<principal_block>,
<effect_block>,
<action_block>,
<resource_block?>,
<condition_block?>

}
<sid_block> = "Sid" : <sid_string>

<principal_block> = ("Principal" |
"NotPrincipal") : <principal_map>

<principal_map> =
{ <principal_map_entry>,
<principal_map_entry>, ... }

<principal_map_entry> = ("IAM" |
"Service") : [ <principal_id_string>, ... |
<service_principal_string>, ... ]

<effect_block> = "Effect" : ("Allow" |
"Deny")

<action_block> = ("Action" |
"NotAction") : [ <action_string>,
<action_string>, ... ]

<resource_block> = ("Resource" |
"NotResource") : [ <resource_string>,
<resource_string>, ... ]

<condition_block> = "Condition" :

N#5hRA 01 (2025-11-10)
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2% BRIk S faiR
{ <condition_map> }
<condition_map> = {
<condition_type_string> :
{ <condition_key_string> :
<condition_value_list> },
<condition_type_string> :
{ <condition_key_string> :
<condition_value_list> },
}...
<condition_value_list> =
( <condition_value> |
[ <condition_value>,
<condition_value>, ... ])
<condition_value> = "string"
max_session_ | & Integer SEFIERASIERK, BAB
duration 36007, BUESEEYS
[3600,43200],
description & String SEZIEHIAEE, BAAT
F, FHBHZAKEN000,
BAIKE: 1000
) =25
REB: 201
2 4-338 1L Body &%§
2 ST R
agency TrustAgency SEEE.
object
2K 4-339 TrustAgency
28 ST ik
urn String H—RIFEBIR,
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SH SRR 1)

trust_policy String (BRI E RS S A4AYjsontg
. FHHNFHF= <> () RBIEETPIE
HFER, TEEEEEREFR,

i8S 2R TTEREIER . Fi0

sid block?,

B ARONAIN, ESEN T NIRRT
Sl Blan ("Allow” | "Deny”).

H—ITERFSAMEN, FREEE,
LARZ.. 7R fBIU0/ <policy statement>,
<policy_statement>, ... ],
TERIEVASGEEIA T EERIRENE
i

policy = {

<version_block>,

<statement_block>

}

<version_block> = "Version" : ("5.0")

<statement_block> = "Statement" :
[ <policy_statement>, <policy_statement>, ... ]

<policy_statement> = {
<sid_block?>,
<principal_block>,
<effect_block>,
<action_block>,
<resource_block?>,
<condition_block?>

}
<sid_block> = "Sid" : <sid_string>

<principal_block> = ("Principal" | "NotPrincipal") :
<principal_map>

<principal_map> = { <principal_map_entry>,
<principal_map_entry>, ... }

<principal_map_entry> = ("IAM" | "Service") :
[ <principal_id_string>, ... |
<service_principal_string>, ... ]

<effect_block> = "Effect" : ("Allow" | "Deny")

<action_block> = ("Action" | "NotAction") :
[ <action_string>, <action_string>, ... ]

<resource_block> = ("Resource" | "NotResource") :
[ <resource_string>, <resource_string>, ... ]

<condition_block> = "Condition" :
{ <condition_map> }

<condition_map> = {
<condition_type_string> :

{ <condition_key_string> : <condition_value_list> },
<condition_type_string> :

{ <condition_key_string> : <condition_value_list> },

~
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2% SR fR
<condition_value_list> = ( <condition_value> |
[ <condition_value>, <condition_value>, ... ])
<condition_value> = "string"

created_at String (SEZITOIFERTE]

description String EEETHAMER.

max_session_dura | Integer EESITEASIETK, BiA3600

tion #, BUESEE79[3600,43200],

path String WRISE, MANZH, AETERFN
EBHHEMmR, BREEE—ISIF
\ ﬁ?\ n.u\ ||’||\ ||+||\ n@n\ n:u\
"ER-", FLAER, BN
"foo/bar/",

agency_id String SEFEEID, KEA1F6ANFR, RE
/E\$\ %ﬁ?*ull"'E{J?fg% o

agency_name String SIEEFEETR, KEA1F64APMFR, R
@;3?\ %&?\ u_n\ ||+||\ ||:n\ n,n\
||‘||\ n@n*nn_uE@?f& o

trust_domain_id String WEIERKSID, (XFETFTEEH, £~
FETEERTET.

trust_domain_na | String BERIEFWKSE, NEFETEEHR, &

me FEFEESREF.

WR&ERS: 400

% 4-340 I Body 2%

2% SRR fid
error_code String HESIE
error_msg String HEIRES,

K& 403

K 4-341 U Body 2%

2H SR iR
error_code String eI
error_msg String BIREE.
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request_id String 1B5KID,
encoded_authoriz | String IEEEVANELRBIES., ATLAEESTSS
ation_message R OIHITHRE

i5RHl

il iz 73~f51

RS 409

% 4-342 IR Body %

B8H SRR R
error_code String B1=fE,
error_msg String BIREE.
request_id String 15KID,

tliEEZ AnamelVEEFIE.
POST https://{endpoint}/v5/agencies
{

"agency_name" : "name",
"path" : nn

trust pollcy "L\ Ver5|on\ \ 5.0\" \ Statement\ [{\ Actlon\ :[\"sts: agenaes assume\",\"sts::tagSession

max session_duration" 3600
"description" : "description"

}

RSB 201
BRI -

{
"agency" : {
"urn" : ”iam::accountid:agency:name",

"trust_policy" : "{\"Version\":\"5.0\",\"Statement\":[{\"Action\":[\"sts:agencies:assume\",\"sts::tagSession
\",\"sts: setSourceIdentlty\ 1,\"Effect\":\"Allow\",\"Principal\":{\"IAM\":[\"xxx\"1}}1}",

"created_at" : "2023-09-21T01:17:19.590Z",
"description" : "description",
"max_session_duration" : 3600,

"path" : ""

"agency_id" : "string",

"agency_name" : "name",
"trust_domain_id" : null,
"trust_domain_name" : null
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KD

RSB R

201 BRI

400 BRERE,

403 EEERESUR

409 BRI,
== E3

B2 NE=RE.

4.1.9.6 HRAFIEHEEFITIFIE - GetAgencyV5

TheEN 4R
ZEOLUABTFERETHEEETFS.
BRRUEE
WSEEFRAAPIRIERIR, WNRERKS TRIAMABRERSRIAPI, ZIAMBARFE
BEUWTEHERBIR, ESHNRIZEES WABRFIHZAIR.
A KR | RRER | KR Bl U NE2Y
3l (*J9i% I
M)
iam:agencie | Read agency * | g:ResourceTag | - -
s:getV5 /<tag-key>
URI
GET /v5/agencies/{agency_id}
& 4-343 BRE¥
2 EEWE ST ik
agency_id 2 String ERSEEZIEID, KERE
64NE, NEEFE. B
"-"HFRFE.
RS
7
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e
R 200
% 4-344 IR Body 284
B8H SR ik
agency AgencyEx object | ZFEHEEERIT.
2 4-345 AgencyEx
2% SR EEn
urn String H—RIFEBIR-
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SH SRR 1)

trust_policy String (BRI E RS S A4AYjsontg
. FHHNFHF= <> () RBIEETPIE
HFER, TEEEEEREFR,

i8S 2R TTEREIER . Fi0

sid block?,

B ARONAIN, ESEN T NIRRT
Sl Blan ("Allow” | "Deny”).

H—ITERFSAMEN, FREEE,
LARZ.. 7R fBIU0/ <policy statement>,
<policy_statement>, ... ],
TERIEVASGEEIA T EERIRENE
i

policy = {

<version_block>,

<statement_block>

}

<version_block> = "Version" : ("5.0")

<statement_block> = "Statement" :
[ <policy_statement>, <policy_statement>, ... ]

<policy_statement> = {
<sid_block?>,
<principal_block>,
<effect_block>,
<action_block>,
<resource_block?>,
<condition_block?>

}
<sid_block> = "Sid" : <sid_string>

<principal_block> = ("Principal" | "NotPrincipal") :
<principal_map>

<principal_map> = { <principal_map_entry>,
<principal_map_entry>, ... }

<principal_map_entry> = ("IAM" | "Service") :
[ <principal_id_string>, ... |
<service_principal_string>, ... ]

<effect_block> = "Effect" : ("Allow" | "Deny")

<action_block> = ("Action" | "NotAction") :
[ <action_string>, <action_string>, ... ]

<resource_block> = ("Resource" | "NotResource") :
[ <resource_string>, <resource_string>, ... ]

<condition_block> = "Condition" :
{ <condition_map> }

<condition_map> = {
<condition_type_string> :

{ <condition_key_string> : <condition_value_list> },
<condition_type_string> :

{ <condition_key_string> : <condition_value_list> },

~
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<condition_value_list> = ( <condition_value> |
[ <condition_value>, <condition_value>, ... ])
<condition_value> = "string"
created_at String FIeaEEEItelErTE.
description String FENEEEERER.
max_session_dura | Integer LR EERIEEASIEINEK, BOAR
tion 3600%, BXMESEEI/I[3600,43200],
path String IR, BRUARTE, EEIE:FEQ?—H
EBHtEMR, %Ex?&@a—/\jzy | %
\ %&?\ "'"\ "I"\ @ Y : \
BRI AR #U\"/"éi):' 19]!1[1
"foo/bar/",
agency_id String FEHEEZEID, KERMEI64NF
5, REEFE. $FM"-"N=EFSH,
agency_name String %?E:EEE%S‘E%?I KEA1F641F
11-’ /\@JE%! iﬂ%\ "_" A Y "+ N
=" "@"F0"-"BFERFE,
trust_domain_id String WEIERKSID, (XFETFTEEH, £~
FEFEERREF,
trust_domain_na | String BERIEFWKSE, NEFETEEHR, &
me FEFEEEREF.
tags Array of Tag BEMIRESZE,
objects
2 4-346 Tag
2 SR 575
tag_key String IR, _JL,L@, EE %41?\ #
:?"'—\ UK N N
"@' ﬁ%E'JEE-ﬂ , BEEEAR
@, SRR ABEER"_sys_"AFF
ék, KEEE[1,64],
RAMKE: 1
BRAKE: 64
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2 SR g
tag_value String w&E, TLeEaERENFE.
?\ ?E*?:Z.L\,{&"_" . ||.|| . ||:u . ll/ll . n_n .
ll+l|\ ||_||\ ||@||f§%ﬁl\]1}%z\g é, E_]-L\/LZEE
TERFEH, KEBEI0,128].
B2M<E: 0
BAKE: 128
KEB: 403
& 4-347 K7 Body &%
¥ SR ik
error_code String BIRE,
error_msg String EIREE.
request_id String BKRID,
encoded_authoriz | String MZERBEAERYES., BILABIESTSS
ation_message REECIRITRE
REEE: 404
7 4-348 IR Body 2%
2% SR iR
error_code String eI
error_msg String BIREE.
request_id String BXKID,
BRI
'BEHEEFE.
GET https://{endpoint}/v5/agencies/{agency_id}
Il iz 73~ 451
K&/ 200
=R AR
{
"agency" : {
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"urn" : "iam:accountid:agency:name",

"trust_policy" : "{\"Version\":\"5.0\",\"Statement\":[{\"Action\":[\"sts:agencies:assume\",\"sts::tagSession
\",\"sts::setSourceldentity\"],\"Effect\":\"Allow\" \"Principal\":{\"IAM\":[\"xxx\"1}}1}",

"created_at" : "2023-09-21T01:17:19.590Z",

"description" : "description",

"max_session_duration" : 3600,

"path" : "",

"agency_id" : "string",

"agency_name" : "name",

"trust_domain_id" : null,

"trust_domain_name" : null,

"tags" : [ {
"tag_key" : "key",
"tag_value" : "value"
1]
}
}
RS
RS iR
200 =4 An
403 R BEREINR .
404 RILEERNRI RIS
XA

iESEIRB .

4.1.9.7 IEMUSIEEIT - UpdateAgencyV5

ThEET 4R
ZEOT LR FEEEEE.
TS
WS EZPREAPINERIR, WNMRERKS FRIAMARERZRIAPI, ZIAMARE
BRENTBHRENR, ESHRITFIES IABRFIFEAIR .
=R B | RRER | KR Bl& KRRV
il (*J9i% 07
M)
iam:agencie | Write | agency * | g:ResourceTag | - -
s:updateV5s /<tag-key>
URI

PUT /v5/agencies/{agency_id}
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& 4-349 BBRBH
2¥ A% SR 1k
agency_id g2 String SEERID, KEA1E641F
&, REEF8. HFN"-"N
FRH
ERSH
7= 4-350 153k Body &%
2¥ =EWI% SR fEid
max_session_ | & Integer SEERFEASIENK, BASR
duration 3600%>, BUESEES
[3600,43200] ,
description & String SEZIEERER.
BRAXEKE: 1000
) VE=S5't
REME: 200
BRI o
K&ES: 400
# 4-351 IR Body 2%
2% SR fiik
error_code String LI
error_msg String BIREE.

WR&G: 403

% 4-352 IR Body &%

e SRR R
error_code String eI
error_msg String BIREER.
request_id String BXKID,
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28 SR ik
encoded_authoriz | String INZEEPAMELMIER, ATLUEISTSS
ation_message R OIHITHRE
JRAERG: 404
2 4-353 L7 Body &%
2% SR R
error_code String EIESIE
error_msg String BIREER.
request_id String BXKID,
REEG: 409
% 4-354 [ Body S
2 SR iR
error_code String PE TN
error_msg String BIREE,
request_id String BXKID,
BTGl
BREEERIT.
PUT https://{endpoint}/v5/agencies/{agency_id}
{
"max_session_duration" : 3600,
"description" : "description"
}
I 7~ A5
7
REB
RSB iR
200 BRI
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RS R
400 BRERE,
403 ZBERIENR
404 R FBNAYER
409 BRI,
EIxE3
B2 EIRE,

4.1.9.8 MIBR(S(EZEFE - DeleteAgencyV5

ThREN A

BRRER

URI

IEREH

iz ORI LR TR EEETE.

KSESMEAPIRIERNR, WMRERKS TRIAMBFIERSRIAP, ZIAMARE
BEINTBHRENR, ESRURIRFIES IABRIIRIR.

I g | JWIREE | SR B3 IRRRATIZAN
| (*Jib 17
M)

iam:agencie | Write | agency * | g:ResourceTag | - -

s:deleteV5 /<tag-key>

DELETE /v5/agencies/{agency_id}

& 4-355 IERESH

e BRIk SR iR

agency_id 2 String (EEE1EID, KEA1E64ANFE
'?-57 R@lg$\ %ﬂ?*ﬂ"-"ﬂg
FREH

7
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Nl fiz 22
REE: 204
BXKIN.
RS 403
7 4-356 IR Body &%
S8 SRR 3%
error_code String BIRE,
error_msg String EIREE.
request_id String BXKID,
encoded_authoriz | String IZEENAEELEBIEE, ATLAEIESTSS
ation_message REIEOIHITRER
KES6S: 404
% 4-357 IR Body 244
2% SRR 3%
error_code String ELIE N
error_msg String HEIRES.
request_id String B3KID,
REES: 409
& 4-358 M7 Body &%
28 SR ik
error_code String eI
error_msg String BIREE.
request_id String 15KID,
=Rl
IBRS1EEIE.
DELETE https://{endpoint}/v5/agencies/{agency_id}
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N 7~
7
I NEE
K& )%
204 BRI
403 IR
404 RIEIBNAVER o
409 BRI,
=S
i5E NEIRIE
4.1.9.9 IEMUSEZIBS(EREE - UpdateTrustPolicyV5
TheEN4R
ZiEOT AR FHESEEIREER
TS
WSEEFRAAPIRIERTUR, WMRERIKS TRIAMARERSRIAPI, ZIAMABRE
BENTEORBENR, ESHRIEIFIES WABRFIFEAIR
R B | WRER | KR Bl& KRR
il (*Jus 17
;)
iam:agencie | Write | agency * | g:ResourceTag | - -
s:updateTrus /<tag-key>
tPolicyV5
URI

PUT /v5/agencies/{agency_id}/trust-policy

% 4-359 BIRSH

2% =AUk SR R

agency_id 2 String SEZEIEID, KEAE64F
&, REEFE. HFM"-"M
FrEE,
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IERSH

% 4-360 153K Body 21

e EEWI%E SR R
trust_policy 2 String (BRI SRR SRR SAEY

jsont&z=, FTENFESF=<>()
RBEEFRUTHRER, A28
EEEFRES,

B =g zapvar—v~—T=1pvir: s Tl
sid block?,

B AROEIR, ESENT
AEIRAYEE . fBian ("Allow”
"Deny").

S— I TERAFSNMER, FH
EEEUK.FR. Flu0

[ <policy _statement>,

<policy statement>, ... ],
TEANEVAGERR T SE5RS
ANEIE:

policy = {

<version_block>,

<statement_block>

}
<version_block> = "Version" : ("5.0")

<statement_block> = "Statement" :
[ <policy_statement>,
<policy_statement>, ... ]

<policy_statement> = {
<sid_block?>,
<principal_block>,
<effect_block>,
<action_block>,
<resource_block?>,
<condition_block?>

}
<sid_block> = "Sid" : <sid_string>

<principal_block> = ("Principal" |
"NotPrincipal") : <principal_map>

<principal_map> =
{ <principal_map_entry>,
<principal_map_entry>, ... }

<principal_map_entry> = ("IAM" |
"Service") : [ <principal_id_string>, ... |
<service_principal_string>, ... ]

<effect_block> = "Effect" : ("Allow" |
I|Denyll)

<action_block> = ("Action" |
"NotAction") : [ <action_string>,
<action_string>, ... ]
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MR S &

SH ERWIE

SHERE %

<resource_block> = ("Resource" |
"NotResource") : [ <resource_string>,
<resource_string>, ... |

<condition_block> = "Condition" :
{ <condition_map> }

<condition_map> = {
<condition_type_string> :
{ <condition_key_string> :
<condition_value_list> },
<condition_type_string> :
{ <condition_key_string> :
<condition_value_list> },

=

<condition_value_list> =
( <condition_value> |
[ <condition_value>,
<condition_value>, ... ])

<condition_value> = "string

REB: 200
ERAIN o
RZSES: 400

7 4-361 g Body S

2% SR ik
error_code String B1=fg,
error_msg String HIR(EE

RSB 403

2 4-362 [ Body 2%
2% SR ik
error_code String B1=fg,
error_msg String BIREE.
request_id String BXKID,
encoded_authoriz | String INZEEPAMELMER, ATLUEIISTSS
ation_message R OHRITRERS

N#5hRA 01 (2025-11-10)
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REEE: 404
& 4-363 ML Body &%
2% SRR )
error_code String ELIE
error_msg String BIREE.
request_id String BKRID,
K&/ 409
K 4-364 I Body 2%
2% SRR A
error_code String BIRE,
error_msg String BIREE.
request_id String 15KID,
= ANl

BAUSEEIBEERE

PUT https://{endpoint}/v5/agencies/{agency_id}/trust-policy

{

"trust_policy" : "{\"Version\":\"5.0\",\"Statement\":[{\"Action\":[\"sts:agencies:assume\",\"sts::tagSession

\"\"sts::setSourceldentity\"],\"Effect\":\"Allow\",\"Principal\":{\"IAM\":[\"xxx\"1}}1}"

}
iz~
7
K&
7Nz E1::)% 3
200 BRI
400 BRAEFRE
403 IRBERIFINR
404 RELFWEN AR o
409 ERIR
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ZPS

52 ERE .

4.1.10 IkSIHEEETE

4.1.10.1 SREXLEIK S 1AM SLIXERIERH 1AM ECEAVEEER -

GetAccountSummaryV5

IheENA
1Z3% O LA FIREULE M S FIAMSLIRERE R AMEZTIREEE R
BRIER
W=EBFEAPIRIERNIR, REAKS FTHIAMARERZSEIAPI, ZIAMABRE
BREUTEHEREINR, EZHRIRFIES AR
FERIR B | BREER | FE5E Bl& HRFRATIZIAR
Eall (*Aw IR
;)
iam:getAcc | List - - - -
ountSumma
ryvV5
URI
GET /v5/account-summary
IBREH
7
VRS54

RS/ 200

3= 4-365 IR Body %

8% SR R

attached_policies_ | Integer BEINEIZIEHEERIT LIS D RIEH
per_agency_quota RAHE.

attached_policies_ | Integer B ANEIF LA _ERYS D RISAIRKEL
per_group_quota =,

attached_policies_ | Integer BEANEIAMA P _ER B SRESAIRKEL
per_user_quota =,

M #%hRA 01 (2025-11-10) AR © AR BRABIRAS 212



FH—SDIAIE (FThR )

APl &% 4 API
2% SR fiik
policies_quota Integer BEN SRR AHE.
policy_size_quota | Integer BN RIE R EIERISRIRIE SRR
FHH, TEETE.
versions_per_polic | Integer BE X SH R E—ATZIRERIFR KR
y_quota rHE,
policies Integer gﬂﬁ%*%%ﬁ@@ﬂ’ﬂgﬁiﬂ%ﬁ%ﬁ%%ﬂ
£,
agencies Integer S SRIEIZRIFIE R ST
BHE,
agencies_quota Integer kS aEIE SR ZIEREEFIENE
R,
users Integer S =HEItENIAMBREE, SER
R,
users_quota Integer K SaEIECIERAIAMB R LR, BiE
RAF
groups Integer IS HRItIENAREHE.
groups_quota Integer Ik SeEIECIZRAFEE LR,
root_user_mfa_en | Integer BRAFPHENEEEMFANEE .
abled
R 404
& 4-366 L7 Body &%
2% SR ik
error_code String ESIE
error_msg String EIREE.
request_id String BXKID,
=
SRERUEMK S FRIAMSAE R IBE R FIIAMECEIAREES
GET https://{endpoint}/v5/account-summary
i Rz 73~5

WR&ERS: 200

N5k 01 (2025-11-10)
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BRI
{

"attached_policies_per_agency_quota"
"attached_policies_per_group_quota" :

"attached_policies_per_user_quota" : 10,

"policies_quota"

: 1500,

"policy_size_quota" : 6144,
"versions_per_policy_quota" : 5,

"policies" : 133,
"agencies" : 50,

"agencies_quota"

"users" : 135,

: 50,

"users_quota" : 500,

"groups" : 34,
"groups_quota"
"root_user_mfa_

/T

: 500,
enabled" : 0

210,
10,

WS

fik

200

IERNA

404

RIEBMATER

tHIRD

52 EIRE.

4.1.10.2 FREULMKSHITHREIRT -

ThEE 4R

GetFeatureStatusV5

1z ORI LA FREUL IR S AYTHREIRES o

BRUER

SRIAPIERLHE B MO REEINIR

URI

GET /v5/features/{feature_name}

#* 4-367 BIZRSH

2H

Rk

SHERE

ik

feature_name | 2

=

String

B IERIME—2 R,
RIKE:
RAKE:

1
36
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APl % 4 API

IERSH

MR S4L
REHG: 200

% 4-368 ljuf Body &%

28 SHEKR ik
feature_status String INEeIRZES .

iI=P N ]]
SRENUE K SRS EINEEIR S
GET https://{endpoint}/v5/features/{feature_name}
N Rz~
REES: 200
BRI
{
"feature_status" : "on"
}
AL
RS g
200 =R AR
T
B2 EIED.

4.1.10.3 IRERSHRBRHXFIEXTFRES - SetAsymmetricSignatureSwitchV5
TheEN 4R
ZEOBTFREWSHEa KA FRE R INEE

BRER

w=EEZEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BRNTEMHRIESIR, E2a9NRIKEIES WAPRFISENIR .
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APl &% 4 API
AR DR | WIREE | R4 il ARIREIIRAR
il /(ﬁ *)73% I

iam:setAsy | Write | - - - -
mmetricSign
atureSwitch
V5

URI

PUT /v5/asymmetric-signature-switch

IBREH

% 4-369 53K Body 2%

BH B WI%E SR R
asymmetric_si | 2 AsymmetricS | IZEKSEEHBIETFREZRIN
gnature ignature 8o

object

Zk 4-370 AsymmetricSignature

e B WI%E SR R
asymmetric_si | 2 Boolean IENIFRE BT X
ghature_switc

h

) EZS
K&M: 204
SR
K&B: 403

2 4-371 IR Body 2%

e SRR R
error_code String eI
error_msg String BIREER.
request_id String BXKID,
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APl &% 4 API
2H SR )
encoded_authoriz | String IEEEVAEELRBUES., ATLAEISTSS
ation_message R OIHITHRE

=GNl

IREMSHEIFIREZ .
PUT https://{endpoint}/v5/asymmetric-signature-switch

{
"asymmetric_signature" : {
"asymmetric_signature_switch" : true
}
}

i Rz73~451
¥
RS
REB R
204 BRI
403 REIRENIR
5=
B2 EIRE.

4.1.10.4 FKEUKSIEFFRERFXTIRZ - GetAsymmetricSignatureSwitchV5s
ThEEN A
ZEO AT RS IFRIFREZ XAV,

BRRER

KSESFMEAPIRIERNR, WMRERKS TRIAMBFIERSRIAP, ZIAMAFE
BEINTBHRENR, ESRNRIRFIES IABRIIRIR.
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APl &% 4 API
AR DR | WIREE | R4 il ARIREIIRAR
il /(ﬁ *)73% I

iam:getAsy | Read - - - -
mmetricSign
atureSwitch
V5

URI

GET /v5/asymmetric-signature-switch
ERESH

T
I RESE

RSF5: 200

7 4-372 IR Body &%

2% SR ik
asymmetric_signa | AsymmetricSigna | IKSIEFFREZHXREE .
ture tureWithDomain

Id object

2 4-373 AsymmetricSignatureWithDomainld

28 ST ik

domain_id String K=ID,
asymmetric_signa | Boolean RS ZFX
ture_switch

WR&G: 403

2 4-374 IR Body 2%

2H SR iR
error_code String eI
error_msg String BIREE,
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APl &% 4 API
2% SR fR
request_id String 1B5KID,
encoded_authoriz | String INZEEPAMELMIER, ATLUBEEISTSS
ation_message R OIHITHRE

=]

IRENK SIEXIIREBFF RIS

GET https://{endpoint}/v5/asymmetric-signature-switch

I Rz 73~5
KA 200
ERAEI
{
e o
"domain_id" : "xxxxx"
, }
RS
K& 1k
200 =R
403 IRBRIERIR
e

4.1.11.1 73 1AM F{RFT LFRE - TagResourceV5

IIREN R
BAEOATLUAT AIAMERT LIRS .
BERUER

w=EEEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BRNTEMHRIESIR, E2A9NRIKEIES WPRFISENIR .
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APl &% 4 API
R PR | BRER | KR Bl& RIAYIRAN
il (*Hes 07
M)
iam:tagForR | Taggin | agency g:ResourceTag | - -
esourceV5 g /<tag-key>
user g:ResourceTag
/<tag-key>
- e (g:RequestT
ag/<tag-
key>
e (g:TagKeys

URI
POST /v5/{resource_type}/{resource_id}/tags/create
F+ 4-375 BRBH
2% =A% SR faR
resource_id 2 String FEID, KERB6ANZER,
REE=H. HFMN"-"N=FF
=2
resource_type | = String BWEER, oLl “EEER
(trust agency ) 3% “IAMF
P (user)
B3RS
7 4-376 153K Body &%
B8H =AWk SR faR
tags S Array of Tag | BENXITEIIE,
objects HURKE: 1-20
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APl &% 4 API
% 4-377 Tag
SH ERWIE SR ik
tag_key = nEsE, AR ERENE
B, #F. SR
ll:ll\ ll:ll\ ||+||\ ||_||\ u@ufg%
ESES, ERERERRES
ERELARABEER"_sys_"AFF
%, KESBEI,64],
BRIMEE: 1
RAKE: 64
tag_value 2 EE, o8& FEEIEN=E
&, HF. =HAKR" " "
n:n\ n/u\ u:u\ n+||\ n_u\ u@u
FSHESAHEE, JUREFM
&, KEBEI[0,128],
=BIMSE: 0
BAKE: 128
VRS54

R&R3: 200

% 4-378 lgi; Body 2%

24 SRR A
tags Array of Tag BENMIFETIER,
objects
% 4-379 Tag

84 SRR R

tag_key String R, JLIESEEEMEE. ¥
?\ ;IH\%LX&”_"\ "'”\ ”:"\ ":”\ "+"\
N "@'FESHNERAES, BREER
BEE B TIELARABEFER" _sys_"AFF
L, KESEEI[,64],.
BIMEE: 1
BAKE: 64
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4 API
¥ SRR i
tag_value String w&E, TLeEaERENFE.

?\ ?I:Q*gl'\/{&"_"\ ||.||\ ||:u\ ll/ll\ ||=||\
ll+l|\ ||_||\ ||@||f§%ﬁl\]1}%z\g é, E_]-L\/LZEE
FFHEH, KEBEI0,128].
=BIMEE: 0

BRAKE: 128

WR&G: 400

& 4-380 g7 Body %1

S8 SR ik
error_code String TSI
error_msg String EIREE.

K& 403

& 4-381 gL Body &%

2% SR fid

error_code String EIE

error_msg String EIREE.

request_id String 1BEKID,

encoded_authoriz | String MZERBEAELAYER., aILABIESTSS
ation_message REREOIHITREE

REEE: 404

% 4-382 @[ Body 2%

2% SR FER
error_code String ESEN
error_msg String BIREE.
request_id String BKID,
RSB 409
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APl &% 4 API
2 4-383 I Body &%§
24 SRR A
error_code String eI
error_msg String BIREE,
request_id String BXKID,
=GNl
TIEEIAMRTIRT E— MR, n&§Ekey, fr&{EAvalue,
POST https://{endpoint}/v5/{resource_type}/{resource_id}/tags/create
{
"tags" : [ {
"tag_key" : "key",
"tag_value" : "value"
1
}
i Rz~ 5
R 200
BRI
{
"tags" : [ {
"tag_key" : "key",
"tag_value" : "value"
11
}
RSB
RS R
200 IERN AV
400 BRERE
403 IREEENR
404 REKEENAER
409 BEKINE,
XA
BESIEIRE.
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APl &% 4 API

4.1.11.2 RIBREERRAIEISH5% - DeleteResourceTagsV5

ThEENT 4R
ZiEOT AR TFRMEER RO IRE o
RS2
WSEEFREAPIRIERTUR, WNRERKS TRIAMARERSRIAPI, ZIAMABRE
BENTEOREBNR, ESHRIEFIES WABRFEAIR
N Bk | JIRER | R4 Bl& REREIEAR
| (*Hws 17
)
iam::untagF | Taggin | agency g:ResourceTag | - -
orResourceV | g /<tag-key>
> user g:ResourceTag
/<tag-key>
- e (g:RequestT
ag/<tag-
key>
e g:TagKeys
URI

DELETE /v5/{resource_type}/{resource_id}/tags/delete

% 4-384 IRIZSH

8% BRI SRR ik

resource._id 2 String HIRID, KEMZI6ANESR,
REEFE. HFN"-"NFR
£

resource_type | 2 String TRER, gLl “EEEE
(trust agency ) =t “IAME
7 (user) ,
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APl & 4 API
BRESE
7= 4-385 153K Body &%
2 BARWiE SEER A
MERE | & Array of IO RTE
HAEKE: 1-20
MM 251

R&RS: 200
BRI
W&G: 400

7 4-386 UL Body 2%

2 SR R
error_code String HELIE
error_msg String BEIRMEE,

WR&65: 403

3 4-387 gk Body &

2% SR #ik
error_code String ELIE N
error_msg String EIREE.
request_id String BXKID,
encoded_authoriz | String IIZRERPAELRBIER, ATLAEESTSS
ation_message REIZEOIHITRER
RS 404
% 4-388 I Body 2%
2% SR ik
error_code String eI
error_msg String BIREE,
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APl &% 4 API
2% SRR fR
request_id String 1B5KID,

KE&G: 409

% 4-389 IR Body 2%

2% SR faig
error_code String ESIE
error_msg String EIREE,
request_id String B3KID,

(=R &Nl
MFFEE R R MRS, B0 5l /okey1. key2,
DELETE https://{endpoint}/v5/{resource_type}/{resource_id}/tags/delete

[ nkey—l ||’ nkey2u ]

N Mz 73~

7
KA
R ik
200 BRI
400 BRAEFRE.
403 IRBIRIERIR
404 REKEENAER
409 BERIPR,
$HI=AS
52 IR .
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APl &%

4 API

4.1.11.3 FBUEERFHIFTB IR - ListResourceTagsV5

TORENA

BREUSE

URI

IERSH

RS &

1z ORI LARF3RE

BERIRRIFIBIRE o

BAETI

w=EEEAPIRYERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BRNTEMHRIESIR, EZ2A9NRIKEIES WPRFISENIA .

N B | BREE | KR Bl& REREIEAR
| (*Hws 17
)
iam:listTags | List agency g:ResourceTag | - -
ForResource /<tag-key>
V5
user g:ResourceTag
/<tag-key>
GET /v5/{resource_type}/{resource_id}/tags
& 4-390 BEIESH
28 BRIk SRR iR
resource_id = String TRID, KEAE64ANZFES,
REEFE. ¥FMN"-"INFF
Fo
resource_type | 2 String BTEER, ALl “SESR
(trust agency ) 3% “IAMF
F” (user) o

K& 200
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APl &%& 4 API

2 4-391 Ui Body 2%

¥ SR ik

tags Array of Tag BHEMIREIIFER,

objects

% 4-392 Tag

2% SR 3%

tag_key String R, JLERERIEMNEE. ¥
$\ ;IH\%L\X&"_"\ "'"\ ":"\ ":"\ "+"\
" "@'FFSHERES, EREER
BB BTN ABEER"_sys_"AFF
3k, KESBEI1,64],
RIMKE: 1
RAKE: 64

tag_value String REE, JUEaERIEMN=EE. #
FoOSSKREAR" " T =
"+ @ HSEYERAS, TR
TFFER, KEBE0,128],
BIM<E: 0
BRAKE: 128

WR&65: 403

2 4-393 IR Body 2%

2% SRR R

error_code String B1=fg,

error_msg String BIREE,

request_id String BXKID,

encoded_authoriz | String INZEEPAMELMIER, ATLUEISTSS
ation_message R OHITRERS

K&EMS: 404

3 4-394 gk Body S

24

SHER

114

error_code

String

ST

N#5hRA 01 (2025-11-10)

WRIERE © EARITERAREIRAF

228



H—SDINIE (AR )

APl &% 4 API
28 SR ik
error_msg String BIREE.
request_id String 15KID,

BRI

IREUGEE R FRIPTBIRE o

GET https://{endpoint}/v5/{resource_type}/{resource_id}/tags

I 7~ A5
R&HS: 200
BRI
{
"tags" : [ {
"tag_key" : "key",
"tag_value" : "value"
1]
}
AL
RSB iR
200 BRI
403 IRBEREINR .
404 FIKEBNAIRIE
e
B2 E=EB.

4.2 STS

4.2.1 gAY Z 2 &I

BEEEEEEEERNENZERIE, RHNEEEIETRTYRRIRARILE.
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APl &% 4 API

BIRER

IKSESEFMEAPIRIERNR, WMRERKS TRIAMBFIERSRIAP, ZIAMAFE
BENTEMORENR, ESANRRIEES AR IR

IR paEdR | BEEE | FEHE Bl& ARERAOFZAY
il /% *)jJLZ I

agency *

sts:agencies: | Write g:ResourceTag | - e sts:tagSe

assume

/<tag-key>

e sts:External
Id

ssion

sts::setSo
urceldent

ity
e sts:Sourcel
dentity

e sts:Transiti
veTagKeys

e sts:Agency
SessionNa
me

o (g:RequestT
ag/<tag-
key>

e (g:TagKeys

e g:SourceAc
count

e g:SourceUr

n
URI
POST /v5/agencies/assume
RS
2 4-395 153K Header 2%
SH =AWk SHR R
X-Security- & String BT liniZ e EInRAEON,
Token Z|EE(MH “X-Security-Token”
Httpsk, BUENIGRTZSEIER
security_token=2Eg
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APl &%

4 API

% 4-396 53K Body S

2H

Wi

A
=

SHER

1%

duration_seco
nds

P
[==]

Integer

RIENIEITZ £ EIERIE AT E
(B ) . EFE, ZAiEFE
BEINTFERABRENIRASIE
FLELATIE), BEIRSTEHETSX-
Security-TokenfHeaderskA$iZ
RfIB) A BERBIL3600%) ,

=//ME: 900

eAXIE: 43200

fREME: 3600

external_id

iy

String

AMERID, FrlbiREIE AR,
BIVEE: 2
BAEE: 1224

policy

iy

String

BENKEE, REINXSIEIXE
NI ZEE RN REEAS
#BITiZ B E M SREEIEERINUR o
RIMKE: 2

BAKE: 2048

policy_ids

i1y

Array of
strings

TMERIETIER, REINRSTEIR
SR 2 SRR EE A
LSBT IZRE RIS ERIR .
EBAKE: 64

agency_urn

i

String

BtRZFERIURN,
RAKE: 1500

agency_sessio
n_name

i

String

ZRESIENRIES
BAMKE: 2
BAKE: 128

serial_number

iy

String

A& ERNMFAIRERIFS

=
BMEE: 9
BAKE: 256

token_code

iy

String

EARE4IERNMFAIRE EH6(
HFB,

=RIMKE: 6

RKIKE: 6

source_identit
y

i1y

String

AR ERVAREREBENS
o

RIKE: 2

BAKE: 64

N5k 01 (2025-11-10)

IRIERE © LATITERAGIRAT 231




FH—SDINIE (AR )

APl &% 4 API
2% BEWI%E SRR ik
tags S Array of BENMIRETIE,
TagDto
objects
transitive_tag | & Array of el Nz AN e S v
_keys strings ERIFRE TR
2K 4-397 TagDto
8% BEWYIE SRR R
key = String FREHE
BIVEE: 1
RAKE: 128
value 2 String FEE, BEATUATFHEES,
AaJLAnull,
=BI<E: 0
BRAKE: 255
IR SE
R&ES: 200
% 4-398 I Body %
8% SR ik
source_identity String AR ERYAREFRFBNEM0 .
=BIMEE: 2
RAKE: 64
assumed_agency | AssumedAgency | BixZIEER.
Dto object
credentials CredentialsDto R AYIRAT R 2 EIE
object
2 4-399 AssumedAgencyDto
8% SR R
urn String BFrZIERIURN
mAKE: 1500

N5k 01 (2025-11-10)

WRIERE © EARITERARERAF

232



H—SDIAIE (AR )

APl &% 4 API
2% SR ik
id String BirZtE—ins, 887 ZEIDM

ERERERRER
RAKE: 256

3£ 4-400 CredentialsDto

2H SR

1)

access_key_id String

GRS %2 EIERIAK
B/IMSE: 20
RAKE: 20

expiration String

[ AN NS NET

secret_access_key | String

IEATZ 2 FEUERYSK
=B/NME: 40
BRAKE: 40

security_token String

T2 2 EERYsecurity_token,

WR&ERS: 400

2 4-401 Wi Body 2%

S SRR fiia
error_code String LI
error_msg String HEIRES.

R&6G: 403

K 4-402 IR Body 2%

2 SR ik
error_code String B1=fg,
error_msg String BIREE.

encoded_authoriz | String
ation_message

INZEEPANELMER, ATLUEISTSS

REEOHITRE

WR&ERS: 404
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APlI &%

4 API

BRI

N Rz7~51

T

7 4-403 IR Body &%

2 SR R
error_code String BIRE,
error_msg String BIREE.

RS 500

7 4-404 K Body ¥

2¥ SRR fiid
error_code String LI
error_msg String EIRES.

B3 M527680d67dabb47eb82d00aTa118be145 FAIZIEYOYfCQYIGORENIMATZ £
ik,

POST https://{endpoint}/v5/agencies/assume

{

}

"duration_seconds" : 3600,

"agency_urn" : "iam::27680d67da6b47eb82d00a1a118be145:agency:Y0yfCQYIGO",

"agency_session_name" : "session1"

RS/ 200
ERIN o

{

"assumed_agency" : {

"urn" : "sts:{account_id}::assumed-agency:{agency_name}/{agency_session_name}",

"id" : "{agency_id}:{agency_session_name}"
L
"credentials" : {

"access_key_id" : "HSTANO...XBS55JLJ3",

"secret_access_key" : "EoWCQrr...SCcw4Whkt2aXKWATr",

"security_token" : "hQpjbiTXXXXXX.. XXXXXKbhBbAOTQ==",

"expiration" : "2022-09-07T03:27:51.158Z"

REES 1R

200 BRI
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AP| &% 4 API
RS R
400 BRERE,
403 ZBERIENR
404 R BN R o
500 IRBIHFRE
S

%

TS EIRB.

4.2.2 BRAEEEES

\

4.2.2.1 FRENARAESMER - GetCallerldentity

LIRENR
KEVARE (AP, &E%) 5HER.

SR
HBIAPIEA BT ES D RIERIR
URI
GET /v5/caller-identity
B3RS
2 4-405 53K Header 2#
2% =AWk SR A
X-Security- B String B aiEEEIEEREON,
Token FEBIEM “X-Security-Token”
Httpsk, BYMEANIGRIZEREIERY
security_token=Eg,
V254

RZSES: 200
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APl &% 4 API
2K 4-406 0L Body 2%
2¥ ST R
account_id String K=ID,
RAKE: 64
principal_urn String FE{KURN,
RIVKE: 4
RAKE: 1024
principal_id String E{KID,
=BMEE: 2
BRAKE: 256
KSB: 500
2 4-407 0 Body 2%
s xR R
error_code String B1=fg,
error_msg String HIREE
15K~
REUEREBNER.
GET https://{endpoint}/v5/caller-identity
M 73~ 5
K&B: 200
IERN A
{
"account_id" : "27680d67da6b47eb82d00al1a118be145",
"principal_urn" : "iam::27680d67da6b47eb82d00a1a118be145:user:user-name",
"principal_id" : "user-id"
WK
RS ik
200 BREIN .
500 RSB mHZRE
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APl &% 4 API
$EED

B2 NE=RE.
4.2.3 ENEREN

4.2.3.1 R ENEMWHIEE - DecodeAuthorizationMessage

INEEN4A
RSN RMHIIREA ,
BEER
WS EZFEAPIRNERNIE, tNRFERAKS FRIAMARIERZHRIAPI, ZIAMBRE
BRUNTEMHEREINR, BESHIRIREIES WANRFIEINIR
ERIR B | BREER | FERE Bl HRESRIIEAR
il (*Aw I
;)
sts::decodeA | Write | - - - -
uthorization
Message
URI
POST /v5/decode-authorization-message
IBRESH

% 4-408 53K Header 2%

e =A% ST ik
X-Security- B String BEnEEEIEEREON,
Token FEEEM “X-Security-Token”

Httpsk, BUENIGRZSEIERN

security_token=Eg,
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AP| &%& 4 API
7 4-409 153k Body &%
S ey SR iR
encoded_mes | 2 INERVISEREMERE, FRFERK
sage FESBRE[1,10240]
BRIMRE: 1
BXEE: 10240
N Rz SE
RZEES: 200
2 4-410 l[IKZ Body &%
2 SR ik
decoded_message | String SINEMEERIEASL -
BNMNE: 1
BAEKE: 10240
RZE&ES: 400
Z 4-411 Qi Body 2%
2 SR 7%
error_code String B1=fg,
error_msg String BIREE.
KES6S: 403
K 4-412 IR Body 2%
S8 SR 5%
error_code String LI
error_msg String BIREE,
KZSMB: 500
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APl &%

4 API

K 4-413 IR Body 2%

2H SR iR
error_code String eI
error_msg String BIREE,

iERBI

i SRS

POST https://{endpoint}/v5/decode-authorization-message

{
}

"encoded_message" : "HYOL8G1lOe3rcfgxfKVP+AK+S33eYp/rHQ4I0kJed9...rwa¥YmLp+pt/ICBwK"

e Rz 73~ 451

KR&G: 200

BRI
{
}"decoded_message" - "{\"context\":{\"user_profile\":..\"failure\":\"implicit deny by identity-based policy\"}"
RS
RSB R
200 BRI
400 BREARE,
403 IREERENIR
500 RBIwZE
e

52 EIRB .

4.3 i5aa
4.3.1 oK%
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APl &%

4 API

4.3.1.1 €EDHEERNFIER - ListAnalyzers

ThEEN B
MRS HTEENZIER.
L
WKSESMEAPIBVERINIR, MRERKS FHIAMBRIERZSRIAPI, ZIAMBRE
HENMTEHRIEINE, ESHNREIES IABRFIRANIN .
-3 Hia | BRER | KR Bl HRERAVFRIAN
1l (*Jaws IR
)
AccessAnaly | List analyzer * | - - -
zer:analyzer:
list
URI
GET /v5/analyzers
& 4-414 Query 3H
B8H W% SRR R
limit = Integer BRRKRERY,
=/ME: 1
= AX{E: 200
fR&(E: 100
marker &= String REMRC,
B/MEE: 4
BAEKE: 400
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APl &% 4 API
2H BEWI%E SR fHR
type ES String PHTEERYZEE,
e account: WKSLKIMEBIEEIS
Mg
e organization: HIRKIMNRIS
B HTES

e account_unused_access: N
SRAFERBEDHTEE

e organization_unused_access
D RN SR(FERIRIR DTS

e account_privilege_escalatio
n: KSEIRAGAADHTES

e account_iam_best_practice
! SRIAMERESLR DT

Ba
ERESH
%
Vet
K389 200
2= 4-415 [fR Body %
2H SRR R
analyzers Array of DTERIIRIER
AnalyzerSummar
y objects
page_info Pagelnfo object RHENEE.
Z 4-416 AnalyzerSummary
2H SRR R
configuration AnalyzerConfigur | SHrEsAIECEIR,
ation object
created_at String SHrEEeliEaYATIE
id String DHTERAIE—FRRET .
last_analyzed_res | String BRIAE D TR RAIE— SRR o
ource
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APl &% 4 API
2% SRR fR
last_resource_anal | String RIT—IR S EiRAYATIE] .
yzed_at
last_all_analyzed_ | String T —X D2 RIRAIRTE .
at
name String DHTEEHIRFR
organization_id String £HZRID,
status String DHTEREMRE.

e active: HiE

e creating: BlEE+
e disabled: ZH
o failed: BIEELMK

status_reason StatusReason RHEX O LS EZ MG
object 2.

tags Array of Tag BEMIRETIR,
objects

type String oiTERAYZEE,

e account: IKSKIMEBIHIRIDHTES
e organization: {HERRINERIHIDIDHT
sg

AR

e account_unused_access: WS4k
ERBIRDTES

e organization_unused_access: £HZR
JARERBEDHEE

e account_privilege_escalation: W=
RIRBUBIR D HTES

e account_iam_best_practice: TKSZK
IAMER{ESEEE S 1TEs

urn String PDITESHYE— R IRIRIR T o

Z 4-417 AnalyzerConfiguration
¥ ST )%

unused_access unused_access KREBANAIDDHrEEAIECEIR
object
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4 API
£ 4-418 unused_access
2% SRR R
unused_access_ag | Integer D ERIITIRKEL
€ =/IME: 1
=X{E: 180
HREE: 90
unused_analysis_r | UnusedAnalysisR | R{ERS N,
ule ule object
2 4-419 UnusedAnalysisRule
2 SR A
exclusions Array of HEBRARN o
UnusedAnalysisR
uleCriteria
objects
2 4-420 UnusedAnalysisRuleCriteria
¥ SRR g
account_ids Array of strings K=ID%FE,
=BME: 1
RAKE: 36
BKE: 1-2000
resource_tags Array of Tag HRFREYZE
objects A E: 1-20
XH5hRA 01 (2025-11-10) RN © L ARITERAGRAS 243



FH—SDIAIE (AR )

AP| &%& 4 API
2% 4-421 StatusReason
S SRR ik
code String PHEESIKSHRER .
e delegated_administrator_deregister
ed: EREERRTMH
e trusted_service_disabled: BJ{EiRS%
it
e internal_error: PIEBEEIR
e organization_deleted: ‘B HIi&
e service_linked_agency_creation_faile
d: IRSSKEXZIECIZERELM
details String DRSS RER
2k 4-422 Tag
¥ SRR ik
key String IR
value String SRR F T B(E,
£ 4-423 Pagelnfo
¥ SRR g
current_count Integer HBITIHRIIREL .
next_marker String MRFEEZSATHENEE, IBRIZER
o] L HEn N PR ENES,
EREARIRIER, EaLERCE
?ﬁéﬁlqﬂﬁﬁﬁlﬂﬁﬁ LUAB &I HHAY T —
D o L: _LlZEEL | Q*EE; E:I:U
next_markerﬁliljjnull
=R
IEERDHTRAITIE,
GET https://{hostname}/v5/analyzers
M Rz~

K& 200
OK

N5k 01 (2025-11-10)
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APl % 4 API

{
"analyzers" : [ {
"created_at" : "2023-09-07T07:26:23.440Z",
"id" : "{analyzer_id}",
"last_analyzed_resource" : "iam:{domain_id}:agency:{agency_name}",
"last_resource_analyzed_at" : "2023-09-07T07:26:23.440Z",
"name" : "my-analyzer",
"status" : "active",

"tags" : [ {
"key" : "key-1",
"value" : "value-1"
11

"type" : "account",

"urn" : "AccessAnalyzer:{region_id}:{domain_id}:analyzer:{analyzer_id}"
11
"page_info" : {

"current_count" : 1,

"next_marker" : null

)
)
NG
RS R
200 oK
iRt

52 EIRB.

4.3.1.2 BIE S HrEs - CreateAnalyzer

IIREN A
AR STEBL IR,
BRUER

WKSESEFMEAPIRIERNR, WMRERKS TRIAMBFIERSRIAP, ZIAMAFE
BEINTBHORENR, ESRNRIRFIES IR

A B | BWRER | KR Bl& RGO
2l (*Hws 17
M)

AccessAnaly | Write | analyzer * | - - iam:agencie
zer:analyzer: s:createServi
create - e g:RequestT celLinkedAge

ag/<tag- ncyV5

key>

e g:TagKeys
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APl &%

4 API

URI

POST /v5/analyzers

IBREH

% 4-424 {53k Body S

2% =AWk SR R
configuration | & AnalyzerConf | SHrE2RYECEIN,
iguration
object
name = String SHTEERIRTR
tags &= Array of Tag BENMIRESIE,
objects HUAEE: 1-20
type 2 String DHTRRRIREL,
e account: IKSIMERIHIAIS
Hreg
e organization: HIAKIMNERIS
EIFaXiner
e account_unused_access: N
SRARERBEDHTE
e organization_unused_access
D RNRRFERIRIE DTS
e account_privilege_escalatio
n: WKSEIEBOBEIDITES
e account_iam_best_practice
! IKSRIAMER(ELE ST
2K 4-425 AnalyzerConfiguration
2% =AWk SR RER
unused_acces | & unused_acces | SKERBRIARIDHERAYECEIR .
s s object

N#5hRA 01 (2025-11-10)
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APl && 4 API
3£ 4-426 unused_access
2% =A% SR 1)
unused_acces | & Integer R D ITERAITRIZ R ES -
s_age =IME: 1
BAE: 180
Hhe&(E: 90
unused_analy | & UnusedAnaly | R{ERS N,
sis_rule sisRule object
2 4-427 UnusedAnalysisRule
2 =AWk SHER faR
exclusions & Array of HEBSFRM
UnusedAnaly
sisRuleCriteri
a objects
2 4-428 UnusedAnalysisRuleCriteria
¥ =AWk SHEER i
account_ids B Array of KSID3IZE .
strings 2MEE: 1
BRAKE: 36
BKEE: 1-2000
resource_tags | & Array of Tag RERESER,
objects SRR 1 - 20
2 4-429 Tag
2 BRIk SR i)
key = String FRESHE,
value 2 String Eir& BN =FEE,
N Rz SE
RSB 201
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APl &% 4 AP
2 4-430 IR Body &%§
2% SRR HR
id String DITESHIE—IRIR T o
urn String DHTERAIE—RIERRG
=P

NGRS E BRI DTSR
POST https://{hostname}/v5/analyzers

{
"name" : "my-analyzer",
"tags" : [ {
l|keyl| : llkey_1|l’
"value" : "value-1"

1

"type" : "account"

}

e Rz 73~ 451
RSB 201
Created
{

"id" : "{analyzer_id}",
"urn" : "AccessAnalyzer:{region_id}:{domain_id}:analyzer:{analyzer_id}"

}
REB
RSB 0%
201 Created
BI=0
B2 EIRE .

4.3.1.3 BRIEERISHTES - ShowAnalyzer

IREN 4R
RREXIEESTBIER.
BRUER

w=EEEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE

BEITEHORENR, ESRNRIRFIES IABRFIRIR .
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APl &%& 4 API
AR PR | BRER | KR Bl& KRR
3l (*J9i% 07
M)
AccessAnaly | Read analyzer * | g:ResourceTag | - -
zer:analyzer: /<tag-key>
get
URI

GET /v5/analyzers/{analyzer_id}

% 4-431 BIZS¥

BH = WI% SR R
analyzer_id 2 String DTERINE—RRRT .

BIVEE: 1
BAKE: 36

IBREH

VeS8
RHG: 200

K 4-432 IR Body 2%

2% SRR ik
analyzer AnalyzerSummar | @&5XHHENER.
y object

2K 4-433 AnalyzerSummary

2% ST R
configuration AnalyzerConfigur | D Hr2EAIECEIN

ation object
created_at String TR BUEERYATE)
id String DHTERAIE— R .
last_analyzed_res | String RIS TR R — SRR o
ource
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APl &% 4 API
2% SRR fR
last_resource_anal | String RIT—IR S EiRAYATIE] .
yzed_at
last_all_analyzed_ | String T —X D2 RIRAIRTE .
at
name String DHTEEHIRFR
organization_id String £HZRID,
status String DHTEREMRE.

e active: HiE

e creating: BlEE+
e disabled: ZH
o failed: BIEELMK

status_reason StatusReason RHEX O LS EZ MG
object 2.

tags Array of Tag BEMIRETIR,
objects

type String oiTERAYZEE,

e account: IKSKIMEBIHIRIDHTES
e organization: {HERRINERIHIDIDHT
sg

AR

e account_unused_access: WS4k
ERBIRDTES

e organization_unused_access: £HZR
JARERBEDHEE

e account_privilege_escalation: W=
RIRBUBIR D HTES

e account_iam_best_practice: TKSZK
IAMER{ESEEE S 1TEs

urn String PDITESHYE— R IRIRIR T o

Zk 4-434 AnalyzerConfiguration
¥ ST )%

unused_access unused_access KREBANAIDDHrEEAIECEIR
object
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4 API
3£ 4-435 unused_access
2% SRR R
unused_access_ag | Integer D ERIITIRKEL
€ =/IME: 1
=X{E: 180
HREE: 90
unused_analysis_r | UnusedAnalysisR | R{ERS N,
ule ule object
2 4-436 UnusedAnalysisRule
2 SR A
exclusions Array of HEBRARN o
UnusedAnalysisR
uleCriteria
objects
2 4-437 UnusedAnalysisRuleCriteria
¥ SRR g
account_ids Array of strings K=ID%FE,
=BME: 1
RAKE: 36
BKE: 1-2000
resource_tags Array of Tag HRFREYZE
objects A E: 1-20
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APl % 4 API

£ 4-438 StatusReason

28 SHER faik

code String PITEEHRASHIRE .

e delegated_administrator_deregister
ed: ZIEEIERRT

e trusted_service disabled: AJ{ZHRSS
KR

e internal_error: PIEREEIR

e organization_deleted: 2R

e service_linked_agency_creation_faile

d: BRSSKEXZFEEIEEXMW

details String DR EEPRSAYEARER
2 4-439 Tag

2% SRR Rk

key String REHE

value String ShrSRRBINFREE,

iERpI
RERBXIEESTEAIER .

GET https://{hostname}/v5/analyzers/{analyzer_id}

N Bz 71
K&RB: 200
oK
{

"analyzer" : {
"created_at" : "2023-09-07T07:51:10.502Z",
"id" : "{analyzer_id}",
"last_analyzed_resource" : "iam::{domain_id}:agency:{agency_name}",
"last_resource_analyzed_at" : "2023-09-07T07:51:10.502Z",
"name" : "my-analyzer",
"status" : "active",

"tags" : [ {
"key" : "key-1",
"value" : "value-1"
jap

"type" : "account”,
"urn" : "AccessAnalyzer:{region_id}:{domain_id}:analyzer:{analyzer_id}"
}
}
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APl &% 4 API
KD
IRZERD ik
200 OK
Z) e
52 EIRB.

4.3.1.4 HRIEEM 1TSS - DeleteAnalyzer
TheEEN4A
MFcIEERNDITEE . DiTasE BT BIRESRESHMIER

BRBUER

KSESEAPIRIERNR, WMRERKS TRIAMBFIERSRIAP, ZIAMAFE
BEINTBHRENR, ESRRIRFIES IABRIIRZIR

I B | RRER | KR Bl& ARSI
2l (*Hws 17

M)
AccessAnaly | Write | analyzer * | g:ResourceTag | - -

zer:analyzer: /<tag-key>
delete

URI

DELETE /v5/analyzers/{analyzer_id}

& 4-440 RS

2% AUk SR R

analyzer_id 2 String DHTeRRYE— IR o
BAMRE: 1
BRAKE: 36

p
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APl &% 4 API
ID)VE=S5't
K&M: 204
Deleted
7
(=R GNl
MIFRIEERI DTS .
DELETE https://{hostname}/v5/analyzers/{analyzer_id}
i sz~
7
R&HD
RS iR
204 Deleted
HEI=D
BESIEEIRG.

4.3.1.5 EFiEESHrEERYECE - UpdateAnalyzer

ThEE TR
ETEE D TeshIEcE .
B ETS
WKSESMEAPIBVERINIR, MRERKS FTHIAMBRIERZSRIAPI, ZIAMBRE
BRENTEHRENR, ESHRIEIFIES WABRFIRAIR .
IR Bk | JIRER | SRR al& REREIEEAR
il (*Hws 171
m)
AccessAnaly | Write | analyzer * | g:ResourceTag | - -
zer:analyzer: /<tag-key>
update
URI
PUT /v5/analyzers/{analyzer_id}
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APl &% 4 API
T 4-441 BRBY
2% =R wI% SR ik
analyzer_id 2 String DITEENE—RRRT .
BMEE: 1
RAKE: 36
RS
7 4-442 {55k Body 2%
2% BEWI% SR fiHid
configuration | & AnalyzerConf | SHrE2RYECEIN,
iguration
object
2R 4-443 AnalyzerConfiguration
2% =EwI% SR fiEid
unused_acces | & unused_acces | K{FEFRIAEAISTTEEHIBCEIR
s s object
2R 4-444 unused_access
2% BEWI% SR ik
unused_acces | & Integer SR DTS RAITUE R EL
>-age =/ME: 1
B K{E: 180
HREE: 90
unused_analy | & UnusedAnaly | SRERS RN
sis_rule sisRule object
2k 4-445 UnusedAnalysisRule
2% BEWI% SR R
exclusions &= Array of HEBRFRM
UnusedAnaly
sisRuleCriteri
a objects
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AP| &%& 4 API
2K 4-446 UnusedAnalysisRuleCriteria
24 =% SRR R
account_ids 5 Array of KSIDFIZE
strings 2MEE: 1
RAKE: 36
HAKE: 1-2000
resource_tags | & Array of Tag | BRIREIIZR,
objects éﬁléﬁtﬁf;" 1-20
Z 4-447 Tag
2H BE W% SR fHR
key = String R,
value 2 String SirgE B N=r5E8E,
V254
R&E3: 200
OK
7o
1= Nl
BEiEE S TesiIEE
PUT https://{hostname}/v5/analyzers/{analyzer_id}
{
"configuration" : {
"unused_access" : {
"unused_access_age" : 30,
"unused_analysis_rule" : {
"exclusions" : [ {
"account_ids" : [ "123", "456" ]
W
"resource_tags" : [ {
"key" : "key-1",
"value" : "value-1"
W
"key" : "key-2",
"value" : "value-2"
11
]
}
}
}
}
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API 5% 4 API
M 73~ 51
7
TN
K& A
200 oK
=g
52 SR

4.3.1.6 Y BEFHEER N A TFIEERRERISKES - StartResourceScan

ThEe A
Y ENFHRIEN TR E R RRIRE .
BRUER
WSEEFRBEAPIRIERIIR, WMRERAKS TRIAMABRERSRIAPI, ZIAMBRE
BENTEMHRENR, EZAMNRRIEES WABRFIRE IR
=R HEg | WIRER | Fi4RE Bl& RIAVIRAN
2l (s T
)
AccessAnaly | Write | analyzer * | g:ResourceTag | - -
zer:analyzer: /<tag-key>
scan
URI

POST /v5/analyzers/{analyzer_id}/scan

% 4-448 BIRSH

e EE W% SR R
analyzer_id 2 String DTERE—RRRT .

BRIKE: 1
BRAKE: 36
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APl &%& 4 API
BREH
7= 4-449 153Kk Body &%
S BRIk SHEER i)
resource_id & String RRAIE—IRR
BMEE: 1
mAKE: 36
resource_own | & String HEZENKSID,
er_account
resource_proj | & String BEFRENIRBERMRS
ect_id BEAKE: 36
resource_urn | 2 String BB HE—FIBEIRRRT
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APl &%

4 API

SH

SHERE

%

finding_type

String

BIADHEERER,

e external access: JMERiIE

e privilege_escalation: 124X
a1l

e unused_iam_user_access_ke
y: KERBIBIOESH

e unused_iam_user_password
: RERZER

e unused_permission: Z{$FH
PR

e unused_iam_agency: *kf#

RZEE

e iam_bp_root_user_has_acce
ss_key: JIRFPEPEAK/SK

e iam_bp_access_api_with_pa
ssword: fSEFAZR3IEIEIAPI

e iam_bp_login_protection_di

sabled: RABEFRIFRIF

e iam_bp_mfa_unconfigured
: RYPEMFA

e iam_bp_assign_high_risk_sy
s_policy_or_role_to_user:
HEFEFEXE R
HAEE

e iam_bp_attach_high_risk_sy
s_identity_policy_to_user:
HEFPEFEFENERESRS N
R

e iam_bp_assign_high_risk_sy
s_policy_or_role_to_agency
C NEREERTFENRERSR
[ E1=E) =)

e iam_bp_attach_high_risk_sy
s_identity_policy_to_agency
D NEREERTENRERS
DR

e
KR&MB: 200
OK
7
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APl &% 4 API
=GNl
SZBIFRIFEN A e E R IRRISRES o
POST https://{hostname}/v5/analyzers/{analyzer_id}/scan
{
"resource_owner_account" : "{analyzer_id}",
"resource_urn" : "iam::{domain_id}:agency:{agency_name}",
"resource_id" : "{agency_id}"
}
I 7~
7
RS
RS R
200 OK
e
BESIEIRB.
4.3.2 FHRN

4.3.2.1 JHIEERN TR CIZE AN - CreateArchiveRule

ThEEN A

=Y

Tl

URI

=

Zg;‘é‘?ﬁﬁ’ﬂﬁj\ﬁ%%@ﬂ@ﬁﬁfmmo FHERN =B FREFFSSECIEMN BT FrE X5
ISR

w=EEMEAPIRYERSIR, INRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BRNTEMHRIESIR, E2A9NRIKEIES WAPRFISNIR

IR hiEgk | WRER | KR il HRERAVIEAY
Bl (*R IR
)
AccessAnaly | Write | archiveRu | - - -
zer:archiveR le *
ule:create

POST /v5/analyzers/{analyzer_id}/archive-rules
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APl &% 4 API
£ 4-450 18122
ol BE Ik SRR )%
analyzer_id 2 String DTERE—IRRA .
BIVEE: 1
BRAKE: 36
BRESE
7 4-451 153K Body &%
2% =Bk SRR ik
filters 2 Array of CECEIREIAYIHIE DS RAYTE
FindingFilter | %228,
objects BEKE: 1-10
name = String SIEFEMNAIZTR,
R 4-452 FindingFilter
2% BBk SRR )%
criterion g Criterion BEEEImERPERISEG,
object RZEREE—TEER.
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APl &%

4 API

B SHERE

%

String

resource: RIEURN
resource_type: &iRAEE
resource_owner_account:
RBEFIBEKS
is_public: AEHEIR
id: DHTEERID

status: DHTEEREE
principal_type: E{F3HE!
principal_identifier: /&
Identifier

change_type: DFERIRTE
Ry te

existing_finding_id: 28%
HrE5RID
existing_finding_status: &
BoOERINE
condition.g:PrincipalUrn:
F{KURN
condition.g:Principalld: =%
{KID
condition.g:PrincipalAccoun
t: EARKS
condition.g:PrincipalOrgld:
ZE{KOrgID
condition.g:PrincipalOrgPat
h: EAHRHEHARRER
condition.g:PrincipalOrgMa
nagementAccountld: F{&
(RMAEERSID
condition.g:Sourcelp: J&IP

condition.g:SourceVpc: &
VPC

condition.g:SourceVpce: &
VPCE

finding_type: PHTLEERAEEY

N#5hRA 01 (2025-11-10)
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APl % 4 API

2 4-453 Criterion

¥ BRI SHEER i)
contains =S Array of BEUECIFEEEN ‘887 28
strings o
HEAKE: 1-20
eq B Array of ELEiEiEeEl ‘ETF B8
strings Fo
HAKE: 1-20
exists B Boolean EVERFEEEEN TR IEE
Fo
neq S Array of BUEIHESEN ‘AEFET B8
strings o
HAKE: 1-20

R S &

R&mS: 201

% 4-454 u K Body &%

28 SR 1%
id String RN A E—IRR o
urn String FEERN B EE— AR o

BRI

JIEERI STt FAENN FAMN S Bl S eI Z RN AT FrE X & 4RY
SR

POST https://{hostname}/v5/analyzers/{analyzer_id}/archive-rules

"filters" : [ {
"criterion" : {
"eq" : [ "iam:agency" ]
h?

"key" : "resource_type"

11

"name" : "my-archive-rules"

}

N Mz 73~
KEB: 201
Created
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APl &% 4 API

{
"id" : "{archive_rule_id}",
"urn" : "AccessAnalyzer:{region_id}:{domain_id}:archiveRule:{analyzer_id}/{archive_rule_id}"

}

RS
RSB )%
201 Created
=g
52 EIRB.

4.3.2.2 KR FIEES TR CIZEAFEMNIAY5IZ - ListArchiveRules

ThEEN 4R
QREED TR eIZNFEHMNTIE.
BRRUEE
WKSESZMEAPIBVERINR, MRERKS FHIAMABRERZSRIAPI, ZIAMARE
HEUWTHHEREBIR, ESHNRIZEES WABRFIRZIR.
I KA | BRER | K4 Bl& ARSI
3l (*J9% 17
M)
AccessAnaly | List archiveRu | - - -
zer:archiveR le *
ule:list
URI

GET /v5/analyzers/{analyzer_id}/archive-rules

% 4-455 BRSH

2% AUk SR R
analyzer_id 2 String DHreRRYE— R o

=RIMKE: 1
BXKE: 36
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APl &%

4 API

2K 4-456 Query ¥

24

SHER 1)

limit

EK YA
=Bk
A

Integer BRRKRERH.
=IME: 1

B K{E: 200
TREME: 100

marker

1y

String NHEHRIC
BMEE: 4
BRAEKE: 400

BREH

=351
JRASED: 200

% 4-457 9R; Body 2%

24

SHEE

ik

archive_rules

Array of

ArchiveRuleSum
mary objects

SRS TR EIERIFEMNAITIER

page_info

Pagelnfo object | TWEANSE.

% 4-458 ArchiveRuleSummary

2% SRR )%

created_at String SR FEMNAYRTIE]

filters Array of PLAcERBIRVIG A D HTERAYTFIERS
FindingFilter
objects

id String FEMNAYE—IRR .

name String SIERFEMNAYEZTR,

updated_at String LREFHFEHNAYETE] o

urn String FEMNBIE—REARR T o
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APl &%
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2K 4-459 FindingFilter

2%

SHER

fik

criterion

Criterion object

21E EHFIERPERINEG. &SR
BEE—MNEEM .

}

key

String

TTERE .

e resource: FEURN

e resource_type: &iREH

e resource_owner_account: HiIEFIE
k=S

e is_public: AHIFEIR

o id: DITEERID

PSR

e principal_type: F{fHY

e principal_identifier: F{Aldentifier

e change_type: DITERIKSHITNL

e existing_finding_id: E&GHITLERID

a1

e status:

e existing_finding_status:
%4*"—1\

e condition.g:PrincipalUrn: =E{KURN

e condition.g:Principalld: F{AID

e condition.g:PrincipalAccount: F{&
K=

e condition.g:PrincipalOrgld: FE{K
OrglD

e condition.g:PrincipalOrgPath: /&
ARIRE

e condition.g:PrincipalOrgManageme
ntAccountld: EAERBIEMKSID

JRIP
iEVPC

e condition.g:SourceVpce: JRVPCE
DTEERER

e condition.g:Sourcelp:

e condition.g:SourceVpc:

e finding_type:

3£ 4-460 Criterion

2%

SHEE

i1}

contains

Array of strings

EPCEciritsRnl ‘B8 BEM.
ﬁﬂkr;. 1-20
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2H SRR )
eq Array of strings EvEimikesly “EF7 185
HAKE: 1-20
exists Boolean ELFeiFiEssl ‘TR B8,
neq Array of strings ZEiFIRRM “AETF IEEF.
HAKE: 1-20
£ 4-461 Pagelnfo
2% SR R
current_count Integer LFIRPHIIRE
next_marker String MREFEEZTHENGEL, BAZER
A L HEI N PR ENEE,
EREARLERIER, EaLEimCE
RSYPFERLE, LEREaHAIT—
. BWZEEXNIIRE, BE
next_markeriR[E]anull,
=P ANl

KRERDIEES TR EIZRIFERNAYTIZR

GET https://{hostname}/v5/analyzers/{analyzer_id}/archive-rules

N Rz 7~
REF: 200
oK
{

"archive_rules" : [ {
"created_at" : "2023-09-07T08:35:41.997Z",
"filters" : [ {
"criterion" : {
"eq" : [ "iam:agency" ]
L
"key" : "resource_type"
11
"id" : "{archive_rule_id}",
"name" : "my-archive-rules",
"updated_at" : "2023-09-07T08:35:41.997Z",
"urn" : "AccessAnalyzer:{region_id}:{domain_id}:archiveRule:{analyzer_id}/{archive_rule_id}"
11
"page_info" : {
"current_count” : 1,
"next_marker" : null
}
}
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KD
IRZERD ik
200 OK
Z) e
52 EIRB.

4.3.2.3 EREXEFEMNEYSE - ShowArchiveRule

IhEeN4a
WERBXFEANNES .
A
W=SEBEBFMEAPIRIERNIR, WRERAKS FTHIAMARIERZSEIAPI, ZIAMBRE
HENMTSHRIEINE, ESHNRFIES IARFIRANIR .
F=AIR B | BEEE | FEEE Bl HRERAVFIAN
Eill (*J9s IR
;)
AccessAnaly | Read archiveRu | - - -
zer:archiveR le *
ule:get
URI
GET /v5/analyzers/{analyzer_id}/archive-rules/{archive_rule_id}
X 4-462 IR1ZSH
2% BEWI% SRR R
analyzer_id = String PHTEREIE—IRRE .
BIVEE: 1
RAKE: 36
archive_rule_i | 2 String FEEMNBIE—RIRRT
d BIVEE: 1
RAKE: 36
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IERSH

RS &

RZSES: 200

R 4-463 g Body 2%

2% SEEER R
archive_rule ArchiveRuleSum | SHrE56IZAIFRFIN ,
mary object

% 4-464 ArchiveRuleSummary

28 ST fEiR

created_at String SIE N AYATE] o

filters Array of LECEIRBIAYH DD HTERAYTFIESS o
FindingFilter
objects

id String FE A ME—RIRTT o

name String SIEFEMNAIEZIR,

updated_at String ERE NIRRT E

urn String FEN A E—RIEIRR T

2K 4-465 FindingFilter

24

e St

ik

criterion

Criterion object

BEEHFREPERIENE. RER
fEE—IEERM.
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2% SR fiik
key String TR

e resource: FHiIRURN

e resource_type: &[RRI

e resource_owner_account: HiRFFHE
EKS

e is_public: AILiFHER

o id: DHITEERID

e status: DHTLERER

e principal_type: FE{REH

e principal_identifier: F{fldentifier

e change_type: DITERIKEHITN

e existing_finding_id: 2BEDITLERID

e existing_finding_status: 2B
RRE

e condition.g:PrincipalUrn: ZE{KURN

e condition.g:Principalld: ZE{KID

e condition.g:PrincipalAccount: FE{&
k=S

e condition.g:PrincipalOrgld: FE{K
OrglD

e condition.g:PrincipalOrgPath: F{&
ANFRR

e condition.g:PrincipalOrgManageme
ntAccountld: F{AALMEIREMWKSID

e condition.g:Sourcelp: J&IP

e condition.g:SourceVpc: jEVPC
e condition.g:SourceVpce: jEVPCE
e finding_type: SDHTEERAEE

3£ 4-466 Criterion

2% SR Rk

contains Array of strings ELfeiFiEssl ‘B8 7 B8,
FHAKE: 1-20

eq Array of strings ZLEeimiEeEN “EF B8R/
HAKE: 1-20

exists Boolean EUECTmikRRY “FE I8
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2% SR fR
neq Array of strings ELFeiFiEEl “AET” BER/ .
HAKE: 1-20

ISRl
RREXFEAER.

GET https://{hostname}/v5/analyzers/{analyzer_id}/archive-rules/{archive_rule_id}

M Rz~
RSB 200
OK
{

"archive_rule" : {
"created_at" : "2023-09-07T08:35:41.997Z",
"filters" : [ {
"criterion" : {
eq" : [ "iam:agency" ]
h
"key" : "resource_type"
11
id" : "{archive_rule_id}",
"name" : "my-archive-rules",
"updated_at" : "2023-09-07T08:35:41.9972",
"urn" : "AccessAnalyzer:{region_id}:{domain_id}:archiveRule:{analyzer_id}/{archive_rule_id}"

)
)
W&
/NG iR
200 oK
tHIRtG

52 EIRG .
4.3.2.4 IFRIEERIFIEFN - DeleteArchiveRule
TheeN 4

pREERFERIN o

BRUER

w=EEMEAPIRYERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BRNTEMHRIESIR, E2A9NRIKEIES WAPRFIENIR .
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IR Bak | BEEB | K4 3= HRBIAYIEAY
bl (*Fs I
)
AccessAnaly | Write | archiveRu | - - -
zer:archiveR le *
ule:delete
URI
DELETE /v5/analyzers/{analyzer_id}/archive-rules/{archive_rule_id}
% 4-467 BRIZSH
2% =AWk SR A
analyzer_id 2 String DHreRRYE— TR o
=RIMSE: 1
RAKE: 36
archive rule i | 2 String FENBIE—RRT .
d B/MRE: 1
RAKE: 36
B2
7
RS &
REMG: 204
Deleted
y
=R N
BRI ERITFAEFRN o
DELETE https://{hostname}/v5/analyzers/{analyzer_id}/archive-rules/{archive_rule_id}
Ml iz 73~ 451
y
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RS
RSB )%
204 Deleted
S
52 EIRB.

4.3.2.5 EHEEFEMNAYSFNE - UpdateArchiveRule

ThEEN 4B
B EFEIN R RAFE,
L
W=SEBEBFMEAPIRIERNIR, WRERAKS FTHIAMABRIERZSEIAPI, ZIAMABRSE
HENTESHRIEINE, EZHNRFIES IABRFIRANIR
F=AIR B | BEEE | FEEE Bl HRERAVFIAN
Eill (*J9s IR
;)
AccessAnaly | Write | archiveRu | - - -
zer:archiveR le *
ule:update
URI
PUT /v5/analyzers/{analyzer_id}/archive-rules/{archive_rule_id}
F+ 4-468 IR1ZBH
2% BEWI% SRR R
analyzer_id 2 String DHTeRRYE— IR o
RIMRE: 1
RAKE: 36
archive_rule_i | 2 String FEEMNBIE—RIRRT
d BIVEE: 1
RAKE: 36
SCHEhRZAS 01 (2025-11-10) WRINERE © £ ATITERABIRAE 273



F—BAMAIE (iR )
APl &%
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IERSH

% 4-469 753K Body S

S BRI SHEER i)

filters 2 Array of B EIR[EIA9A B D45 R AT
FindingFilter | %28,
objects HOAEE: 1-10

K 4-470 FindingFilter

¥ A% SR R

criterion = Criterion EREKIFIEEP AR,
object RZEREE—MEER
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B SHERE

%

String

resource: RIEURN
resource_type: &iRAEE
resource_owner_account:
RBEFIBEKS
is_public: AEHEIR
id: DHTEERID

status: DHTEEREE
principal_type: E{F3HE!
principal_identifier: /&
Identifier

change_type: DFERIRTE
Ry te

existing_finding_id: 28%
HrE5RID
existing_finding_status: &
BoOERINE
condition.g:PrincipalUrn:
F{KURN
condition.g:Principalld: =%
{KID
condition.g:PrincipalAccoun
t: EARKS
condition.g:PrincipalOrgld:
ZE{KOrgID
condition.g:PrincipalOrgPat
h: EAHRHEHARRER
condition.g:PrincipalOrgMa
nagementAccountld: F{&
(RMAEERSID
condition.g:Sourcelp: J&IP

condition.g:SourceVpc: &
VPC

condition.g:SourceVpce: &
VPCE

finding_type: PHTLEERAEEY
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4

API

2 4-471 Criterion

B8H =E W% SR R
contains e Array of ELEiFiEeEl ‘B8 B8
strings o
HAKE: 1-20
eq & Array of SURAEEN ‘ST EE
strings o
#HAKE: 1-20
exists =S Boolean EILEfHiEREN “FE B8
Fo
neq S Array of EIUEHIESEN ‘“AET B8
strings o
HAKE: 1-20
VRS54
R&E3: 200
OK
7
=GNl
B E AN AYREFNE,
PUT https://{hostname}/v5/analyzers/{analyzer_id}/archive-rules/{archive_rule_id}
"filters" : [ {
"criterion" : {
"eq" : [ "iam:agency" ]
%
"key" : "resource_type"
o
"criterion" : {
"eq" : [ "obs:bucket" ]
%
"key" : "resource_type"
1
}
i Rz~ 5
7
RS
REHE A
200 OK
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4.3.2.6 NAHEFERN - ApplyArchiveRule

INRENA
PAUE A TS MU B F R E AN R IMBEER .,
BRER
WS EZFREAPIRNERNIE, tNRFERAWS FTRIAMARIERZERIAPI, ZIAMBRE
BRUNTEMHRIENIR, B2 RIREIES WABRFIEINIR,
IR Bk | BRER | K4 o= HREAVFEAY
a1l (*Aw I
)
AccessAnaly | Write | archiveRu | - - -
zer:archiveR le *
ule:apply
URI
POST /v5/analyzers/{analyzer_id}/archive-rules/{archive_rule_id}/apply
xR 4-472 BRIZBH
2% =AWk SHERR faR
analyzer_id 2 String DTERIE—RRRT .
RIMSE: 1
RAKE: 36
archive rule i | 2 String RN B E—HRIRRT
d BMRE: 1
=RAKE: 36
IBRESH
7o
RESE
RSB 200
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OK
x

=BG

OB TS FEMN N AT EFEMNRHRIIIEER.

POST https://{hostname}/v5/analyzers/{analyzer_id}/archive-rules/{archive_rule_id}/apply

Ml Bz 73<5)
¥
NV
RS@ | R
200 OK
e
ES IR,

4.3.3 DTSR

4.3.3.1 RRIBESHTRERRIBRISITERSIZE - ListFindings

ab
ThEEN 4R

RERIBED TR EMRINIESITERTIZ.

RS
WS EBFBAPIERIR, WMRERAKS FRIAMAFERZERIAPI, ZIAMARE
BRI TBMHRENR, ESHRITFIES IABRFIFEAIR .
N B | JIRER | R4 Bl& T2
il (*Hwes Ty
)
AccessAnaly | List analyzer * | g:ResourceTag | - -
zer:analyzer: /<tag-key>
listFindings
URI

POST /v5/analyzers/{analyzer_id}/findings
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= 4-473 BBRBY
el =AWk SR R
analyzer_id 2 String DTERE—IRRA .
BIVEE: 1
RAKE: 36
IBRESH
& 4-474 153k Body 2%
2% =AWk SR ik
filters e Array of LECEIRBIAYAIR D HTLERAITE
FindingFilter | %228,
objects HUREE: 1-20
limit & Integer BRRKRERY,
marker & String TRAEFRIC.
Zk 4-475 FindingFilter
2% BRWIE SR HHR
criterion 2 Criterion ErEKIFIEE P AR,
object RZReEBE—MEER .
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B SHERE

%

String

resource: RIEURN
resource_type: &iRAEE
resource_owner_account:
RBEFIBEKS
is_public: AEHEIR
id: DHTEERID

status: DHTEEREE
principal_type: E{F3HE!
principal_identifier: /&
Identifier

change_type: DFERIRTE
Ry te

existing_finding_id: 28%
HrE5RID
existing_finding_status: &
BoOERINE
condition.g:PrincipalUrn:
F{KURN
condition.g:Principalld: =%
{KID
condition.g:PrincipalAccoun
t: EARKS
condition.g:PrincipalOrgld:
ZE{KOrgID
condition.g:PrincipalOrgPat
h: EAHRHEHARRER
condition.g:PrincipalOrgMa
nagementAccountld: F{&
(RMAEERSID
condition.g:Sourcelp: J&IP

condition.g:SourceVpc: &
VPC

condition.g:SourceVpce: &
VPCE

finding_type: PHTLEERAEEY
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2K 4-476 Criterion

2% =A%k ST (i35
contains = Array of EILEGFiEREN ‘B8 B8
strings o
HEKE: 1-20
eq S Array of EUAeiFikeEl “EF 7 58
strings o
HAKE: 1-20
exists S Boolean ZLEeiFIsRn “FE” B8
o
neq & Array of ELFeiFikesl “AET" B8
strings Fo
HAKE: 1-20
e
REES: 200
2 4-477 UK Body 2%
BH SR R
findings Array of HENHERIIE.
FindingSummary
objects
page_info Pagelnfo object | WEANSE.
2 4-478 FindingSummary
el S¥RT E[::)%
action Array of strings FEIFIMERE R EFRRYIRIE -
analyzed_at String DT RIRRYATE] o
condition Array of PITHRISERPSHIAADTERD
FindingCondition | {4,
objects
created_at String R BRI EERAYATE o
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2 SRR g
finding_type String BIRDHEERER,
e external_access: AMERifia)
e privilege_escalation: 124iAia)
e unused_iam_user_access_key: R{&F
FBisia=sH
e unused_iam_user_password: >R{&f
FB%=hS
e unused_permission: Z{FFER
e unused_iam_agency: kfERAZEE
e iam_bp_root_user_has_access_key:
FIRAF4BEAK/SK
e iam_bp_access_api_with_password
. {FRIERSIAITIAPI
e iam_bp_login_protection_disabled:
RKABREZREFP
e iam_bp_mfa_unconfigured: FR4BE
MFA
e iam_bp_assign_high_risk_sys_policy_
or_role_to_user: ABAFETFSXE
AR BE
e iam_bp_attach_high_risk_sys_identit
y_policy_to_user: HAFPEFEXE
REBEB DR
e iam_bp_assign_high_risk_sys_policy_
or_role_to_agency: AEEEFSN
RS RIESAEE
e iam_bp_attach_high_risk_sys_identit
y_policy_to_agency: AEIEEFS
e 2 =27 S
id String BN HERIE—RR S .
is_public Boolean FREMIBEN T ERIRIE RS T
AIHFEEIR.
principal FindingPrincipal | IGEISIEXARIRRISMNEER,
object
resource String BRI E—SBIRRRT
resource_id String REAE—IRR .
BIMEE: 1
RAKE: 36
resource_owner_a | String HERRNKSID,
ccount
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2% SRR fR
resource_project_i | String RIRFTERIINBEFRR T
d BAKE: 36
resource_type String HIRAYSEE,

e iam:agency: IAMZEIE
e iam:user: IAMFF

e kms:cmk: DEWHZ=%4B
e obs:bucket: OBSHE

e swrrrepo: SWREBSGBE
e cbr:backup: CBRZB{H

e imsimage: IMSE{&

sources Array of strings B ITERAKRIE, XIERaES
S RBIRISHTERATHINR o
status String BEDHERIIIRE.

e active: jHEK
e archived: B34y
e resolved: EfRAR

updated_at String EriAa o LERAYETE .

2 4-479 FindingCondition

2% SR R
key String S R IR AR,
value String SR IMNAYE"

% 4-480 FindingPrincipal

2% SR 1
identifier String FARSHAWRR
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2H SR )
type String FAREHHIEE,
e all_principal: FFEE(A
e account: K=
e all_user_in_account: WETREFEH
F
e all_agency_ in_account: WS TFE
it
e all_identity_provider_in_account: Tk
STHESHIRER
e specific_user: $ERF
e specific_agency: 15EEIT
e specific_group: 4FEFHFH
e specific_identity_provider: 4FES1%n
b e]
2 4-481 Pagelnfo
2% SR g
current_count Integer HBITIHRIIREL .
next_marker String MERFEEZSATRENEE, IBRIZER
o] At SE N PR ENES,
EREEARLRIER, EALAERCE
?ﬁiﬂﬂlﬂﬁﬁﬂlﬂ:{ﬁ LASKEGIHHAY ™ —
73 ) L: JlZEEL/l\L—I_*EE) Eiu
next_marker@liljjnull
=P ANl
MEIEEDITEREAYE RS,
POST https://{hostname}/v5/analyzers/{analyzer_id}/findings
{
"filters" : [ {
"criterion" : {
eq" : [ "iam:agency" ]
3
"key" : "resource_type"
11
"limit" : 100,
"marker" : "{marker_string}"
}
M Rz~

WR&RS: 200
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OK

{
"findings" : [ {
"action" : [ "sts:agencies:assume" ],
"analyzed_at" : "2023-09-07T08:04:41.698Z",
"condition" : [ {
"key" : "g:PrincipalOrgld",
"value" : "org_id"
11
"created_at" : "2023-09-07T08:04:41.698Z",
"id" : "{finding_id}",
"is_public" : false,
"principal” : {
"identifier" : "{domain_id}",
"type" : "account”
3
"resource" : "iam::{domain_id}:agency:{agency_name}",
"resource_owner_account" : "{domain_id}",
"resource_id" : "{agency_id}",
"resource_type" : "iam:agency",
"status" : "active",
"updated_at" : "2023-09-07T08:04:41.698Z"
1
"page_info" : {
"current_count” : 1,
"next_marker" : null

)
)
W&
RS fR
200 oK
HixtD

4.3.3.2 EFIEEERIMATE - UpdateFindings

TREN 4R
EHIEEADDTERAGRS .
FRRUER

IWSEEFFEAPIRIBERNIR, WMRERIKS TRIAMBRIERBZSRIAP, ZIAMABFE
BEINTBHREIIR, EZSMURIRFIES IABRAIHRIR .
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AR KK | BRER | KR Bl IRERATHEAN
bill (*J9us I
M)
AccessAnaly | Write | analyzer * | g:ResourceTag | - -
zer:analyzer: /<tag-key>
updateFindi
ngs
URI
PUT /v5/analyzers/{analyzer_id}/findings
= 4-482 KRB
2% EEWI% SR fHid
analyzer_id 2 String DITEEINE—RRRT .
BMEE: 1
RAKE: 36
ERESH
7 4-483 153K Body &4{
2 AUk SR R
ids & Array of EFMANBLAISITERE—IRR
strings T8
HEKE: 1-50
resource_urn | & String RRAIME— SRR o
status = String EEHINHEDITERIRS,
e active: jREX
e archived: EFY

MR SEL
RAHG: 200
OK
%
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=GNl
BHEEERIVIRT.
PUT https://{hostname}/v5/analyzers/{analyzer_id}/findings
{
"ids" : [ "{finding_id}" 1,
"resource_urn" : "iam::{domain_id}:agency:{agency_name}",
"status" : "active"
}
I 7~
7
RS
RS ik
200 OK
e
B2 WEIREB.

4.3.3.3 RBXIEEERAYSE - ShowFinding

ThEEN 4R
MERBXEEERVER.
BRRUERE
S EZPIEAPIERIR, WMREMBKS FRIIAMBFIERZERIAPI, ZIAMARE
BRENTEMHRENR, ESHRIRIFIES IWABRAAIR .
I KA | BRER | K4 Bl& RGO
2l (*Hws 17
M)
AccessAnaly | Read analyzer * | g:ResourceTag | - -
zer:analyzer: /<tag-key>
getFinding
URI
GET /v5/analyzers/{analyzer_id}/findings/{finding_id}
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X 4-484 BiEZs¥
el =AWk SHRT R
analyzer_id 2 String DTERE—IRRA .
BIVEE: 1
RAKE: 36
finding_id = String LR STERNE—IRRRT .
BAMKE: 1
BRAKE: 36
IBREH
%
N R &%
RE&ES: 200
7= 4-485 gL Body %4
2% SRR HR
finding Finding object A ITER
% 4-486 Finding
8% SR ik
action Array of strings FEIFIMERE R EFRRIRIE -
analyzed_at String STRIRERATE .
condition Array of SITRIRIS BRI EHUAEEISHLERAY
FindingCondition | {4,
objects
created_at String ERBIR DA RAYETE
finding_details Array of BESFERIFERER .
FindingDetails
objects
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2 SRR g
finding_type String BIRDHEERER,
e external_access: AMERifia)
e privilege_escalation: 124iAia)
e unused_iam_user_access_key: R{&F
FBisia=sH
e unused_iam_user_password: >R{&f
FB%=hS
e unused_permission: Z{FFER
e unused_iam_agency: kfERAZEE
e iam_bp_root_user_has_access_key:
FIRAF4BEAK/SK
e iam_bp_access_api_with_password
. {FRIERSIAITIAPI
e iam_bp_login_protection_disabled:
RKABREZREFP
e iam_bp_mfa_unconfigured: FR4BE
MFA
e iam_bp_assign_high_risk_sys_policy_
or_role_to_user: ABAFETFSXE
AR BE
e iam_bp_attach_high_risk_sys_identit
y_policy_to_user: HAFPEFEXE
REBEB DR
e iam_bp_assign_high_risk_sys_policy_
or_role_to_agency: AEEEFSN
RS RIESAEE
e iam_bp_attach_high_risk_sys_identit
y_policy_to_agency: AEIEEFS
e 2 =27 S
id String BN HERIE—RR S .
is_public Boolean FREMIBEN T ERIRIE RS T
AIHFEEIR.
principal FindingPrincipal | IGEISIEXARIRRISMNEER,
object
resource String BRI E—SBIRRRT
resource_id String REAE—IRR .
BIMEE: 1
RAKE: 36
resource_owner_a | String HERRNKSID,
ccount
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e iam:agency: IAMZEIE
e iam:user: IAMFF

e kms:cmk: DEWH=%348
e obs:bucket: OBSHE

e swrrrepo: SWREBSGBE
e cbr:backup: CBRZ{H

e imsimage: IMS{&{&

4 API
2% SR fR
resource_project_i | String RIRFTERIINBEFRR T
d BAKE: 36
resource_type String RIRA9ZEEY

sources

Array of strings

IBADITERIKR, XERMTRTF

LRGBS RAHIEANR o

status

String

BED TSRS,
e active: HER

e archived: B34

e resolved: EfER

updated_at

String

EHHIRDHTEERAYESE o

2K 4-487 FindingDetails

28

SHER

175

external_access_d
etails

ExternalAccessDe
tails object

SMERBIRI DTSR .

privilege_escalatio
n_details

PrivilegeEscalati
onDetails object

RAUBIADITFERESR .

unused_iam_user_
access_key_details

UnusedlamUserA
ccessKeyDetails
object

REAZBRDIFHER

unused_iam_user_
password_details

UnusedlamUserP
asswordDetails
object

KRERAFERSTTIFEER .

unused_permissio
n_details

UnusedPermissio
nDetails object

RERBIRDHTIFMLER

unused_iam_agen
cy_details

UnusedlamAgenc
yDetails object

RIEAZFEDITIFMER
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APl &%

details

tails object

4 API
28 SR ik
iam_bp_root_user | lamBpRootUserH | RootFAFPBEIHIaZ$ANITIEMESR .
_has_access_key_d | asAccessKeyDeta
etails ils object
iam_bp_access_ap | lamBpAccessApi | {FFZIBIAIGIAPISHEMLS
i_with_password_ | WithPasswordDe

iam_bp_login_prot
ection_disabled_d

lamBpLoginProte
ctionDisabledDet

EFRERIPARFRDTTFEER

etails ails object
iam_bp_mfa_unco | lamBpMfaUnconf | kRBEMFADTHEMALEE .
nfigured_details iguredDetails

object

iam_bp_assign_hi
gh_risk_sys_policy
_or_role_to_user_d
etails

lamBpAssignHig
hRiskSysPolicyOr
RoleToUserDetail
s object

AAMAREFEXERARIEHHED
PSR

iam_bp_attach_hi
gh_risk_sys_identit
y_policy_to_user_d
etails

lamBpAttachHig

hRiskSysldentity

PolicyToUserDeta
ils object

AAMARERFEXRRFES DRSS
FHER

iam_bp_assign_hi
gh_risk_sys_policy
_or_role_to_agenc
y_details

lamBpAssignHig
hRiskSysPolicyOr
RoleToAgencyDe
tails object

AAMZERFEXERFNRIHES
MFEMER

iam_bp_attach_hi
gh_risk_sys_identit
y_policy_to_agenc
y_details

lamBpAttachHig
hRiskSysldentity
PolicyToAgencyD
etails object

HAMEFERFEXERFER D REEDTT
FHER

3£ 4-488 ExternalAccessDetails

2% SR Rk

action Array of strings FEFIMNER =R FBRYERIE -

condition Array of SDITRYRISIE AP SEGARIS T ERAY
FindingCondition | 4,
objects

is_public Boolean FREMIBIENITERIRIE RS 1T

AHIFERIE,

principal FindingPrincipal | IGEISIEXARIRAIIMNEER,

object
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4 API
2H SR )
sources Array of strings BADTERIKE, XIERATET

& REBIRI DTS RANSEINR o

£ 4-489 FindingCondition

8% SHER HER
key String ZMH" R AITRRRT S ER.
value String 4G NI AYE" .

R 4-490 PrivilegeEscalationDetails

2% SR #R

actions Array of strings BENFOWRRIEES.
resource String HEFHE—EBIRRRT
principal FindingPrincipal | iGEEEXIFEARIRIER

object

active_action String BEIBIBIT IR SUA D BE M ABVIRIER
e
path Array of RAGHRIDITIRERINEN TR,

PrivilegeEscalati
onStep objects

K 4-491 PrivilegeEscalationStep

B8H SRR R

principal FindingPrincipal | iAEEEXIZAZIRENER.
object

resources Array of strings AEEEREIREE,

action String AT R EIRIRE

£ 4-492 UnusedlamUserAccessKeyDetails

2H SR ik
access_key _id String BRipaZEE—FRA%F (ID)
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APl &% 4 API

2H SRR )

last_accessed String BRsaEBREEEIaRTIE .
& 4-493 UnusedlamUserPasswordDetails

e SRR Rk

last_accessed String FFZBNREHEEEE
2 4-494 UnusedPermissionDetails

2% SRR )

service String BPRXS MAY=BRSBZ B TR

last_accessed String BFREB=RSHNEEHERTE,

actions Array of RERRIETIE.

UnusedAction
objects

Z& 4-495 UnusedAction

2% SR HR

action String EINIRAFR

last_accessed AnyType R {ERENINE R EEEIRTE .
2 4-496 UnusedlamAgencyDetails

BH SHER A

last_accessed String R {EREEEREHIBRTIE,
R 4-497 lamBpRootUserHasAccessKeyDetails

2H SRR R

access_key _id String FRPiBRZAE—RREF (ID) »

BNMNE: 1
RAKE: 40
last_accessed String FFinaEB e EEaRTE .
SCHEhRZAS 01 (2025-11-10) RIS © £ ATITERABIRAE 293




H—SDIAIE (AR )

APl &% 4 API
2H SR )
created_at String BRinnZsErIeiERTE

2K 4-498 lamBpAccessApiWithPasswordDetails

2% SR 1%
user_id String BPAIE—FRRE (ID) o

=BME: 1
RAKE: 36

last_access_api_wi | String AP {ERZBIAAPIRYEREETE .
th_pwd_at
user_created_at String FBFRYGIERRTE)

2K 4-499 lamBpLoginProtectionDisabledDetails
e SR )53

user_id String BPRB—RRE (ID)
=G\ N

RAKE: 36
user_created_at String FBFRIBIEERTE]

£ 4-500 lamBpMfaUnconfiguredDetails

¥ SRR g
user_id String BFEIE—RRE (ID)

=BME: 1
BRAKE: 36
user_created_at String FFRIEEERTE] .

2 4-501 lamBpAssignHighRiskSysPolicyOrRoleToUserDetails

2% SR ik
user_id String BPIIE—F /AR (ID) o

BNMNE: 1
BRAKE: 36
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4 API
2% SRR fiik
permission_name | String BPRBETR o
£ 4-502 lamBpAttachHighRiskSysldentityPolicyToUserDetails
e SR R
user_id String BFIHE— RRSE (ID) .
RAMKE: 1
RAKE: 36
policy_name String REEAFR o
2K 4-503 lamBpAssignHighRiskSysPolicyOrRoleToAgencyDetails
e ST R
agency_id String ZREHIE—RRFT (ID) .
BIMEE: 1
BAIKE: 36
permission_name | String PEZFR,
2K 4-504 lamBpAttachHighRiskSysldentityPolicyToAgencyDetails
2% SRR R
agency_id String FIEME—RRE (ID) .
BIMEE: 1
BRAKE: 36
policy_name String REZEFRo
£ 4-505 FindingPrincipal
2% SR ik
identifier String FAEBHEWRR o
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APl &% 4 API
2H SR )
type String FARBMHAIEE,

all_principal: FrEEk
account: MKS

all_user_in_account: WWETFEHE
=

all_agency_in_account: WS TErE
&=E

all_identity_provider_in_account: M
= BB hiRiE

specific_user: 4&FERHF
specific_agency: $5EZEE
specific_group: 4$FERFA

specific_identity_provider: $&FES1D
2te

BRI
RERBXIEEERIER.

GET https://{hostname}/v5/analyzers/{analyzer_id}/findings/{finding_id}

il Nz 73~ 51
R&HS: 200
OK

{
"finding" : {
"action" : [ "obs:bucket:listBucket" ],
"analyzed_at" : "2023-09-07T08:04:41.698Z",
"condition" : [ {
"key" : "g:PrincipalOrgld",
"value" : "org_id"
11
"created_at" : "2023-09-07T08:04:41.698Z",
"id" : "{finding_id}",
"is_public" : false,
"principal" : {
"identifier" : "{domain_id}",
"type" : "account"
L
"resource" : "obs:{region_id}::bucket:{bucket_name}",
"resource_owner_account" : "{domain_id}",
"resource_type" : "obs:bucket",
"sources" : [ "bucket_policy" ],

"status" : "active",
"updated_at" : "2023-09-07T08:04:41.698Z"
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APl &% 4 API
RS
RSB ik
200 OK
S
B2 EIRB.
4.3.4 1510

4.3.4.1 GIERI50FALE - CreateAccessPreview

ThEE TR
BRI EIFRES .
TS
WSEEFRAAPIRIERUR, WMRERIKS TRIAMARERSRIAPI, ZIAMBRE
BENTEORENR, ESHRIEIFIES WABRFIEAIRN
R B | BRER | KR Bl& RRREIEEAR
il (*Hws TR
m)
AccessAnaly | Write | analyzer * | g:ResourceTag | - -
zer:analyzer: /<tag-key>
createPrevie
w
URI

POST /v5/analyzers/{analyzer_id}/access-previews

% 4-506 BI2SH

e EE W% SR R
analyzer_id 2 String DTERE—RRRT .

=BIVEE: 1
RAKE: 36
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APl &% 4 API
IBRSH
3 4-507 153k Body &
el BEWI% SRR iR
configurations | 2 Configuratio | iHEIFRSGECE -
n object
resource_urn | 2 String RRAIME— R EARRE o
% 4-508 Configuration
2% BEWwI% SR R
iam_agency | & IAMAgency | IAM{EEEIE.
object
obs_bucket B OBSBucket OBS##,
object
kms_cmk &= KMSCmk KMSZ%$8 .
object
£ 4-509 IAMAgency
2% BEWI% SR ik
trust_policy 2 String 1Z R AEISONIB SRR SIHY .
2 4-510 OBSBucket
8% BE W% SRR 1k
bucket_acl & String FEACL xmI3Z4aYstringt& =t o
bucket_policy | & String ZREEISONRS TSR RS SIHY .
& 4-511 KMSCmk
2% BEWYIE SRR R
grants = String FFINZEZSBREN
NS
RSB 201
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APl &% 4 API

2 4-512 I Body 2%

B8H SR R
access_preview_id | String AR ME—FRIRRT

iER7pl
BUREIAITRL -

POST https://{hostname}/v5/analyzers/{analyzer_id}/access-previews

{
"resource_urn" : "iam:{domain_id}:agency:{agency_name}",
"configurations" : {
"iam_agency" : {

"trust_policy" : "{\"Version\":\"5.0\",\"Statement\":[{\"Condition\":{\"StringMatch\":{\"g:PrincipalOrgld\":
[\"org_id\"]}}\"Action\":[\"sts:agencies:assume\",\"sts::tagSession\",\"sts::setSourceldentity\"],\"Effect
\":\"Allow\" \"Principal\":{\"IAM\":[\"dd...\"1}}]}"

}
}
}

il iz 73~f51

K& 201

Created
{
"access_preview_id" : "{access_preview_id}"
}
RS
RSB iR
201 Created
XA
BSIEIRB.

4.3.4.2 3REXFRAIHIITRLS - ListAccessPreviews

TIRENMA
RENF IR -

BRUSRE

w=EEMEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE
BRNTEMHRIESIR, E2a9NRIKEIES WAPRFISENIT
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APl &% 4 API
ERIR B | REXEE | FEEE Bl HRERAOFAN
Eill (*Aw I
;)
AccessAnaly | List analyzer * | g:ResourceTag | - -
zer:analyzer: /<tag-key>
listPreviews
URI
GET /v5/analyzers/{analyzer_id}/access-previews
+ 4-513 BEZBY
8% BEWI% SRR ik
analyzer_id 2 String DrRE—IRRE .
BIMEE: 1
BRAKE: 36
K 4-514 Query ¥
2% BEWI%E SRR ik
limit & Integer BREXERY,
B/ME: 1
=AE: 200
fR&E: 100
marker B String ARG
=B2IVEKE: 4
BAXKE: 400
IBREH
7o
N RE&E
RE&ES: 200
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APl &% 4 API
# 4-515 lgii Body 2%
el SR E[::)%
access_previews | Array of BEFRES IR
AccessPreviewSu
mmary objects
page_info Pagelnfo object TEEER.
Z 4-516 AccessPreviewSummary
B8H SR R
access_preview_id | String hiEFREE R ME—FRIRRT
analyzer_id String DRI HE—IRIRRT
created_at String BIaFRE BUERTIE .
status String HIEFEARS
e creating: Bl
e completed: BIEERLIH
o failed: BIEELIK
status_reason PreviewStatusRe | 2GRS YEPASHIEZIEH
ason object =5
2£ 4-517 PreviewStatusReason
B¥ SR fR
code String TS HRHASHIRE

£k 4-518 Pagelnfo

2% ST ik
current_count Integer LFITRPHIIRE
next_marker String MRFEEZAEEE, BAXERE

T ABELEERRNPEERES,
FEREURAGRIER, SAILIEIRCIS
KRS PERLE, LEREEEHT—

#5. BiZEEXNIE, HE

next_marken&[EAnull,
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APl &% 4 API

ISR
RERFTE AT .

GET https://{hostname}/v5/analyzers/{analyzer_id}/access-previews

N 7~ A5
K&/ 200
OK
{

"access_previews" : [ {
"analyzer_id" : "{analyzer_id}",
"created_at" : "2023-09-07T08:35:41.997Z",
"access_preview_id" : "{access_preview_id}",
"status" : "completed"

11

"page_info" : {
"current_count" : 1,
"next_marker" : null

)
)
NG
RS fEiR
200 oK
ST
52 EIRB .

4.3.4.3 FREVEFZ GRS AYEE - ShowAccessPreview

INRENM A
REVHESS IS AR .
BERUER

KSESFEAPIRIERNR, WNRERKS TRIAMBFIERSRIAP, ZIAMAFE
BEINTBHORENR, ESRRIRFIES IABRIIRIR .

U B | RRER | KR Bl& KRR
3l (*Ji% 07
M)
AccessAnaly | Read analyzer * | g:ResourceTag | - -
zer:analyzer: /<tag-key>
getPreview
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APl &% 4 API
URI
GET /v5/analyzers/{analyzer_id}/access-previews/{access_preview_id}
+4-519 IRESH
8% BE W% SRR ik
analyzer_id 2 String DrERE—IRRA .
BMEE: 1
RAKE: 36
access_previe | 2 String IHIRFRES R ME—ARIR T o
w-id BMREE: 1
RAKE: 36
RS
7
RS2
RSB 200
2= 4-520 R Body %
8% SR ik
access_preview AccessPreview BT
object
2 4-521 AccessPreview
2% SR R
access_preview_id | String TSR E—FRIR T
analyzer_id String DITESHIE—IRIR T o
configurations Configuration BIATRES AL E
object
created_at String TR T BUFRATE) o
status String BIAFREEAR S o
e creating: Gl
o completed: BIERLIN
o failed: GlFERELM
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APl &%& 4 API
2H SRR )
status_reason PreviewStatusRe | IRHEXIFOFRS HEPKSHIEZ1FH
ason object H=W
2 4-522 Configuration
84 SHEER A
iam_agency IAMAgency IAM{EEE$E.
object
obs_bucket OBSBucket object | OBS##.,
kms_cmk KMSCmk object KMSZ$H o
K 4-523 IAMAgency
2H SRR )
trust_policy String IZRIEISONIE R RIS XA
2K 4-524 OBSBucket
B2H SRR R
bucket_acl String FEACL xmI3Z{&RYstringt& =t o
bucket_policy String IZRIE)SONIB R RIS XA
& 4-525 KMSCmk
8% SRR )
grants String FFIEZ BRI
3£ 4-526 PreviewStatusReason
2% SRR )
code String EFRS S RHASHIRE o
=P ANl

SREVERILIEFUEAUE R
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APlI &%

4 API

il iz 73~

7 NEX T

HEIRtS

4.3.4.4 IREVMBX TS ERAI SR - ListAccessPreviewFindings

TEENEE

BREUSE

GET https://{hostname}/v5/analyzers/{analyzer_id}/access-previews/{access_preview_id}

R&ES: 200
OK
{

"access_preview" : {

"analyzer_id" :

"configurations"

"iam_agency" {
"trust_policy" :

\":\"Allow\" \"Principal\":{\"IAM\":[\"dd..\"]}}1}"

}
b

"created_at" :

"access_preview_id" : "

"status" :
}
}

"comple

"{analyzer_id}",
o4

"{\"Version\":\"5.0\",\"Statement\":[{\"Condition\":{\"StringMatch\":{\"g:PrincipalOrgld
\":[\"org_id\"]}}\"Action\":[\"sts:agencies:assume\",\"sts::tagSession\",\"sts::setSourceldentity\"],\"Effect

ted"

"2023-09-07T07:26:23.440Z",
{access_preview_id}",

RSB R

200 OK

IREVEK TS LRI DTSR o

KSESFEAPIRIERNR, WNRERKS TRIAMBFIERSRIAP, ZIAMAFE

BRENTEMHRENR, ESHRIRIFIES IABRAEAIR .
=R B | BRER | KR Bl& ARIAYIRAN
il (*Hes 7]
M)
AccessAnaly | List analyzer * | g:ResourceTag | - -
zer:analyzer: /<tag-key>
listPreviewFi
ndings
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APl % 4 API

URI

POST /v5/analyzers/{analyzer_id}/access-previews/{access_preview_id}/findings

% 4-527 BRIZS¥

B8H =% SR R
analyzer_id = String DITESHIE—IRIRT o

BIEE: 1
BRAKE: 36

access_previe | 2 String TS RIE—IRIR T
w-id SRR 1

BAKE: 36

iBREH

% 4-528 i&3K Body 24

2% =AWk SHEER R

filters & Array of PLEcEIRBIAY D L5 RAYTFIE
FindingFilter | I,
objects BUREE: 1-20

limit & Integer BERRAERY.

marker &= String REMRC.

Z 4-529 FindingFilter

2 BBk SR ik
criterion = Criterion EEEHIHEE P FERIRG
object BEREE—EEMN.

M #%hRA 01 (2025-11-10) AR © AR BRABIRAS 306




F—BMAIE (iR )
APl &%

4 API

B SHERE

%

String

resource: RIEURN
resource_type: &iRAEE
resource_owner_account:
RBEFIBEKS
is_public: AEHEIR
id: DHTEERID

status: DHTEEREE
principal_type: E{F3HE!
principal_identifier: /&
Identifier

change_type: DFERIRTE
Ry te

existing_finding_id: 28%
HrE5RID
existing_finding_status: &
BoOERINE
condition.g:PrincipalUrn:
F{KURN
condition.g:Principalld: =%
{KID
condition.g:PrincipalAccoun
t: EARKS
condition.g:PrincipalOrgld:
ZE{KOrgID
condition.g:PrincipalOrgPat
h: EAHRHEHARRER
condition.g:PrincipalOrgMa
nagementAccountld: F{&
(RMAEERSID
condition.g:Sourcelp: J&IP

condition.g:SourceVpc: &
VPC

condition.g:SourceVpce: &
VPCE

finding_type: PHTLEERAEEY

N#5hRA 01 (2025-11-10)
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APl &% 4 API
2K 4-530 Criterion
2% BEWIE SRR R
contains ES Array of ELfeiFikesl ‘887 B8
strings o
HAKE: 1-20
eq e Array of ELFeiFikssl ‘ST 58
strings o
HAKE: 1-20
exists & Boolean EUAeiFkesl “FE” B8
Fo
neq & Array of ELFeiFikesl ‘5T B8
strings o
HAEKE: 1-20
V24
RE&ES: 200
2% 4-531 [IL Body &%
8% SR fR
findings Array of THEF R RIS RIIER
PreviewFinding
objects
page_info Pagelnfo object | WEANSE.
% 4-532 PreviewFinding
8% SR ik
action Array of strings FEFIMNER R FBAYIRIE -
change_type String SRS .
e unchanged: ;8B
e new: Fhi%
e changed: BZ
condition Array of SITRIRISE P EEGAREITRE DTS
FindingCondition | SRAYSZ(E,
objects
created_at String ERBIETRE DA SRAYRTIE

N5k 01 (2025-11-10)
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APlI &%

e iam:agency: IAMZEIE
e iam:user: IAMFF

e kms:cmk: DEWH=%348
e obs:bucket: OBSHE

e swrrepo: SWREBEBGE
e cbr:backup: CBRZBi{H

e imsimage: IMSE{&

4 API
2H SR A
existing_finding_id | String BN TERIE—RR T -
existing_finding_st | String AP TERIIAS.
atus e active: JEEX
e archived: BfRR
e resolved: BIFH
id String BT ERIHE—RRR o
is_public Boolean EREMBODITERNRIEEE RIF
NHIBEER
principal FindingPrincipal | iGE{EEXAREREAIIMNEBEMR
object
resource String BRI HE—SRBIRRET
resource_owner_a | String HEERRNKSID,
ccount
resource_type String WIRRIZEE,

e active: JREK
e archived: SR
e resolved: B7FY

sources Array of strings AP TERAKRIE, XIERaiES
SERGBIRIS TS RAGHIRR o
status String T EEMRES

2 4-533 FindingCondition

2% SR 0
key String S R IIRRRT AR,
value String SRR E"
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APl &%

4 API

2 4-534 FindingPrincipal

2%

SHER

fik

identifier

String

FRBEDRITRR o

type

String

FAERBMHAIZEE,
e all_principal: FREEK
e account: K=

e all user_in_account: WETREFEH
=

e all_agency_in_account: MKS B
FE

e all_identity_provider_in_account: Tk
S M BIRARS

e specific_user: $5EHF

e specific_agency: $5EZEIT

e specific_group: 4¥ERAFHE

e specific_identity_provider: $5ES1%
R

£ 4-535 Pagelnfo

24

SHEE

ik

current_count

Integer

SHITTPAIIEL .

next_marker

String

MREFEEZSTAEL, PAxER
A RN AR ESES,
EREEERIERER, BaLAERCIE
RSHPFERLUE, DR T—
o . BRZESEXMNMIRE, BRI
next_markenX[EAnull,

BRI

SREVER TS E B RID TSR -

POST https://{hostname}/v5/analyzers/{analyzer_id}/access-previews/{access_preview_id}/findings

"filters" : [ {
"criterion" : {

"eq" : [ "iam:agency" ]

b

"key" : "resource_type"

]
}

N5k 01 (2025-11-10)
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APl &%

4 API

Nl Mz 73~
RSB 200
OK

{
"findings" : [ {

"action" : [ "sts:setSourceldentity”, "sts:tagSession
"change_type" : "new",

"condition" : [ {

"key" : "g:PrincipalOrgld",

"value" : "org_id"

gk

"created_at" : "2023-09-07T07:26:23.440Z",
"existing_finding_status" : null,
"existing_finding_id" : null,

"is_public" : false,
"id" : "{finding_id}",
"principal” : {

"identifier" : "{domain_id}",

"type" : "account"

;
"resource" : "iam::{domain_id}:agency:{agency_name}",
"resource_owner_account" : "{domain_id}",
"resource_type" : "iam:agency",

"status" : "active"
11
"page_info" : {
"current_count" : 1,
"next_marker" : null

", "sts:agencies:assume" ],

)
}
W&
RS R
200 oK
S

52 iEIRE .

4.3.5 &

4.3.5.1 NEEZREFMERFFZ - UntagResource

ab
ThEEN 4B

MIEER R MPFTE o

REUSRE

w=EEMEAPIRIERSIR, WNRERAKS FRIAMBFERZHEIAP, 1ZIAMBRE

BEWTBHRENR, ESRNRIRFIES IABRFIRIR .
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APl &% 4 API
=AIR Bk | REER | KR Bl HRERAOFAN
Eill (*Aw I
;)
AccessAnaly | Taggin | analyzer * | g:ResourceTag | - -
zer:untagRe | g /<tag-key>
source
- g:TagKeys
URI
POST /v5/{resource_type}/{resource_id}/tags/delete
#+ 4-536 IR1ZBY
8% BE W% SRR ik
resource_type | 2 String RIRZEE,
e analyzers: 3#r88
resource_id 2 String RIFAIE—RIRG o
BIVMEE: 1
RAKE: 36
BRSH
% 4-537 153K Body &%{
8% BE W% SRR fik
tag_keys = Array of FMERARE§RDIZR
strings HAKE: 1-20
e
REES: 200
OK
7
=GNl
MIEEZEFHIBRITE
POST https://{hostname}/v5/{resource_type}/{resource_id}/tags/delete
{
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APl &%& 4 API
"tag_keys" : [ "key-1"]
}
N Rz 7~ f51)
7
K&
K& fik
200 OK
RIRD
52 SR

4.3.5.2 Qs ERERINFRE - TagResource

&b
IgeN4a

BRER

URI

EiEER TR

IR o

KSESMEAPIRIERNR, WMRERKS TRIAMBFIERSRIAP, ZIAMAFE

BEINTBHORENR, ESRNRIRFIES IABRIIRZIR

0

lE4%
3l

SRk
(*39%
)

iR

A

1=

ARERAIFZAY
I

AccessAnaly
zer::tagReso
urce

Taggin
g

analyzer *

g:ResourceTag
/<tag-key>

e g:RequestT
ag/<tag-
key>

e (g:TagKeys

POST /v5/{resource_type}/{resource_id}/tags/create
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APl &% 4 API
% 4-538 IR12BH
2% BEWYIE SRR R
resource_type | = String RRRE,
e analyzers: 9t
resource_id 2 String RRAIE—IRIR
BIEE: 1
RAKE: 36
IBRSH
7 4-539 153Kk Body &%
8% BER W% SRR ik
tags = Array of Tag | BEMXIREFIIE,
objects AR 1-20
£ 4-540 Tag
2% BEWI% SR ik
key = String FREEHE
value 2 String S N=FHAEE,
)RS5t
R 200
OK
7
=]
g ERTRRIIRES .
POST https://{hostname}/v5/{resource_type}/{resource_id}/tags/create
{
"tags" : [ {
"key" : "key-1",
"value" : "value-1"
H
}
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APl &% 4 API
N R
7
IR
REB 7%
200 OK
$0m
B2EIRE,
4.3.6 RIS

4.3.6.1 RIGEKHEE - ValidatePolicy

INEEN48
RIGHEIEFHIREIZERSIZER
BERUSE
WS EZFEAPIRIERNIE, WNRFERAKS FRIAMABRIERZSRIAPI, ZIAMBRE
BRNTEMRIESIR, E2a9NRIREIES WABRFIREINIR
IR B | BREE | FE8E B3 HRERATRZIA
il (*Aw IR
;)
AccessAnaly | Read - - - -
zer:validate
Policy
URI
POST /v5/policies/validate
2 4-541 Query ¥
2% =AWk SR ik
limit & Integer BREKERY,
=/IME: 1
BX{E: 200
tR&fE: 100
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APl && 4 API
2 BRI SR i)
marker &= String REMRC,
BIMEE: 4
RAXIKE: 400
IBRESH
2 4-542 153K Header 2%
SH =A%k SHR R
X-Language | & String REIHBRNES, BAIMEIS'zh-
cn's
e zh-cn: H1X
e en-us: =|X
Th&fE: zh-cn
R 4-543 153K Body 2%
2% =A% SR R
policy docum | 2 String ZRARISONFS TUERRE XA
ent
policy_type 2 String ERBGAISRAERE,
e identity_policy: BHHRE
e resource_policy: &EIRHERE
e service_control_policy: BR
S HI SRS
e resource_control_policy: &
IR SRS
e network_control_policy:
LRI HITREE
validate_polic | & String EIINEI R RRRAI R IRSEE,
y_resource_ty e iamiagency: IAMZEE
pe
N RS
RSB 200
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APl &%

4 API

2K 4-544 IR Body 2%

e SHERT R
findings Array of B T SO SRS RY AT R ERRIN o
ValidatePolicyFin
ding objects
page_info Pagelnfo object REMEE.
2k 4-545 ValidatePolicyFinding
8% SR #hR
finding_details String —&A B BRI T NI R al
ES.
finding_type String = LEA G
e security warning ££: HRIREFEER
£XpE, AIgeRRIFREaItREE T
BINESH
o error HHIR: FEKRBLEEITAIE
=, MEXER. SHEIRE., 71
EIRAIER RIS TIECIEE
o warnlng Z£5: FERBELERZETHN
-=ul:l; yutﬁﬁy{g*ﬁmﬁﬁago ﬁ
EEENER FRIEETLAGIE
. suggestion N AR NORISIEIT,
(BRI BE BRI RITRHARIER . TN
FarE=s é‘&ﬂ\ ENREMHE,
issue_code String IBRRAB IR M T SRR IS R KEXAYa)RT
AORRIRFT o
learn_more_link String O S IHRIG A R K EARITE X SR 5t
£,
locations Array of Location | SRE& SRS SIS RIBXAINIES
objects o

2 4-546 Location

2% SR ik
path Array of REEPHIER, TRABRETENEGF
PathElement 5.
objects
span Span object FARESRBE S AHRYEE . SEEBH S
UE (&) MERVE (£A8) H.
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APl &% 4 API
£ 4-547 PathElement
el SR E[::)%
index Integer #BAPRIES|, MOFFEAE.
key String XTSRRI
substring Substring object | JSSONRFIEEHIZRFERRIFE,
value String S5 AhiaE R RE Y E .
% 4-548 Substring
B8H SR R
start Integer FFFERICIERE], NOFIE. 0F R
E—IFH
length Integer FFRHFENKE.
K 4-549 Span
B8H SR R
start Position object REEPRIE .
end Position object RAEPRIE .
2K 4-550 Position
2% SR HR
line Integer ENITS, M1FE.
column Integer fIER%IS, MOFA.
offset Integer KEEPSMNETNAIREE, NOFE.
Z 4-551 Pagelnfo
B8H SR R
current_count Integer HEITTPRIIEL
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APl &%& 4 API
2% SERR i
next_marker String MREFEEZTHENEL, PAZER

e Bttt RN EENES,
EREEERIERER, BaLERCIE
RSHPFERLUE, DEREGEET—
2o . BhiZEEX TR, BE
next_markeriR[EAanull,

15K~
RIGRIEFHREIZERT IR
POST https://{hostname}/v5/policies/validate

{

"policy_document" : "",
"policy_type" : "identity_policy"

e Mz 73~
R&HE: 200
OK

{
"findings" : [ {
"finding_details" : 225 0 55 1 1755 0 ZAY JSON iE&EIR. ",
"finding_type" : "error",
"issue_code" : "JSON_SYNTAX_ERROR",
"learn_more_link" : "https://{endpoint}/section0",
"locations" : [ {
"path": [],
"span" : {
"start" : {
"line" : 1,
"column" : 0,
"offset" : 0
by
"end" : {
"line" : 1,
"column" : 1,
"offset" : 1
}
}
11
1
"page_info" : {
"current_count” : 1,
"next_marker" : null
}
}

W&

W& 1%
200 OK
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APl &%

4 API

tHI=0

52 ER .

4.3.6.2 RIERIEEBEFHITNR - CheckNoNewAccess

THRENA

BRER

URI

MR SEL

BRI REESH AR

KSESMEAPIRIERENR, WMRERKS TRIAMBFIERSRIAP, ZIAMARE
BEINTBHORENR, EZSURIRFIES IABRIIRIR .

AT HiEgk | WRER | KR Bl& RERAVFIAN

a1l (*Jas IR
;)

AccessAnaly | Read - - - -

zer::checkNo

NewAccess

POST /v5/policies/check-no-new-access

7 4-552 153K Body &

B8Y EEWIE SR R

existing_polic | 2 String ZREEISONRS VRIS SIS

y_document

new_policy d | 2 String IZRIZISONFB RIS A

ocument

policy_type 2 String ERBGAIZRIE

e identity_policy: BH{HHERE
e agency_trust_policy: &t

SESRES

e bucket_policy: 1B

WR&RS: 200
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APl % 4 API

% 4-553 IR Body &%

2 SR R

message String EHEINRIEEE IR RAYH
=

check_result String KEEFAIONRAYESR

e pass: FCHTBIGIIANR
o fail: HIMBILEANIR
reasons Array of FriBactionfYstatementifiR

CheckNoNewAcc
essReason objects

2 4-554 CheckNoNewAccessReason

28 ST R

description String XN PRI E LS R AIEIRAVHEIA

statement_id String FriERN R statementHYsidiRIR T o

statement_index Integer HiZ Rstatementddindex, MOFFEE,
=N =H

15K
B SREE R A EHBIIR .

POST https://{hostname}/v5/policies/check-no-new-access

{

"existing_policy_document" : "{\\\"Version\\\":\\\"5.0\\\",\\\"Statement\\\":[{\\\"Effect\\\":\\\"Allow\\\",\\
\"Action\\\":[\\\"iam:users:createUserV5\\\"1}1}",

"new_policy_document" : "{\\\"Version\\\":\\\"5.0\\\" \\\"'Statement\\\":[{\\\"Effect\\\":\\\"Allow\\\" \\
\"Action\\\":[\\\"iam:users:createUserV5\\\",\\\"obs:bucket:createBucket\\\"1}1}",

"policy_type" : "identity_policy"
}

iz 7~
KR&MB: 200
OK
{

"check_result" : "fail",

"message" : "The modified permissions grant new access compared to your existing policy.",

"reasons" : [ {
"description" : "New access in the statement with sid: {statement_sid}.",
"statement_index" : 0,
"statement_id" : "{statement_sid}"

H

}
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API 5% 4 API
/TN
K& 1k
200 oK
R
i5E SR

4.3.7 BEDIEE

4.3.7.1 5K ESITECE - ListResourceConfigurations

ThEe 4R
HIZHEE DTSRI RIRDITECE -
YIS
S EZPRIEAPIERIR, WMREMRKS FRIIAMBFIERZERIAPI, ZIAMARE
BENTEHRENR, ESHRIEIFIES AR
R PR | BRER | KR Bl& KRRV
il (*Hws I
M)
AccessAnaly | List analyzer * | g:ResourceTag | - -
zer:analyzer: /<tag-key>
listResource
Configuratio
ns
URI

GET /v5/analyzers/{analyzer_id}/resource-configurations

% 4-555 BRSH

8% B SRR fik
analyzer_id 2 String DITEENE—RRRT .

BMEE: 1
mAKE: 36
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APl &% 4 API
2K 4-556 Query 2
2% BEWYIE SRR R
limit & Integer BRRKRERY,
=/ME: 1
B K{E: 200
TREME: 100
marker S String REFRIC
BMEE: 4
BAIKE: 400
BRSH
7
RS
R 200
3= 4-557 IR Body 2%
e S 1235
resource_configur | Array of BAUHIEIPRS RS -
ations ResourceConfigu
ration objects
page_info Pagelnfo object WHENEER.
2K 4-558 ResourceConfiguration
e ST 1235
resource String RIFRIE— R RIRR T
actions Array of strings HEIREEDITRMURIETIZE
HBKE: 1-500
2 4-559 Pagelnfo
e ST fhR
current_count Integer HBIRPEIIREL
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APl &%

4 API

SH

SHERR

1)

next_marker

String

NEFEEZSATRENEE, IBRIZER
e Bttt RN EENES,
EREEERIERER, BaLERCIE
RSHPFERLUE, DEREGEET—
2o . BhiZEEX TR, BE
next_markeriR[EAanull,

R&RS: 400

7 4-560 IR Body 2%

2 SR ik
error_code String e
error_msg String BIREE.
request_id String 5K ID,
encoded_authoriz | String ENEE,
ation_message

K& 403

2% 4-561 L7 Body &%
28 SR ik
error_code String EEEEN
error_msg String BIREE.
request_id String 5K ID,
encoded_authoriz | String ENEE,
ation_message

REEE: 404

2 4-562 L7 Body &%
28 SR ik
error_code String E1=fE,
error_msg String BIREE.
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APl &%& 4 API
2H SR )
request_id String 5K ID,
encoded_authoriz | String ENEE,
ation_message
=GNl
FIZEE D ITEERIES T E -
GET https://{hostname}/v5/analyzers/{analyzer_id}/resource-configurations
I 7~
RSB 200
OK
{
"resource_configurations" : [ {
"resource" : "iam::{domain_id}:agency:{agency_name}",
"actions" : [ "iam:agencies:update" ]
1
"page_info" : {
"current_count" : 1,
"next_marker" : null
}
}
RS
RS A
200 OK
400 Bad request
403 Forbidden
404 Not found
el
B2 EIRE.
4.3.7.2 SIEEESITELE - CreateResourceConfigurations
IhEENA
tlEBIEE P ITesRIESthicE .
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APl &% 4 API

BIRER

IKSESEEAPIRIERNR, WMRERKS TRIAMBFIERSRIAP, ZIAMAFE
BENTEMORENR, ESANRRIEES WABRFIENIN

U B | FRER | KR Bl& U2
il (*Hw 17
M)
AccessAnaly | Write | analyzer * | g:ResourceTag | - -
zer:analyzer: /<tag-key>
createResou
rceConfigura
tions

URI
POST /v5/analyzers/{analyzer_id}/resource-configurations/create
#+ 4-563 IR1ZBY
2% =A%k SRR wHR
analyzer_id 2 String DTRIE—IRRE .
BIEE: 1
RAKE: 36
IBRSH

% 4-564 153K Body 2%

2% BEWIE SR R
resource_confi | 2 Array of EGAaIFRRIRECE o
gurations ResourceConf | gugicrs: 1 - 20
iguration
objects

£ 4-565 ResourceConfiguration

2 BAWI%E SR i)

resource 2 String BRI — SRR R o

actions = Array of HEIRBESTHURIEIIZE
strings HEKE: 1-500
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APl &% 4 API
Nl fiz 22
REEG: 200
OK
KE68: 400
2 4-566 1L Body &%
28 SHEKER )%
error_code String EIE
error_msg String EIREER.
request_id String BXK 1D,
encoded_authoriz | String EREE.
ation_message
RS 403
% 4-567 5 Body S
2 SR )%
error_code String TEIESIEN
error_msg String BIREE.
request_id String B3K 1D,
encoded_authoriz | String ENEE,
ation_message
RESE: 404
2 4-568 I Body &%§
28 SHEKR )%
error_code String HESIE
error_msg String EIREE
request_id String BXK 1D,
encoded_authoriz | String EREE.
ation_message
RS 409
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APl &%& 4 API
2K 4-569 I Body 2%
2¥ SR 7
error_code String EIRE,
error_msg String EIREER
request_id String B3k ID,
encoded_authoriz | String E£RUEE
ation_message
=GNl
SIS E P ITEERIES thECE .
POST https://{hostname}/v5/analyzers/{analyzer_id}/resource-configurations/create
{
"resource_configurations" : [ {
"resource" : "iam::{domain_id}:agency:{agency_name}",
"actions" : [ "iam:agencies:update" ]
1
}
I 7~ A5
7o
RS
RSB iR
200 OK
400 Bad request
403 Forbidden
404 Not found
409 Conflict
L
B2 ERB.
4.3.7.3 HIf$ZFESHTECE - DeleteResourceConfigurations
IheeN4A
RIS E D HTESHRIES tTECE -
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APl &% 4 API
RS2
WKSESZMEAPIBVERINIR, MRERKS FTRIAMBRERSRIAPI, ZIAMBERE
BEUWTBHEREBIR, ESHNRIZEES WABRFIHRZAIR .
IR KR | FRER | KR B3 IRRRATHZAN
il (*Jis 17
M)
AccessAnaly | Write | analyzer * | g:ResourceTag | - -
zer:analyzer: /<tag-key>
deleteResou
rceConfigura
tions
URI
POST /v5/analyzers/{analyzer_id}/resource-configurations/delete
= 4-570 IBRBH
¥ BRI ST fiEid
analyzer_id = String PITESHIE— IR o
BMEE: 1
RAKE: 36
IERSH
7= 4-571 153K Body £&%{
2% AUk ST ik
resources = Array of FHIBREIRIRSIZER
strings HUREE: 1-20
) e

RS/ 200
OK
REB: 400
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API &% 4 API

K 4-572 0 Body 2%
2¥ SR )%
error_code String EAESIE
error_msg String BEIREE.
request_id String 1BEK ID,
encoded_authoriz | String EREE,
ation_message

RS 403

2 4-573 gL Body &%
2¥ SR )%
error_code String LI
error_msg String BIREER.
request_id String iBK ID,
encoded_authoriz | String EREE,
ation_message

JRAERG: 404

K 4-574 0K Body 2%
2H SR R
error_code String eI
error_msg String BIREER.
request_id String iB3K ID,
encoded_authoriz | String EREE,
ation_message

JRAERG: 409

% 4-575 L7 Body %1
2 SR iR
error_code String BIRE,
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APl &%& 4 API
2H SR )
error_msg String HIREE,
request_id String 5K ID,
encoded_authoriz | String ENEE,
ation_message
=GNl
RIS E D HTESRRIES tTECE -
POST https://{hostname}/v5/analyzers/{analyzer_id}/resource-configurations/delete
{
"resources" : [ "iam::{domain_id}:agency:{agency_name}" ]
}
I 7~ A5
7
RS
RS ik
200 OK
400 Bad request
403 Forbidden
404 Not found
409 Conflict
LSl
BESIEIRB.
4.3.8 ;EI%‘E%DEE%
4.3.8.1 IREGEEEBINBCEYIZ - ListNotificationSettings
IngeN4A
SREVEEBEESIE.
SCHEhRAS 01 (2025-11-10) RIS © £ ARITERARBIRAE 331




FE—BHPINIE (HhR )
APl % 4 API

BIRER

KSESZMEAPIRIERNR, WNRERKS TRIAMBFIERSRIAP, ZIAMAFE
BEINTBHRENR, ESRIRFIES IABRIIRIIR

R B | RRER | KR Bl& KRRV
3l (*J9i% T
M)
AccessAnaly | Read notificatio | - - -
zer:notificati nSetting *
onSetting:lis
t

URI
GET /v5/notification-settings
K 4-576 Query 2H
B8H =Rk SR faR
limit = Integer BRRKERY,
=/ME: 1
BXE: 200
fR&(E: 100
marker &= String REMRC,
BIVEE: 4
RAKE: 400
IBREH
.
)RS5

RSES: 200

%= 4-577 i Body %4

2 SRR i)
notification_settin | Array of THEBEIECEYIZE .
gs NotificationSetti

ngSummary

objects
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APl &% 4 API
2H SR )
page_info Pagelnfo object RENEE,
Z 4-578 NotificationSettingSummary
84 SRR A
id String BRBEMEERME—IRRT .
urn String BREMEENE—SBEIRRRT .
analyzer_id String DTERE—IRRRT .
analyzer_name String DHTEREER,
analyzer_type String DHTESRYZEEY
e account: IKSKIMEBIFADHTES
e organization: {HLRARIMNERIHIRISHT
25
e account_unused_access: WSk
EREIEDHTES
e organization_unused_access: B3
JAR[ERBEDHTES
e account_privilege_escalation: K=
RARBOH DD HTES
e account_iam_best practice: K=K
IAMEAZSEFE S 1TES
mc_switch Boolean BHEBEAROBEIRAX
smn_topic_urns Array of strings HEEABECERISMNERBRURNSIZE
created_at String elfENSISSEER =1 R ET
updated_at String LREFBERBAMEERIRTE
£ 4-579 Pagelnfo
2¥ SR %
current_count Integer LB RIS
next_marker String MRFEEZSATRENEE, IBRIZER
A A SR PR ENEZ,
EEEOERBLRIERT, SR RCIE
?‘%iﬂlqﬂﬁﬁﬁﬁt{ﬁ LUREU HRY T —
BD o L: _LlZEEL | L—-r*EE) E:I:U
next_markeriR[2] 9null,
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APl &% 4 API
R&MB: 400
7= 4-580 gL Body %4
2 SR fA
error_code String LI
error_msg String HIREE
request_id String K D,
encoded_authoriz | String EREE.
ation_message
REHS: 403
% 4-581 IR Body S%{
2% SRR fiik
error_code String LI
error_msg String BIREE.
request_id String B3R 1D,
encoded_authoriz | String LU ESH
ation_message
s== —
=GNl
REUBRIBHEESIER.
GET https://{hostname}/v5/notification-settings
i Rz~
REG: 200
OK
{
"notification_settings" : [ {
"id" : "{notification_setting_id}",
"urn" : "AccessAnalyzer:{region_id}:{domain_id}:notificationSetting:{notification_setting_id}",
"analyzer_id" : "3de500b3f6c74b0a8ef170656f8a6376",
"analyzer_type" : "account",
"analyzer_name" : "external_analyzer_1",
"mc_switch" : true,
"smn_topic_urns" : [ "urn:smn:cn-north-7:****test1" ],
"created_at" : "2023-09-07T08:04:41.698Z",
"updated_at" : "2023-09-07T08:04:41.698Z"
"‘id" : "{notification_setting_id}",
"urn" : "AccessAnalyzer:{region_id}:{domain_id}:notificationSetting:{notification_setting_id}",
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APl &% 4 API

"analyzer_id" : "7d866d909fda4e32b1fc2aae45c34a97",
"analyzer_type" : "account",
"analyzer_name" : "external_analyzer_2",
"mc_switch" : true,
"smn_topic_urns" : [ "urnismn:cn-north-7:*****test1" ],
"created_at" : "2023-09-07T08:04:41.698Z",
"updated_at" : "2023-09-07T08:04:41.698Z"

11

"page_info" : {
"current_count” : 2,
"next_marker" : null

}
}
RS
K& ik
200 OK
400 Bad request
403 Forbidden
FRIRD
B2 EIRE .

4.3.8.2 BlIEEEH EiEANECE - CreateNotificationSetting

ThEE TR
BIEH RS .
BUER
WSEEFRBAPIRERLIR, WNRERAKS TRIAMABFERSERIAPI, ZIAMBRE
BENTEMHREINR, EZA0MNRRIEES WABRFIREAIN .
IR AR | BIREE | F4E Bl& RERAOIAY
Al (9 T
)
AccessAnaly | Write | notificatio | - - -
zer:notificati nSetting *
onSetting:cr
eate
URI

POST /v5/notification-settings
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APl &% 4 API
BRSH
7 4-582 153k Body &%
2 AW SR iR
analyzer_id 2 String SrERE—tRRE .
mc_switch = Boolean EEFEBEEHRCEEFX,
smn_topic_ur | 2 Array of THEBEAEEASMNIERURN
ns strings LIE=N
VRS54
REEL: 201
% 4-583 WKL Body S
2 SR iR
id String BREBEMEERIE—IRRS .
urn String BREMEENE—RRIRRRT
KES6S: 400
# 4-584 IR Body 2%
2 SR ik
error_code String TEIESIEN
error_msg String BIREE.
request_id String 5K ID,
encoded_authoriz | String ENEE,
ation_message
RS 403
% 4-585 KT Body S
2H SR iR
error_code String eI
error_msg String BIRMEE,
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APl &% 4 API
2% SR fiik
request_id String 5K ID,
encoded_authoriz | String ENEE,
ation_message
K& 404
7= 4-586 lIL Body S
2% SR fiik
error_code String LI
error_msg String EIREE,
request_id String B3K 1D,
encoded_authoriz | String EREE,
ation_message
(=R mN]
tIEEEEEE .
POST https://{hostname}/v5/notification-settings
{
"analyzer_id" : "3de500b3f6c74b0a8ef1706568a6376",
"mc_switch" : true,
}"smn_topic_urns" [ "urn:smn:cn-north-7:*~test1" ]
i Rz 735
WR&E: 201
Created
{
! "id" : "1c8b66cc466943ad9f6238a19f6f6679"
K&
R ik
201 Created
400 Bad request
403 Forbidden
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APl % 4 API

LA fiR

404 NotFound
==
B2 EIRB.

4.3.8.3 FKEUHSEHALE - ShowNotificationSetting

ThEEN R
REHEEBNECE .
BRIRUEE
WSEBEBEFMEAPIRIERNIR, WRERAKS FTHIAMABRIERZBIAPI, ZIAMBRE
BHENTESHRIEINE, EZHNREIES IABRFIEINIR .
AR HiEgk | WEER | KR Bl HRERAOFIAN
] (*J9:05 T
;)
AccessAnaly | Read notificatio | - - -
zer:notificati nSetting *
onSetting:ge
t
URI
GET /v5/notification-settings/{notification_setting_id}
% 4-587 IRiZsH
B8H EEWI% SR 1k
notification_s | 2 String BHEEBHECENHE—RRYT
etting_id BMEE: 1
RAKE: 36
IERSH
7
)RS

WR&ERS: 200
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APl &%

4 API

2 4-588 [ Body &%§

S SR 7%
id String BEEMEENE—IRRYT .
urn String BREME BN E—SRIRRRT
analyzer_id String DITESHIE—IRIR T o
analyzer_name String DHTESRYEFR
analyzer_type String DHTESHYSEEL,
e account: KSRIMIBIARI DTS
e organization: {HRRINRIHIAIOHT
e account_unused_access: WS4k
ERIBIRDHTEE
e organization_unused_access: £ZH%41
KR(ERIBDDHTES
e account pr|V|lege escalation: K=
FARBUREI D HTEE
e account_iam_best_practice: MKSZK
IAMEELEE DTS
mc_switch Boolean BHEBEHROBEIFHX.
smn_topic_urns Array of strings THEEBECERISMNIEBRURNGIE,
created_at String Sl E@BANECERYAYE
updated_at String brREFmEREANECERVETE .
REES: 400
# 4-589 IR Body 2%
28 SR )%
error_code String LI
error_msg String BIREE.
request_id String B3k ID,
encoded_authoriz | String EREE,
ation_message
RS 403
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APl &% 4 API
%= 4-590 AR Body 2%
2% SHRT ik
error_code String B1=fg,
error_msg String HIREE
request_id String B3K 1D,
encoded_authoriz | String ENEE,
ation_message
RS 404
2 4-591 Ui Body 2%
2% SRR R
error_code String LI
error_msg String HIREE
request_id String B3K 1D,
encoded_authoriz | String ERNEE,
ation_message
s== —
=Rl
REHEBAECE .
GET https://{hostname}/v5/notification-settings/{notification_setting_id}
I Rz7~ 451
KR&MB: 200
OK
{
"id" : "{notification_setting_id}",
"urn" : "AccessAnalyzer:{region_id}:{domain_id}:notificationSetting:{notification_setting_id}",
"analyzer_id" : "3de500b3f6c74b0a8ef170656f8a6376",
"analyzer_type" : "account",
"analyzer_name" : "external_analyzer_1",
"mc_switch" : true,
"smn_topic_urns" : [ "urn:smn:cn-north-7:******test1" ],
"created_at" : "2023-09-07T08:04:41.698Z",
"updated_at" : "2023-09-07T08:04:41.698Z"
}
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APl &%& 4 API
REB

RSB )%

200 OK

400 Bad request

403 Forbidden

404 NotFound
SR

B2 EIRE.

4.3.8.4 EEHHEIEMEIE - UpdateNotificationSetting

ThREN 4R
EERBAERE.
B ELS
WSEBFMBAPINERIR, MREAKS FRIAMARERZSRIAPI, ZIAMREARE
BENTEORENR, ESHREIFIES IWABRFIFEAIN
BUIR B | BRER | KR Bl&E ARV
2l (*Jes 17
M)
AccessAnaly | Write | notificatio | - - -
zer:notificati nSetting *
onSetting:up
date
URI

PUT /v5/notification-settings/{notification_setting_id}

% 4-592 IRIZSH

8% =AWk SRR faR
notification s | 2 String BEBEEENE—IRNRT .
etting_id BME: 1

BRAKE: 36
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APl &% 4 API
IBRSH
7 4-593 53K Body ¥
2¥ =A% ST ik
mc_switch = Boolean EAFEEEROBRFX.
smn_topic_ur | 2 Array of THEIBENECERISMNERIURN
ns strings SIES
) e
KREMB: 200
OK
R 400
K 4-594 I Body 2%
2¥ ST ik
error_code String LI
error_msg String EIREER.
request_id String iB3K ID,
encoded_authoriz | String EREE,
ation_message
RS 403
2 4-595 i Body 2%
2% ST ik
error_code String LI
error_msg String BEIREER,
request_id String 1BK ID,
encoded_authoriz | String EREE,
ation_message

REG: 404
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APl % 4 API

7 4-596 1K Body &%

2% SRR R
error_code String eI
error_msg String BIREE,
request_id String 53K 1D,
encoded_authoriz | String EREE,
ation_message

1=l
BN EEEEE
POST https://{hostname}/v5/notification-settings/{notification_setting_id}
{

"mc_switch" : true,
"smn_topic_urns" : [ "urn:smn:cn-north-7:****test1" ]

}
I piz 7~ Af51
"
REB
RSB 05
200 OK
400 Bad request
403 Forbidden
404 NotFound
==
B2 EREB.

4.3.8.5 JF&EE@ABLE - DeleteNotificationSetting

ab
hREN A

MR BB E -
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APl &% 4 API
BRIUEE
WSEEFMEAPIRIERNIR, WRERKS FTHIAMABRIERZBIAPI, ZIAMBRE
BHENMTESHHRIENE, EZHNRFIES IABRFIENIR .
AR HiEgk | WRER | KR Bl& RERAV AN
3l (*Jas IR
;)
AccessAnaly | Write | notificatio - -
zer:notificati nSetting *
onSetting:de
lete
URI
DELETE /v5/notification-settings/{notification_setting_id}
+ 4-597 IRZBH
2% BEWI% SRR ik
notification s | 2 String BEBEEENE—IRNRT .
etting_id BME: 1
BRAKE: 36
ERSH
7
V=258
RE&ES: 204
Deleted
K&MB: 400
% 4-598 ljufi Body 2%
B2¥ et bS] fR
error_code String B1=fg,
error_msg String BIREE.
request_id String 5K ID,
encoded_authoriz | String ERUER.
ation_message
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APl &%& 4 API
RE&ES: 403
K 4-599 I Body 2%
2% SHEER 3%
error_code String BIRE,
error_msg String BIREE,
request_id String B3 1D,
encoded_authoriz | String EREE,
ation_message
=R N
fRlpRiE 2B XNECE o
POST https://{hostname}/v5/notification-settings/{notification_setting_id}
M Rz~
7
RS
RS A
204 Deleted
400 Bad request
403 Forbidden
T
B2 IEIRE.
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APl &%

5 NG

5 Rz 7=

5.1 ZiHEHA BRIt iR

iR

MR

\

W RAPEEHERRRER (AK/SK) RN ERIFEEHITAPIRE, BEih
DZREEMEITERBEeHE, LIREZREEESEENZEXE

AELIESAPMNIERAPIERIN SN EIRILIEER, SRE—S B mEF KT
EHIE IR TR,

TEHRRCHRIAIERE (AK/SK ) A, SEINTF:

1. BUERAK/SK;

2. BEEEBFRBAK/SKAICIZERTE, FIKrERIEREEE IR,
3.

EIRFTHIAK/SK -
4. HIRSBEBIIIOAK/SK;
B RAGEOATT:

o BIEXKALEES
o  ERBEXKAILIAEA
o MIFRIEEXRAIGIAEA

STE1: SIEKA AK/SK

URI: POST /v5/users/{user_id}/access-keys
APIIEIFBIEEN: B KALIIEH

o IERTHI
POST https://{endpoint}/v5/users/07609fb9358010e21f7bc003751.../access-keys

o [IBRNZRA
{

"access_key" : {
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"user_id" : "07609fb9358010e21f7bc003751...",

"access_key_id" : "P83EVBZJMXCYTMUII...",

"created_at" : "2023-09-13T06:51:20.550Z",

"secret_access_key" : "TTqAHPbhWorg90zx8DvOMUyzYnOKDppxzHt...",
"status" : "active"

}
}

: Eif] AK/SK B9EIZRTE)
URI: GET /v5/users/{user_id}/access-keys
APIN¥IEEES N EEREKAGIEEH

o IFRTHI
GET https://{endpoint}/v5/users/07609fb9358010e21f7bc003751.../access-keys

o [IBAZRA
{

"access_keys" : [ {
"user_id" : "07609fb9358010e21f7bc003751...",
"access_key_id" : "P83EVBZJMXCYTMUII...",
"created_at" : "2023-09-13T06:51:20.550Z",
"status" : "active"

1

"page_info" : {
"current_count" : 1

}

}

S 3: EHAFAY AK/SK
BEHRFRAVAK/SK, BEELE: CIEKAAK/SK,

LR 4: HEFFERICHEAY AK/SK
URI: DELETE /v5/users/{user_id}/access-keys/{access_key_id}
APIMZEFIZIES A MEREEXALIDER
o Bk

DELETE https://{endpoint}/v5/users/07609fb9358010e21f7bc003751.../access-keys/
P83EVBZJMXCYTMUILI...

o IBARA
ZIEOTREE, IREB/92042=MIBRRLI o

5.2 3F IAM RFRIBREI TR EHIT

IR

N
s
N

W EAFEEFEEN A LIAMARRISRERRITLZEHIT, LBEIAMAFRINR
REBLNERSEE . F1I0: PSRRI RAFUSNMIPTEIAMRBFEA X
%}?EEE{EIAME’\J%IE&BEO ItZ2 BT ERRFSEHPENOE, FAFEERAPIEK

AETIESHFNOERAPIEBNAXIAMBRIRHITZE#HIT, &rliE—%
BidmiEF R ERZEHFIT TE.
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MR

XHIAMBRRIIRETEL BT, SEEHAMBRESHMNSAER, LURIAMA
FAENIEAASER . JIAMBF B SHINASH I TRIRS T, BB
PRI SHNA S FREN A TIILLENE . Eits, 1 FRRIUIAMAF AN
SR SRR BTN, RIETISIATT

SFAFERIE;

SFAFEIR;

RS RIENS;

HEREFHONR, SORFARNAVER, #HTREHT,

B RAGEOATT:

. EEBPERIE

. EIEEAFEMINATE S5

. EIRESHRENRERES

.« EEAMAFSIE

L] 1: EFRPEIE
URI: GET /v5/groups
APIIEFEIES N BiRHAFHEIZE

o iEKTRHI
GET https://{endpoint}/v5/groups

o [IBAZRA
{

"groups" : [ {
"group_id" : "5b050baea9db472c88cbae67e8d6....",
"group_name" : "IAMGroupA",
"created_at" : "2023-09-11T10:13:25.414Z",
"urn" : "iam::d78cbac186b744899480f25bd022.....group:IAMGroupA",

A wnN =

"description" : "IAMdescription"

3o
"group_id" : "07609e7eb200250a3f7dc003cb7a....",
"group_name" : "IAMGroupB",
"created_at" : "2023-09-11T10:13:40.016Z",
"urn" : "iam::d78cbac186b744899480f25bd022.....group:IAMGroupB",
"description" : "IAMdescription"

1

"page_info" : {
"current_count" : 2

}

}

SR 2: HRAPANR
URI: GET /v5/groups/{group_id}/attached-policies
APIHEIFEIEEN: EifisEAFAMMINRE S0 RS

o IERTHI
GET https://{endpoint}/v5/groups/5b050baeaddb472c88cbae67e8d6..../attached-policies

o [IBMNZRA
{

"attached_policies" : [ {
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"policy_name" : "ReadPolicy",
"policy_id" : "75cfe22af2b3498d82b655fbb39d....",
"urn" : "iam::d78cbac186b744899480f25bd022.....policy:ReadPolicy",
"attached_at" : "2023-09-25T09:31:44.935Z"

11

"page_info" : {
"current_count" : 1

}

}

3: EHBHHINE
URI: GET /v5/policies/{policy_id}/versions
APIIEIFBIEEN: ERiEES D RIEIABhRA

o iFKTHI
GET https://{endpoint}/v5/policies/75cfe22af2b3498d82b655fbb39d..../versions

o [IARA
{

"versions" : [ {
"document" : "{\"Version\":\"5.0\",\"Statement\":[{\"Effect\":\"Allow\",\"Action\":[\"iam:*:get*
\"\"iam:*list*\"1}1}",
"version_id" : "v1",
"is_default" : true,
"created_at" : "2023-09-25T09:03:24.786Z"
1
"page_info" : {
"current_count" : 1
}
}

TR 4. HEBEHITRISUR, EWAFEAHRY IAM BF, #172£HiT
URI: GET /v5/users
APIXHIFIBIBES N : EFIAMARSIZE

o IERIHI
GET https://{endpoint}/v5/users?group_id=5b050baea9db472c88cbae67e8d6....

o [IBR7RA
{

"users" : [ {
"description" : "description",
"user_name" : "IJAMUserA",
"is_root_user" : false,
"created_at" : "2023-04-26T03:49:42Z",
"user_id" : "07609fb9358010e21f7bc003751c....",
"urn" : "iam::d78cbac186b744899480f25bd022.....user:IAMUserA",
"enabled" : true

e
"description" : "description",
"user_name" : "lAMUserB",
"is_root_user" : false,
"created_at" : "2023-04-26T03:52:27Z",
"user_id" : "076837351e80251c1f0fc003afe4....",
"urn" : "iam::d78cbac186b744899480f25bd022.....user:lAMUserB",
"enabled" : true

11

"page_info" : {
"current_count" : 2

}

}

N
%
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APl &%

6 AXPRFAIZANIR

6 I PRANFZAIR

6.1 BPRFIRBINAA

NREFEENEFREIAMBETRANSIREIE, BoJLUFERS—SMIAMERS
( Identity and Access Management, fAI#RIAM ) , WNRERNKSFEZHINIRINEE

ELEHRETHNER, BRI AET,

SIRIEE I AMBRSS RIEL IR -

BIIAM, SR LA ERIUEHER (IAMBR . EE. BEEF) MEARKIRRIA

[ .

HRIAMSSRERIN, —XERHABSRIBIEN, 5—ENBMHRIEEN.

=L RN IE S

% 6-1 FEISIX S

BH | BOXR ;;é&aw B ERES

eS| BRI |« E&fM | HAMB®RE | BOXRR “BP-HIR-EH5E

SEREIS | R-1EHY & FraeoEr | B, S EPRRRESIRN

1 SBE . R FRESPCEEM TSN, TiEH
e BEARPBN, EEMHPESN
n FFE, BTistsems,

o BEX MELL T AR RSB DR A
R R, BEEATERERSE
ERBIRIF IR,
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AP| & 6 I PRFNFZAIN
B | BOXR | PR | #ZEO5R ERIER
PR
BME | PR | o RHE | o HAMB | ZOXERN “‘BR-REK” , &
BEEAX | B I oRER BFEhk | BRAIRELSEREFIARFAY
o« BHEV it IBIEEISRES, AEUSME B ARy

S | o sy | EEREORIRES, i
S| o SEEEN | i, wimeSEmEn, 2T
: ﬁj\ Sy EREE R A SR

WEBERPIEN, RatE
2, B0, (BIEINE, B
RS ERRENER, X
BENRSIENERES, B
HEEATHFALE,

MRS TRORES/ SRS . RIS HAEE, HEFERSDRESHITRN .

K-S TRIAMARLRAPIERRY, ZIAMARWRESERZEOREINIR, &
W, APHERFIEAEK . S MEOMBRANIR, S MEORTNAYEZAIERY
R, RERRBERIVEPEIE T RIS NAISRES, ZARZ8ErIRAMZEN .

6.2 IAM B{pRIEZINSE

TIRSHEIAMME T ERINIR, MARGSHRE . NRIAMRZSORELEHE
BINER, EERTLURESIRSS SRR, SIZRIAMBE XS RESKIHITHE
MrYKEES, IAMBEXBDRIERXNRASD RISV R,

FRIAMBRS39, OrganizationsfRSSHHIBRSSIZHISEAS ( Service Control Policy, AR
{BIFRSCP ) th Al LAMSRIX SN IUT RIS B b ITHEHI5REE .

SCPAEERITIEMN, RXENPRILR . ESCPYPERIAR BT ERRMWENT, T
BEENHEAPTHARKSIEFIRESIR, MeMlE 7 REKSERETE S
HRKSHHESCEE . IAMBHHRIEEFRIRNBE S SCPIRS], RBESCPAIFE
ERBISPRA BEERL -

IAMBRS3 5 OrganizationsiRSZ1EF X Lo TimaiEsHInT, FEE—LX3, ¥
HBE2W: IAMBES550rganizationsiRFZHPRIGIEHEHIRIX S .

KEDNARIAMIRS B0 REEEIUAS P B E X B0 RISFIHLNIRSS hSCPERRYTT
=, XUTEEETIRIE (Action) . &R (Resource ) #1544 ( Condition ) o

o WIERAXETEREIAMBENSNREE, BEEUBEENSIERE
o UNfufERIXLEITRBIESCPEEN RS, 15SE6lI#ESCP,

$24E (Action)

F (Action ) BISHSREEHSZIFAIRIN .

o “IBAKA" FIREHRIMIRIRIFHITHE (List, ReadFIWriteF ) o IthDEATHS
BN&T RSN RIS PIERR FRI AT RS -

o ‘KRR JISEMHMEREIFEIREAIR
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F—BAMAIE (iR )
APl &%

6 AXPRFAIZANIR

- BEERYHBEGSETRAE. NRLIREE (-) , UBRESHE
E&iEaIAIResourceToEFIEEFIEZRIERER ( “*” ),

- NRZIEESREREEE, NWeREERZRFINETPEEZSERAIURN,
- RFEREIIDpERRERTHES (1) inR, FRERIRIECRIEEX

FFIAME X BIERTREEBRFMERIBES WERZED (Resource) ,

‘iR S8R T I LESHRISIETIConditionTTEFRZIFEENHEE.
- MRIZSNIRRRERSIFEEE, WRREGR(ITIRARREREY .
- WRZIESNIRRREGGEE (-) , WRREEETEMENIRE
- MRMIEMEESEE (-) , TRMRERASTRHEE R,

FXFIAME XIS RINFERERIES &M ( Condition ) .

‘BB FIEE T A LAESH RIS PACERIRIRIEAIN . BT XLAERIN, B
EHSF RIS IEINAIAPEAE . FMERIES NSO RIEFRS MR

EALAESH RIIEDRIActionTTEFIEELL FIAMABIIERIRIE

£ 6-2 IAM ZIFRYIEINIR

AT R hiE | JE | R A&
Rl | KB
(*79
A
)
iam:listAccess | EFRFIHKA | List - - e iam:creden
Keys a2 BRYIY tials:listCre
PR . dentials
iam:createAcc | IEFEIEKA | Write | - - e iam:creden
essKey BRI tials:create
PR . Credential
iam:getAcces | IEFEIIKA | Read |- - e iam:creden
sKey hiE AR tials:getCre
PR . dential
iam:updateAc | IFFIEHGKA | Write | - - e iam:creden
cessKey a2 BRI tials:updat
PR . eCredential
iam:deleteAcc | IEFMIBRKA | Write | - - e iam:creden
essKey a2 EEAYY tials:delete
PR Credential
iam:projects:li | 275 INE | List - - e iam:project
st HIBR o s:listProject
s
iam:projects:c | IZ2FEIEINB | Write | - - e iam:project
reate AR o s:createPro
ject
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FH—SDIAIE (AR )

AP| &3 6 I PRFNFFZAIN
N fiA hpE | B/R | SR Bl&
&pl | KB
(*A
DA
M)
iam:projects:li | FFHIEE | List - - iam:project
stForUser FIFIRBRIY s:listProject
PR sForUser
iam:projects:u | IZFIEXINB | Write | - - iam:project
pdate HIBR o s:updatePr
oject
iam:groups:lis | EF%IHHP | List - - iam:groups
t HRIIR . :listGroups
iam:groups:cr | IEFEIEHAR | Write | - - iam:groups
eate HAIUR - :createGro
up
iam:groups:ge | IZ2FEIHHF | Read | - - iam:groups
t HRIIR - :getGroup
iam:groups:.de | IZFMBRAF | Write | - - iam:groups
lete HAIAPR :deleteGro
up
iam:groups:.up | IEFRIEXHEF | Write | - - iam:groups
date HRIR o :updateGro
up
iam:groups:re | IEFMAEFPHE | Write | - - iam:permis
moveUser iR FRY sions:remo
R . veUserFro
mGroup
iam:groups:lis | IFFRIIEIEE | List - - iam:users:li
tUsers FEFHEPBEF stUsersFor
AR o Group
iam:groups:ch | #IZF&EIHHEF~ | Read |- - iam:permis
eckUser =AERFH sions:check
FEIE o UserlnGrou
p
iam:groups:ad | IEFIRMEAR | Write | - - iam:permis
dUser EIFF4ERIIY sions:addU
PR o serToGrou
p
iamusers:icrea | ¥ FAIEZAF | Write | - - iam:users:c
te HIR reateUser
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iam:users:get | IZFEIGHAF | Read |- - iam:users:g

RIUR o etUser
iam:users:upd | IEFRIEXHEF | Write | - - iam:users:u
ate IR o pdateUser
iam:users:list | #EFPFIZEHR~ | List - - iam:users:li

RIR o stUsers
iam:users:dele | IEFWIEER~ | Write | - - iam:users:d
te RIBR o eleteUser
iam:users:listG | I2FFIZIEE | List - - iam:groups
roups FBRFERF :listGroups

LHRIABR ForUser
iam:users:listV | IFF245%E | List - - iam:mfa:lis
irtualMFADevi | FEFFR/EREIL tVirtualMF
ces MFAIREZRIN ADevices

IR o
iam:users:crea | ISFOIZEHL | Write | - - iam:mfa:cr
teVirtualMFA | MFAIR 2348 eateVirtual
Device RIR o MFADevice
iam:users:dele | I FHIFRENL | Write | - - iam:mfa:de
teVirtualMFA | MFAIRSRIR leteVirtual
Device IR o MFADevice
iam:users:.get | IFFEIFENHL | Read | - - iam:mfa:ge
VirtualMFADe | MFAIZ&HIIY tVirtualMF
vice IR o ADevice
iam:users:bind | R4 EENL | Write | - - iam:mfa:bi
VirtualMFADe | MFAIZ&ERIN ndMFADev
vice MR o ice
iam:users:unbi | IS FEE4PENL | Write | - - iam:mfa:un
ndVirtualMFA | MFAIZZEHIN bindMFAD
Device IR o evice
iam:identityPr | %3585 | List - - iam:identit
oviders:list AR yProviders:

PR istldentityP

roviders
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iam:identityPr | I25&E188{3 | Read | - - e iam:identit
oviders:get 1RAHREIAIX yProviders:
PR getldentity
Provider
iam:identityPr | IEFEIZEBD | Write | - - e iam:identit
oviders:create | 12MHEAI yProviders:
PR . createldent
ityProvider
iam:identityPr | ZFMIBREMD | Write | - - e iam:identit
oviders:delete | $ERAEAIIN yProviders:
PR o deleteldent
ityProvider
iam:identityPr | IEF{EXBD | Write | - - e iam:identit
oviders:updat | 2RI yProviders:
e PR . updatelden
tityProvide
;
iam:identityPr | 2535585 | List - - -
oviders:listMa | $2{rEgHRET %
ppings ZERINR
iam:identityPr | 2 F&EIGSS | Read |- - -
oviders:.getMa | I2{LE5IRET<
pping ZERINPR
iam:identityPr | IEFEIZEB) | Write | - - -
oviders:create | 2RSSR
Mapping ZHIR o
iam:identityPr | I FHIBREH | Write | - - -
oviders:delete | I2LESMRSTR
Mapping ZAIBUR -
iam:identityPr | IER{EXBp | Write | - - -
oviders:updat | I2{tEFIRGTHE
eMapping ERIPR .
iam:identityPr | %3585 | List - - -
oviders:listPro | IRMLEEHMYAY
tocols PR .
iam:identityPr | ¥ F&EiE5 | Read | - - -
oviders:getPro | {2EiYAY
tocol PR
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iam:identityPr | iI2F8I&#EB{5 | Write | - -
oviders:create | $2MHEFHMNYAY
Protocol BR o
iam:identityPr | I MREH | Write | - -
oviders:delete | $2MHEFHMNYAY
Protocol R o
iam:identityPr | 2 FH{EXE D | Write | - -
oviders:updat | f2EHMYAY
eProtocol PR o
iam:identityPr | 2¥&i85{ | Read |- - e iam:identit
oviders:getSA | I2{HESAML yProviders:
MLMetadata | metadataS{4 getIDPMet
AR o adata
iam:identityPr | iZFEIZEBD | Write | - - e iam:identit
oviders:create | I2HEISAML yProviders:
SAMLMetadat | metadata3 {4 createlDP
a AIR Metadata
iam:identityPr | I25&1808{7 | Read | - - e iam:identit
oviders:getOl | $2tFEOIDCHEL yProviders:
DCConfig BERIR getOpenID
ConnectCo
nfig
iam:identityPr | I2FeI&E8{3 | Write | - - e iam:identit
oviders:create | I2{HtESOIDCESD yProviders:
OIDCConfig BEHNR . createOpe
niDConnec
tConfig
iam:identityPr | IZFRIEXBD | Write | - - e iam:identit
oviders:updat | $#2{t#5OIDCHEL yProviders:
eOIDCConfig | EHINIR . updateOpe
niDConnec
tConfig
iam:securityP | ISFEITERIE | Read | - -
olicies:getProt | {RIFPEEAEHII
ectPolicy PR
iam:securityP | I FRIEXURIE | Write | - -
olicies:update | {RIPESEREAIIY
ProtectPolicy | R,
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iam:securityP | ZFEIGEIS | Read | - - -
olicies:getPass | SREEAINIR o
wordPolicy
iam:securityP | IZFH(ELERS | Write | - - -
olicies:update | SREEAIRNIR
PasswordPolic
y
iam:securityP | IEFEIAER | Read |- - -
olicies:getLogi | SEREAIIR
nPolicy
iam:securityP | {IEFIEXBR | Write | - - -
olicies:update | SREEAINNIR .
LoginPolicy
iam:securityP | IEFEIFES | Read | - - -
olicies:getCon | &ipIaI5REEHY
soleAclPolicy | R,
iam:securityP | {IZFEXsEH] | Write | - - -
olicies:update | &pIa15REEHY
ConsoleAclPol | R,
icy
iam:securityP | I¥FEIEEZEO | Read | - - -
olicies:getApi | IFIA)SRAEHIIY
AclPolicy PR o
iam:securityP | {EFHEXEEO | Write | - - -
olicies:update | i/5/a)5RAEAIIR
ApiAclPolicy | BRo
iam:securityP | IS FEIEKS | Read | - - -
olicies:getPriv | (SEIEHE &
acyTransferPo | SRREHITUR
licy
iam:securityP | I REXKS | Write | - - -
olicies:update | (SEEE(EH
PrivacyTransfe | SRR&HIAR .
rPolicy
iam:users:listL | #ZF%=FHP | List - - e iam:users:li
oginProtectSe | FHFPERF stUserLogi
ttings IR BRI nProtects
PR o
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iam:usersigetL | IZFEIEIER | Read |- - iam:users:g
oginProtectSe | {RIFIZ BRI etUserLogi
tting PR nProtect
iam:users:upd | IEFIERNER | Write | - - iam:users:s
ateLoginProte | {RIFIREAIN etUserLogi
ctSetting R o nProtect
iam:quotas:lis | EFF=EEN | List - - iam:quotas
t HIBR o :listQuotas
iam:quotas:lis | IFFEIFINE | List - - iam:quotas
tForProject ECETAIAR o :listQuotas
ForProject
iam:agencies: | #ZF@=BRSS | Permi | agenc | -
pass EBFIEAI | ssion_ |y *
PR mana
geme
nt
iam:rolesilist | IEFEIENPR | List - - iam:roles:li
FIZRAINR - stRoles
iam:roles:get | IFFEITINPR | Read | - - iam:roles:g
FIBRINR etRole
iam:listRoleA | ZFEBFEF | List - - iam:permis
ssignments FERUCRAIN sions:listRo
PR leAssignme
nts
iam:groups:lis | IEF&EiFEF | List - - iam:permis
tRolesOnDom | BRSSHAIFZH sions:listRo
ain RPRAIIBR lesForGrou
pOnDomai
n
iam:groups:lis | FF&EIFIME | List - - iam:permis
tRolesOnProje | BRSZHAFA sions:listRo
ct BUPRAIR lesForGrou
pOnProject
iam:groups:gr | ¥ AAFE | Write | - - iam:permis
antRoleOnDo | BF2BRS sions:grant
main APRAIIBR - RoleToGro
upOnDom
ain
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iam:groups:gr | ¥ AAFE | Write | - - e ijam:permis
antRoleOnPro | #EZFINEHKAR sions:grant
ject SIPRAYIR RoleToGro
PR upOnProje
ct
iam:groups:.ch | I2F&EIEHAHF | Read | - - e iam:permis
eckRoleOnDo | HRBHEE sions:check
main SRS INPRAY RoleForGro
PR, upOnDom
ain
iam:groups:.ch | IZFF&EIGHHF | Read |- - e iam:permis
eckRoleOnPro | AR HABEIR sions:check
ject B IRSINPRAY RoleForGro
PR upOnProje
ct
iam:groups:lis | IFF&EIFHRF | List - - e iam:permis
tRoles HRIFFBINR sions:listRo
HIBR lesForGrou
p
iam:groups:.ch | I2F&EIEHHF | Read | - - e iam:permis
eckRole HEHREE sions:check
EIPRAIIR RoleForGro
PR up
iam:groups:re | IZFREFREAR | Write | - - e iam:permis
vokeRole HISENPRAY sions:revok
PR eRoleFrom
Group
iam:groupsire | IZFFRIRAF | Write | - - e iam:permis
vokeRoleOnD | ‘BHEBIRSS sions:revok
omain A PRAYAPR o eRoleFrom
GroupOnD
omain
iam:groups:re | BFEFRAF | Write | - - e iam:permis
vokeRoleOnPr | {HRYINE RS sions:revok
oject BPRAIRR o eRoleFrom
GroupOnPr
oject
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iam:groups:gr | ¥ NEFE | Write | - - iam:permis
antRole R IEENR sions:grant
AIR RoleToGro
up
iam:roles:.crea | IEFEIEBEE | Write | - - iam:roles:cr
te N RREHYAY eateRole
R
iam:roles:upd | IEFRIEXEZE | Write | - - iam:roles:u
ate M RRERIR pdateRole
R
iam:roles:dele | IZFMBREZE | Write | - - iam:roles:d
te N RREHYAY eleteRole
PR
iam:agencies:l | I2FFIHFIE | List - - iam:agenci
ist AIR es:listAgen
cies
iam:agencies:l | %% HJHe | List - -
istSwitchAgen | Z3ESEAIHY
cyHistories IR o
iam:agencies: | IEFEITIEE | Read |- - iam:agenci
get FITFBRIN es:getAgen
PR . cy
iam:agencies:c | IZFEIEERIE | Write | - - iam:agenci
reate HIR es:createA
gency
iam:agencies: | I FRIENEIE | Write | - - iam:agenci
update HIRPR o es:updateA
gency
iam:agencies: | IZFHIFREIE | Write | - - iam:agenci
delete AR o es:deleteA
gency
iam:agencies:l | ¥ FEIBZFIE | List - - iam:permis
istRolesOnDo | HEHILER sions:listRo
main SIPRAIR lesForAgen
PR o cyOnDoma
in
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iam:agencies:l | ¥ FEIBZFIE | List - - iam:permis
istRolesOnPro | IHBERIIEEIR sions:listRo
ject BNFRAYAY lesForAgen
PR cyOnProjec
t
iam:agencies: | I RAEELIE | Write | - - iam:permis
grantRoleOnD | F2BRE sions:grant
omain PRAYENPR RoleToAge
ncyOnDom
ain
iam:agencies: | IEFAEIE | Write | - - iam:permis
grantRoleOnP | FINERSSX sions:grant
roject PRAYENPR RoleToAge
ncyOnProj
ect
iam:agencies:.c | IEFEITHZEIE | Read |- - iam:permis
heckRoleOnD | 2&IHELRE sions:check
omain ARSSINPRAYAY RoleForAg
PR . encyOnDo
main
iam:agencies:c | 2 FEIGFIE | Read |- - iam:permis
heckRoleOnPr | 2&HBINA sions:check
oject ARSSINPRAYAY RoleForAg
PR encyOnPro
ject
iam:agencies:r | IZFRERFTIE | Write | - - iam:permis
evokeRoleOn | 92 FIRSZY sions:revok
Domain PRAYENPR o eRoleFrom
AgencyOn
Domain
iam:agencies:r | I FEREIE | Write | - - iam:permis
evokeRoleOn | FYIE BRSSHY sions:revok
Project PRAIER o eRoleFrom
AgencyOn
Project
iam:agencies:l | IEFEIBHRIE | List - - iam:permis
istRoles AIRT B PRRY sions:listRo
PR lesForAgen
cy
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iam:agencies: | #FAEIEE | Write | - - e iam:permis
grantRole FEENPRAY sions:grant
PR RoleToAge
ncy
iam:agencies:c | #FEIAZEIE | Read |- - e iam:permis
heckRole =GiHaEE sions:check
PRAIIIBR - RoleForAg
ency
iam:agencies:r | IZFIRETIE | Write | - - e iam:permis
evokeRole HYIEERRAY sions:revok
PR o eRoleFrom
Agency
iam:listGroup | #2¥F&@E | List |- - e iam:permis
sAssignedEnte | INE XEXHIA sions:listGr
rpriseProject | PZHAIRR oupsOnEnt
erpriseProj
ect
iam:groups:lis | IEFF&EFE | List - - e iam:permis
tRolesOnEnte | IRE 2B sions:listRo
rpriseProject | FPZEAIANBRAY lesForGrou
PR, pOnEnterp
riseProject
iam:groups:.gr | IZFEFHRP | Write | - - e iam:permis
antRoleOnEnt | AV IRE sions:grant
erpriseProject | AR RoleToGro
upOnEnter
priseProjec
t
iam:groupsire | =2 FMIBRE | Write | - - e iam:permis
vokeRoleOnE | I B XEXRYFD sions:revok
nterpriseProje | FPZEFRAYHY eRoleFrom
ct PR GroupOnE
nterprisePr
oject
iam:groups:lis | IZFEIFHAR | List - - e iam:permis
tAssignedEnte | tAE1EXEXAY sions:listEn
rpriseProjects | {MVIRERIHY terpriseProj
PR . ectsForGro
up
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iam:users:listA | I2F&EIHAHF | List - - iam:permis
ssignedEnterp | EEZKEXATE sions:listEn
riseProjects W IRE /IR terpriseProj
PR ectsForUse
r
iam:listUsers | IEF&EE | List - - iam:permis
AssignedEnter | INH BE#2XEX sions:listUs
priseProject FIFRIAR ersForEnter
priseProjec
t
iamusers:listR | #F&EEE | List |- - iam:permis
olesOnEnterpr | INE B#ZXEX sions:listRo
iseProject FIFBRAYAY lesForUser
PR . OnEnterpri
seProject
iam:users:.gra | IEFEFHRF | Write | - - iam:permis
ntRoleOnEnte | AEIWIREE sions:grant
rpriseProject | AAYINPR . RoleToUser
OnEnterpri
seProject
iam:usersirevo | 2 FMIBRE | Write | - - iam:permis
keRoleOnEnte | INE BE#EXE£ sions:revok
rpriseProject | FIFRIINPRAY eRoleFrom
U UserOnEnt
erpriseProj
ect
iam:agencies: | IZFEFHEIE | Write | - - iam:permis
grantRoleOnE | AWIREE sions:grant
nterpriseProje | AHYINPR RoleToAge
ct ncyOnEnte
rpriseProje
ct
iam:agencies:r | =2 FMBRE | Write | - - iam:permis
evokeRoleOn | INE XEXHIZE sions:revok
EnterpriseProj | $EAIABRAIIY eRoleFrom
ect PR AgencyOn
EnterpriseP
roject
iam:mfa:listM | EFFIJZEMFA | List mfa * | -
FADevicesV5 | iZFBHINR
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iam:mfa:creat | IEFEIZEIL | Write | mfa* | -
eVirtualMFAD | MFAIZEHII
eviceV5 PR
iam:mfa:delet | IEFMIPREIL | Write | mfa* | -
eVirtualMFAD | MFAIZ&HIIN
eviceV5 PR
iam:mfa:enabl | #FEFAMFA | Write | mfa* | -
ev5 IREERINR
iam:mfa:disab | IZ2FZFHMFA | Write | mfa* | -
leV5 IREEHINR
iam:securityp | 2 FIRENERS | Read | - -
olicies:getPass | SRERSEAIN
wordPolicyV5 | [R.
iam:securityp | IEFRIEXZRS | Write | - -
olicies:update | SEBEAIIIR
PasswordPolic
yV5
iam:securityp | IFFIRENEZR | Read | - -
olicies:getLogi | SREREEAIIN
nPolicyV5 PR o
iam:securityp | IEFRIEHEF | Write | - -
olicies:update | SEEEAIINIR
LoginPolicyV5
iam:credential | - FAPRELAZY | List user * | g:ResourceTa
s:listCredentia | ZXIAMAFRY g/<tag-key>
lsV5 KA
Ho
iam:credential | I FIXEUSE | Read | user * | g:ResourceTa
s:showAccess | FKAIBIAIZEEA g/<tag-key>
KeylLastUsedV | fxfg—XfEF
5 ATEIRIA PR o
iam:credential | 25 8IAMA | Write | user * | g:ResourceTa
s:createCrede | FPEIERKAIA g/<tag-key>
ntialVs B2 AR
PR .
iam:credential | % AIAMA | Write | user * | g:ResourceTa
s:updateCrede | FMEBIKA IS g/<tag-key>
ntialV5 182 $ARYAR
PR
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iam:credential | % RIAMA | Write | user * | g:ResourceTa
s:deleteCrede | FRHBRX RIS g/<tag-key>
ntialVs B2 $ARIA

PR o
iam:users:cha | #ZRIAMEF | Write | user * | g:ResourceTa
ngePassword | 12X B %63 g/<tag-key>
V5 AIABR o
iam:users:sho | $Z2FIRENAM Read | user* | g:ResourceTa
wLoginProfile | FIPEZRER g/<tag-key>
V5 AIARBR o
iam:users:crea | R HIAMA | Write | user * | g:ResourceTa
teLoginProfile | PERIZERE g/<tag-key>
V5 SRR
iam:users:upd | #EFHIAMA | Write | user * | g:ResourceTa
ateLoginProfil | PIEEBE RS g/<tag-key>
eV5 SRR
iam:users:dele | #5FHIAMA | Write | user * | g:ResourceTa
teLoginProfile | PHIRRERIE g/<tag-key>
V5 SRR
iam:users:list | #FFFIAIAM | List user * | -
UsersV5 FIPBIBR -
iam:users:.get | 2 FIRENAM | Read | user * | g:ResourceTa
UserV5 FFERAI g/<tag-key>

PR o
iam:users:sho | #FIKENAM | Read | user * | g:ResourceTa
wUserlastLog | FAF&E—IR g/<tag-key>
inV5 EREFEAIN

PR .
iam:users:crea | I FBIEIAM | Write | user * | -
teUserV5 FAPBIBR -
iam:users:upd | $ZFIEXIAM | Write | user * | g:ResourceTa
ateUserV5 FIPBIR g/<tag-key>
iam:users:dele | =FMIBRIAM | Write | user * | g:ResourceTa
teUserV5 FEFRITUR o g/<tag-key>
iam:groups:lis | I2FFIZER | List group | -
tGroupsV5 HAIBUR o *
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iam:groups:ge | #F3REVEF | Read | group | -
tGroupV5 RSB RIN *
PR
iam:groups:cr | #EZFEERF | Write | group | -
eateGroupV5 | ZBRIIIR . *
iam:groups:up | IEFIEXHEF | Write | group | -
dateGroupV5 | fBAIAR . *
iam:groups:de | #FZFMIFRAF | Write | group | -
leteGroupV5 | ZHAIRR . *
iam:permissio | #EFiRNIAM | Write | group | -
ns:addUserTo | FBFPEIAEFHE *
GroupV5 AR o
iam:permissio | =2 FMEBF4E | Write | group | -
ns:removeUse | FFEIRIAMAS *
rFromGroupV | PRIBGE .
5
iam:policies:lis | ##FFZEH | List | policy | -
tV5 SRESHITBR *
iam:policies:g | #&FIKENS1H | Read | policy | -
etvs RIS ERIN *
PR .
iam:policies:cr | 25 8JEBE | Permi | policy | -
eateV5 NEMHHEEHY | ssion_ | *
PR mana
geme
nt
iam:policies:d | IZ2FMIBREE | Permi | policy | -
eleteV5 NEMHHEEHY | ssion_ | *
AR mana
geme
nt
iam:policies:lis | 2735258513 | List policy | -
tVersionsV5 REERAR AT *
PR
iam:policies:g | #EFIRENEH | Read | policy | -
etVersionV5 | REGHRAZE *
AIR
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iam:policies:cr | #IFRBENX | Permi | policy | -
eateVersionV5 | BHREEEIE | ssion_ | *
FThRZSRYAY mana
PR geme
nt
iam:policies:d | #FRHBEENX | Permi | policy | -
eleteVersionV | BoRESMIFR | ssion_ | *
5 RABIBPR. | mana
geme
nt
iam:policies:se | IZFFIKEBE | Permi | policy | -
tDefaultVersio | X BDHREEEL | ssion_ | *
nv5 TARRZSBEIAR mana
PR geme
nt
iam:agencies: | 8% ZEHTL | Permi | agenc | g:ResourceTa
attachPolicyV | {SEZFEMIAN | ssion_ |y * g/<tag-key>
5 BHZRIEAIY | mana - -
IR, geme |- iam:PolicyUR
nt N
iam:groups:att | #F AR | Permi | group | -
achPolicyV5 MIINB o sERg | ssion_ | *
AIABR o mana - -
geme |- iam:PolicyUR
nt N
iam:users:atta | % HIAMA | Permi | user * | g:ResourceTa
chPolicyV5 PHMIinS{psk | ssion_ g/<tag-key>
BRAISUR o mana - -
geme |- iam:PolicyUR
nt N
iam:agencies: | ¥ A&, | Permi | agenc | g:ResourceTa
detachPolicyV | {S{FZEHEHE | ssion_ |y * g/<tag-key>
5 BHTRIZAI | mana X X
IR, geme |- iam:PolicyUR
nt N
iam:groups:de | #&F R4 | Permi | group | -
tachPolicyV5 | D EBHREE | ssion_ | *
AIABR o mana - -
geme |- iam:PolicyUR
nt N
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iam:users:deta | #FHIAMA | Permi | user * | g:ResourceTa
chPolicyV5 FPHBBNE | ssion_ g/<tag-key>
RERYENBR mana ) .
geme | - iam:PolicyUR
nt N
iam:policies:lis | #ZFPRLAFY | List policy | -
tEntitiesV5 ZNESH *
REE_ LB
S/ N8
iam:agencies:l | =2 FIPRLAZI | List agenc | g:ResourceTa
istAttachedPol | ZZ&FEa(E(E y* g/<tag-key>
iciesV5 ZIEMINAYS
DRI o
iam:groups:lis | #EFAPRLAZY | List group | -
tAttachedPoli | Z¢FFZERIAN *
ciesV5 RIS RRS
iam:users:listA | #EFAPRLAZY | List user * | g:ResourceTa
ttachedPolicie | Z*IAMFEFHE g/<tag-key>
sV5 MRS R
BE
iam:agencies:c | I2F6IEIRSS | Write | agenc | -
reateServiceli | KEXZIEAIIN y*
nkedAgencyV | BRUAAIF =R ; X
5 SEEBIT - iam:ServicePr
124, incipal
iam:agencies: | 5 FMIBRARSS | Write | agenc | g:ResourceTa
deleteServicel | KEAZIEAIN y* g/<tag-key>
inkedAgencyV | BR. . .
5 - iam:ServicePr
incipal
iam:agencies: | I23KENARSS | Read | agenc | -
getServiceLink | KEAZIEMIER y*
edAgencyDele | JRZESHIBUR
tionStatusV5
iam:agencies:l | 2F5IZFIE | List | agenc | -
istV5 RASEEFERY y*
PR,
iam:agencies: | #F3REXZE4E | Read | agenc | g:ResourceTa
getVs HEEFIEE y* g/<tag-key>
BRIBSR
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iam:agencies:c | 2 FEI2(E(E | Write | agenc | -
reateV5 FEAINIR y*
iam:agencies: | ZFIEXIS(E | Write | agenc | g:ResourceTa
updateV5 FIEHIBUR y* g/<tag-key>
iam:agencies: | IZFMIBRS(E | Write | agenc | g:ResourceTa
deleteV5 ZHERIUR y* g/<tag-key>
iam:agencies: | EFEXRZ(E | Write | agenc | g:ResourceTa
updateTrustP | EFES(EHERR y* g/<tag-key>
olicyV5 AR o
iam:listTagsF | 15FF=ZFR | List agenc | g:ResourceTa
orResourceV5 | #REHIR y g/<tag-key>
user g:ResourceTa
g/<tag-key>
iam:tagForRe | 2 FIRERIE | Taggi | agenc | g:ResourceTa
sourceV5 IRERIBPR, | ng y g/<tag-key>
user g:ResourceTa
g/<tag-key>
- e g:Request
Tag/<tag-
key>
e g:TagKeys
iam:untagFor | % MIBRZFIR | Taggi | agenc | g:ResourceTa
ResourceV5 IRESHIPR, | ng y g/<tag-key>
user g:ResourceTa
g/<tag-key>
- e g:Request
Tag/<tag-
key>
e g:TagKeys
iam:getAccou | EZFIRENENK | List | - -
ntSummaryVs | SHIAMSE(K
ERERA
IAMECERAYH
E(FEAIN
PR
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iam:getAsym | EFIREXIGHET | Read | - -
metricSignatu | SHEIEIITRE
reSwitchV5 B RAREHY
PR,
iam:setAsym | IZRFIREIGAT | Write | - -
metricSignatu | SRRIEIITRE
reSwitchV5 BFRARESHY
PR o

IAMRBYAPIEEX B — MBS MENIN . FR6-3BR I APISEIIRAIXER, LUANZ

APIFEZRIAIR IR -

& 6-3 AP| SIENIRHIXER

API

X MAIHEAR I

REEI AR

GET /v3.0/0S- iam::listAccessKeys -
CREDENTIAL/credentials
POST /v3.0/0OS- iam::createAccessKey -
CREDENTIAL/credentials
GET /v3.0/0S- iam::getAccessKey -

CREDENTIAL/credentials/
{access_key}

PUT /v3.0/0S-
CREDENTIAL/credentials/
{access_key}

iam::updateAccessKey

DELETE /v3.0/0OS-
CREDENTIAL/credentials/
{access_key}

iam::deleteAccessKey

GET /v3.0/0S-QUOTA/
domains/{domain_id}

iam:quotas:list

GET /v3.0/0S-QUOTA/
projects/{project_id}

iam:quotas:listForProject

GET /v3/projects

iam:projects:list

POST /v3/projects

iam:projects:create

GET /v3/users/{user_id}/
projects

iam:projects:listForUser
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PATCH /v3/projects/ iam:projects:update -
{project_id}

PUT /v3-ext/projects/ iam:projects:update -
{project_id}

GET /v3/groups iam:groups:list -
POST /v3/groups iam:groups:create -
GET /v3/groups/ iam:groups:get -
{group_id}

DELETE /v3/groups/ iam:groups:delete -
{group_id}

PATCH /v3/groups/ iam:groups:update -
{group_id}

GET /v3/groups/ iam:groups:listUsers -
{group_id}/users

HEAD /v3/groups/ iam:groups:checkUser -
{group_id}/users/

{user_id}

PUT /v3/groups/ iam:groups:addUser -
{group_id}/users/

{user_id}

DELETE /v3/groups/ iam:groups:removeUser -
{group_id}/users/

{user_id}

POST /v3.0/OS-USER/ iam:users:create -
users

GET /v3.0/OS-USER/ iam:users:get -
users/{user_id}

PUT /v3.0/OS-USER/ iam:users:update -
users/{user_id}

PUT /v3.0/OS-USER/ iam:users:update -
users/{user_id}/info

GET /v3/users iam:users:list -
POST /v3/users iam:users:create -

GET /v3/users/{user_id} iam:users:get -

DELETE /v3/users/ iam:users:delete -
{user_id}
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PATCH /v3/users/ iam:users:update -
{user_id}
GET /v3/users/{user_id}/ | iam:users:listGroups -
groups
GET /v3.0/0OS-MFA/ iam:users:listVirtualMFA | -
virtual-mfa-devices Devices
POST /v3.0/OS-MFA/ iam:users:createVirtualM | -
virtual-mfa-devices FADevice
DELETE /v3.0/OS-MFA/ iam:users:deleteVirtualM | -
virtual-mfa-devices FADevice
GET /v3.0/OS-MFA/ iam:users:getVirtualMFA | -
users/{user_id}/virtual- Device
mfa-device
PUT /v3.0/OS-MFA/mfa- | iam:users:bindVirtualMF | -
devices/bind ADevice
PUT /v3.0/OS-MFA/mfa- | iam:users:unbindVirtual -
devices/unbind MFADevice
GET /v3.0/OS-USER/ iam:users:listLoginProtect | -
login-protects Settings
GET /v3.0/OS-USER/ iam:users:getLoginProtec | -
users/{user_id}/login- tSetting
protect
PUT /v3.0/OS-USER/ iam:users:updateLoginPr | -
users/{user_id}/login- otectSetting
protect
GET /v3/0S- iam:identityProviders:list | -
FEDERATION/
identity_providers
GET /v3/0S- iam:identityProviders:get | -
FEDERATION/
identity_providers/{id}
PUT /v3/0S- iam:identityProviders:cre | -
FEDERATION/ ate
identity_providers/{id}
DELETE /v3/0OS- iam:identityProviders:del | -
FEDERATION/ ete
identity_providers/{id}
PATCH /v3/0S- iam:identityProviders:upd | -
FEDERATION/ ate
identity_providers/{id}
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GET /v3/0S- iam:identityProviders:list | -
FEDERATION/mappings | Mappings
GET /v3/0S- iam:identityProviders:get | -
FEDERATION/mappings/ | Mapping
{id}
PUT /v3/0OS- iam:identityProviders:cre | -
FEDERATION/mappings/ | ateMapping
{id}
DELETE /v3/0OS- iam:identityProviders:del | -
FEDERATION/mappings/ | eteMapping
{id}
PATCH /v3/0S- iam:identityProviders:upd | -
FEDERATION/mappings/ | ateMapping
{id}
GET /v3/0S- iam:identityProviders:list | -
FEDERATION/ Protocols
identity_providers/
{idp_id}/protocols
GET /v3/0S- iam:identityProviders:get | -
FEDERATION/ Protocol
identity_providers/
{idp_id}/protocols/
{protocol_id}
PUT /v3/0S- iam:identityProviders:.cre | -
FEDERATION/ ateProtocol
identity_providers/
{idp_id}/protocols/
{protocol_id}
DELETE /v3/0S- iam:identityProviders:del | -
FEDERATION/ eteProtocol
identity_providers/
{idp_id}/protocols/
{protocol_id}
PATCH /v3/0S- iam:identityProviders:upd | -
FEDERATION/ ateProtocol
identity_providers/
{idp_id}/protocols/
{protocol_id}
GET /v3-ext/OS- iam:identityProviders:get | -
FEDERATION/ SAMLMetadata
identity_providers/
{idp_id}/protocols/
{protocol_id}/metadata
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POST /v3-ext/OS- iam:identityProviders:.cre | -
FEDERATION/ ateSAMLMetadata
identity_providers/
{idp_id}/protocols/
{protocol_id}/metadata
GET /v3.0/0S- iam:identityProviders:get | -
FEDERATION/identity- OIDCConfig
providers/{idp_id}/
openid-connect-config
POST /v3.0/0S- iam:identityProviders:cre | -
FEDERATION/identity- ateOIDCConfig
providers/{idp_id}/
openid-connect-config
PUT /v3.0/0S- iam:identityProviders:upd | -
FEDERATION/identity- ateOIDCConfig
providers/{idp_id}/
openid-connect-config
GET /v3.0/0S- iam:securityPolicies:getPr | -
SECURITYPOLICY/ otectPolicy
domains/{domain_id}/
protect-policy
PUT /v3.0/0S- iam:securityPolicies:upda | -
SECURITYPOLICY/ teProtectPolicy
domains/{domain_id}/
protect-policy
GET /v3.0/0S- iam:securityPolicies:getP | -
SECURITYPOLICY/ asswordPolicy
domains/{domain_id}/
password-policy
PUT /v3.0/0S- iam:securityPolicies:upda | -
SECURITYPOLICY/ tePasswordPolicy
domains/{domain_id}/
password-policy
GET /v3.0/0s- iam:securityPolicies:getLo | -
SECURITYPOLICY/ ginPolicy
domains/{domain_id}/
login-policy
PUT /v3.0/0S- iam:securityPolicies:upda | -
SECURITYPOLICY/ teLoginPolicy
domains/{domain_id}/
login-policy
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GET /v3.0/0S- iam:securityPolicies:getC | -
SECURITYPOLICY/ onsoleAclPolicy
domains/{domain_id}/
console-acl-policy
PUT /v3.0/0S- iam:securityPolicies:upda | -
SECURITYPOLICY/ teConsoleAclPolicy
domains/{domain_id}/
console-acl-policy
GET /v3.0/0S- iam:securityPolicies:getA | -
SECURITYPOLICY/ piAclPolicy
domains/{domain_id}/
api-acl-policy
PUT /v3.0/0S- iam:securityPolicies:upda | -
SECURITYPOLICY/ teApiAclPolicy
domains/{domain_id}/
api-acl-policy
GET /v3/roles iam:roles:list -
GET /v3/roles/{role_id} iam:roles:get -
GET /v3.0/0S- iam:listRoleAssignments | -
PERMISSION/role-
assignments
GET /v3/domains/ iam:groups:listRolesOnD | -
{domain_id}/groups/ omain
{group_id}/roles
GET /v3/projects/ iam:groups:listRolesOnPr | -
{project_id}/groups/ oject
{group_id}/roles
PUT /v3/domains/ iam:groups:grantRoleOn | -
{domain_id}/groups/ Domain
{group_id}/roles/{role_id}

PUT /v3/projects/ iam:groups:grantRoleOn | -
{project_id}/groups/ Project

{group_id}/roles/{role_id}

HEAD /v3/domains/ iam:groups:checkRoleOn | -
{domain_id}/groups/ Domain

{group_id}/roles/{role_id}

HEAD /v3/projects/ iam:groups:checkRoleOn | -
{project_id}/groups/ Project

{group_id}/roles/{role_id}
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GET /v3/OS-INHERIT/ iam:groups:listRoles -

domains/{domain_id}/

groups/{group_id}/roles/
inherited_to_projects

HEAD /v3/OS-INHERIT/ iam:groups:checkRole -
domains/{domain_id}/
groups/{group_id}/roles/
{role_id}/
inherited_to_projects

DELETE /v3/OS-INHERIT/ | iam:groups:revokeRole -
domains/{domain_id}/
groups/{group_id}/roles/
{role_id}/
inherited_to_projects

DELETE /v3/domains/ iam:groups:revokeRoleO | -
{domain_id}/groups/ nDomain
{group_id}/roles/{role_id}

DELETE /v3/projects/ iam:groups:revokeRoleO | -
{project_id}/groups/ nProject

{group_id}/roles/{role_id}

PUT /v3/OS-INHERIT/ iam:groups:grantRole -
domains/{domain_id}/
groups/{group_id}/roles/
{role_id}/
inherited_to_projects

GET /v3.0/OS-ROLE/roles | iam:roles:list -

GET /v3.0/OS-ROLE/ iam:roles:get -
roles/{role_id}

POST /v3.0/OS-ROLE/ iam:roles:create -
roles

POST /v3.0/OS-ROLE/ iam:roles:create -
roles

PATCH /v3.0/OS-ROLE/ iam:roles:update -
roles/{role_id}

PATCH /v3.0/OS-ROLE/ iam:roles:update -
roles/{role_id}

DELETE /v3.0/OS-ROLE/ | iam:roles:delete -
roles/{role_id}

GET /v3.0/OS-AGENCY/ iam:agencies:list -
agencies
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GET /v3.0/OS-AGENCY/ iam:agencies:get -
agencies/{agency_id}
POST /v3.0/OS-AGENCY/ | iam:agencies:create -
agencies
PUT /v3.0/OS-AGENCY/ iam:agencies:update -
agencies/{agency_id}
DELETE /v3.0/0OS- iam:agencies:delete -
AGENCY/agencies/
{agency_id}
GET /v3.0/OS-AGENCY/ iam:agencies:listRolesOn | -
domains/{domain_id}/ Domain
agencies/{agency_id}/
roles
GET /v3.0/OS-AGENCY/ iam:agencies:listRolesOn | -
projects/{project_id}/ Project
agencies/{agency_id}/
roles
PUT /v3.0/OS-AGENCY/ iam:agencies:grantRoleO | -
domains/{domain_id}/ nDomain
agencies/{agency_id}/
roles/{role_id}
PUT /v3.0/OS-AGENCY/ iam:agencies:grantRoleO | -
projects/{project_id}/ nProject
agencies/{agency_id}/
roles/{role_id}
HEAD /v3.0/OS-AGENCY/ | iam:agencies:checkRoleO | -
domains/{domain_id}/ nDomain
agencies/{agency_id}/
roles/{role_id}
HEAD /v3.0/OS-AGENCY/ | iam:agencies:checkRoleO | -
projects/{project_id}/ nProject
agencies/{agency_id}/
roles/{role_id}
DELETE /v3.0/0OS- iam:agencies:revokeRole | -
AGENCY/domains/ OnDomain
{domain_id}/agencies/
{agency_id}/roles/
{role_id}
DELETE /v3.0/0OS- iam:agencies:revokeRole | -
AGENCY/projects/ OnProject
{project_id}/agencies/
{agency_id}/roles/
{role_id}
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GET /v3.0/OS-INHERIT/
domains/{domain_id}/
agencies/{agency_id}/
roles/
inherited_to_projects

iam:agencies:listRoles

PUT /v3.0/OS-INHERIT/
domains/{domain_id}/
agencies/{agency_id}/
roles/{role_id}/
inherited_to_projects

iam:agencies:grantRole

HEAD /v3.0/OS-INHERIT/
domains/{domain_id}/
agencies/{agency_id}/
roles/{role_id}/
inherited_to_projects

iam:agencies:checkRole

DELETE /v3.0/0OS-
INHERIT/domains/
{domain_id}/agencies/
{agency_id}/roles/
{role_id}/
inherited_to_projects

iam:agencies:revokeRole

GET /v3.0/0s-
PERMISSION/enterprise-
projects/
{enterprise_project_id}/
groups

iam::listGroupsAssignedE
nterpriseProject

GET /v3.0/0S-
PERMISSION/enterprise-
projects/
{enterprise_project_id}/
groups/{group_id}/roles

iam:groups:listRolesOnEn
terpriseProject

PUT /v3.0/0S-
PERMISSION/enterprise-
projects/
{enterprise_project_id}/
groups/{group_id}/roles/
{role_id}

iam:groups:grantRoleOn
EnterpriseProject

DELETE /v3.0/0S-
PERMISSION/enterprise-
projects/
{enterprise_project_id}/
groups/{group_id}/roles/
{role_id}

iam:groups:revokeRoleO
nEnterpriseProject

N#5hRA 01 (2025-11-10)

WRIERE © EARITERAREIRAF

378



FH—SDIAIE (AR )

APl &% 6 B PRFIFZAIN
API XF RZAOFEARIR RERIRAIR
GET /v3.0/0S- iam:groups:listAssignedE | -
PERMISSION/groups/ nterpriseProjects
{group_id}/enterprise-
projects
GET /v3.0/0S- iam:users:listAssignedEnt | -
PERMISSION/users/ erpriseProjects
{user_id}/enterprise-
projects
GET /v3.0/0S- iam::listUsersAssignedEnt | -
PERMISSION/enterprise- | erpriseProject
projects/

{enterprise_project_id}/

users

GET /v3.0/0S- iam:users:listRolesOnEnt | -
PERMISSION/enterprise- | erpriseProject

projects/

{enterprise_project_id}/
users/{user_id}/roles

PUT /v3.0/0S- iam:users:grantRoleOnEn | -
PERMISSION/enterprise- | terpriseProject
projects/

{enterprise_project_id}/
users/{user_id}/roles/

{role_id}

DELETE /v3.0/0OS- iam:users:revokeRoleOnE | -
PERMISSION/enterprise- | nterpriseProject

projects/

{enterprise_project_id}/
users/{user_id}/roles/

{role_id}

PUT /v3.0/0S- iam:agencies:grantRoleO | -
PERMISSION/subjects/ nEnterpriseProject
agency/scopes/

enterprise-project/role-
assignments

DELETE /v3.0/0S- iam:agencies:revokeRole | -
PERMISSION/subjects/ OnEnterpriseProject
agency/scopes/

enterprise-project/role-
assignments

GET /v5/asymmetric- iam::getAsymmetricSigna | -
signature-switch tureSwitchV5
PUT /v5/asymmetric- iam::setAsymmetricSigna | -
signature-switch tureSwitchV5
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API Xt M RIS RERRUIEAIR
GET /v5/mfa-devices iam:mfa:listMFADevicesV | -

5
POST /v5/virtual-mfa- iam:mfa:createVirtualMF | -
devices ADeviceV5
DELETE /v5/virtual- iam:mfa:deleteVirtualMF | -
mfa-devices ADeviceV5
POST /v5/mfa-devices/ | iam:mfa:enableV5 -
enable
POST /v5/mfa-devices/ | iam:mfa:disableV5 -
disable
GET /v5/password- iam:securitypolicies:getP | -
policy asswordPolicyV5
PUT /v5/password- iam:securitypolicies:upda | -
policy tePasswordPolicyV5
GET /v5/login-policy iam:securitypolicies:getLo | -
ginPolicyV5
PUT /v5/login-policy iam:securitypolicies:upda | -
teLoginPolicyV5
GET /v5/users/ iam:credentials:listCreden | -
{user_id}/access-keys tialsV5
GET /v5/users/ iam:credentials:showAcce | -
{user_id}/access-keys/ ssKeyLastUsedV5
{access_key id}/last-
used
POST /v5/users/ iam:credentials:createCre | -
{user_id}/access-keys dentialV5
PUT /v5/users/ iam:credentials:updateCr | -
{user_id}/access-keys/ edentialV5
{access_key id}
DELETE /v5/users/ iam:credentials:deleteCre | -
{user_id}/access-keys/ dentialV5
{access_key id}
POST /v5/caller- iam:users:changePasswor | -
password dvs
GET /v5/users/ iam:users:showLoginProfi | -
{user_id}/login-profile leV5
POST /v5/users/ iam:users:createlLoginProf | -
{user_id}/login-profile ileV5
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PUT /v5/users/ iam:users:updatelLoginPr | -

{user_id}/login-profile ofileVs

DELETE /v5/users/ iam:users:deleteLoginProf | -
{user_id}/login-profile ileV5

GET /v5/users iam:users:listUsersV5 -

GET /v5/users/{user_id} | iam:users:getUserV5 -

GET /v5/users/ iam:users:showUserLastL | -
{user_id}/last-login oginV5
POST /v5/users iam:users:createUserV5 -

PUT /v5/users/{user_id} | iam:users:updateUserV5 | -

DELETE /v5/users/ iam:users:deleteUserV5 -

{user_id}

GET /v5/groups iam:groups:listGroupsV5 | -

GET /v5/groups/ iam:groups:getGroupV5 -

{group_id}

POST /v5/groups iam:groups:createGroupV | -
5

PUT /v5/groups/ iam:groups:updateGroup | -

{group_id} V5

DELETE /v5/groups/ iam:groups:deleteGroupV | -

{group_id} 5

POST /v5/groups/ iam:permissions:addUser | -

{group_id}/add-user ToGroupV5

POST /v5/groups/ iam:permissions:remove | -

{group_id}/remove-user | UserFromGroupV5

GET /v5/policies iam:policies:listV5 -

GET /v5/policies/ iam:policies:getV5 -

{policy_id}

POST /v5/policies iam:policies:createV5 -

DELETE /v5/policies/ iam:policies:deleteV5 -

{policy_id}

GET /v5/policies/ iam:policies:listVersionsV | -

{policy_id}/versions 5

GET /v5/policies/ iam:policies:getVersionV5 | -

{policy_id}/versions/

{version_id}
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POST /v5/policies/ iam:policies:createVersio | -
{policy_id}/versions nV5
DELETE /v5/policies/ iam:policies:deleteVersio | -
{policy_id}/versions/ nVv5
{version_id}
POST /v5/policies/ iam:policies:setDefaultVe | -
{policy_id}/versions/ rsionV5
{version_id}/set-default
POST /v5/policies/ iam:agencies:attachPolicy | -
{policy_id}/attach- V5
agency
POST /v5/policies/ iam:groups:attachPolicyV | -
{policy_id}/attach- 5
group
POST /v5/policies/ iam:users:attachPolicyV5 | -
{policy_id}/attach-user
POST /v5/policies/ iam:agencies:detachPolic | -
{policy_id}/detach- yV5
agency
POST /v5/policies/ iam:groups:detachPolicy | -
{policy_id}/detach- V5
group
POST /v5/policies/ iam:users:detachPolicyV5 | -
{policy_id}/detach-user
GET /v5/policies/ iam:policies:listEntitiesV5 | -
{policy_id}/attached-
entities
GET /v5/agencies/ iam:agencies:listAttached | -
{agency_id}/attached- PoliciesV5
policies
GET /v5/groups/ iam:groups:listAttachedP | -
{group_id}/attached- oliciesV5
policies
GET /v5/users/ iam:users:listAttachedPoli | -
{user_id}/attached- ciesV5
policies
PUT /v5/service-linked- | iam:agencies:createServic | -
agencies eLinkedAgencyV5
DELETE /v5/service- iam:agencies:deleteServic | -
linked-agencies/ eLinkedAgencyV5
{agency_id}
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API TR AYIZAIT HREREOZ AR

GET /v5/service-linked- | iam:agencies:getServiceli | -
agencies/deletion-task/ | nkedAgencyDeletionStat

{deletion_task_id} usV5

GET /v5/agencies iam:agencies:listV5 -
GET /v5/agencies/ iam:agencies:getV5 -
{agency_id}

POST /v5/agencies iam:agencies:createV5 -
PUT /v5/agencies/ iam:agencies:updateV5 -
{agency_id}

DELETE /v5/agencies/ iam:agencies:deleteV5 -
{agency id}

PUT /v5/agencies/ iam:agencies:updateTrust | -
{agency_id}/trust-policy | PolicyV5

GET /v5/ iam:listTagsForResource | -
{resource_type}/ V5

{resource_id}/tags

POST /v5/ iam::tagForResourceV5 -
{resource_type}/
{resource_id}/tags/
create

DELETE /v5/ iam::untagForResourceV5 | -
{resource_type}/
{resource_id}/tags/

delete
GET /v5/account- iam:getAccountSummar | -
summary yV5

&SR (Resource )

BRAEEY (Resource ) RSO RESFTERRIRIR, 17R6-4FRIFELUR(EISE THLL
R FEENRIREE, W EEZRFINSHRIBEDPIEEZRIFN

URN, BSHORRRNIERTFILRIR; WKIEE, ResourceBhiA “*7 , NSMHEREAG
REFRBRIR. SEAILESHRBPIRESH, NEERIREE,

IAMEX T LAT A LIE B E X B0 SREZAIResource TR PEBRIRIREE .

& 6-4 IAM ZHFHIRIRSSEY

BiRAE URN
agency iam::<account-id>:agency:<agency-name-with-path>
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RiFEE URN
policy iam::<account-id>:policy:<policy-name-with-path>
mfa iam::<account-id>:mfa:<mfa-name>
user iam::<account-id>:user:<user-name>
group iam::<account-id>:group:<group-name>

£1% ( Condition )
SHREhA
%14 ( Condition ) RBMRISEMIMFERMY, SIERHRBIIEER,

FHRRTEHRBIEDAIConditionTTEFHIRIE, RIFEREE, PHERR
SRR R

e ]

LRREFHE (A9 ) EBTHREIRE, EENIREPR, mRSFEE
REAPBMER, RFGEMREHEN, FEESN: £F&EHE.
IREBEFERE (FIRBENRSES, Wiam: ) (NEATFIIMARSAVIRIE,
FEBEEI#E6-5,

BE/ZEFRTFAPIRBERPSEEREEAESR . BRESEHETAPIE R
BRI RSEE—ME, SEXEEEAPIEBIBEXRITUEEZ ME. I
40: g:SourceVpceBRERHHE, TRXAVFBTEANVPCEIRT =& EH
KiBAEER, —MERESEE—VPCRIFETHIDE, g:TagKeysESE
S5, FREKPIETHREREkey BRRI5IR, HEREEBAPIS
REFENFERTLUMEASZME,

FEFMRE. FMHE—EORCENRMFIINES, SIERERBEZFEN

Y, BOREEAREER . IFHEEMFEEN: B8/
IAMZHFROBRSS RS

IAMTE X7 AR LATE BRE X S R EgHIConditionTe =P ERNRMSE, ERILUER
XL R — PR B O REE TN BRISH .

% 6-5 |AM ZIFRUBR S RS54

ARSS RS2 -] BE/ZE 5iAH
iam:PolicyURN string BE 1ZBR D ERAEAIURNIE
e AR
iam:ServicePrincipal string BE 1R IBIRE KR EAEITIEE
BIZ=BRSSXI R RYBRSS R
IRTEIEIE AR
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F—BAMAIE (iR )
APl &%

6 AXBRFAIZANIR

6.3 STS BpREERINSE

“IRBEIAMME T EBIIR, MARKSHRE . NRIAMRZSHRBLERE
RINER, EEXYLURESIRS SRR, SIZIAMBEXSHDREEKIHITHE
MAYIBIaES, IAMBEXSHRIEENRESHRISAIY BT

FRIAMBRSS9M, OrganizationsfREZHHIPRSSIZHISRES ( Service Control Policy, LATF
BFRSCP ) Al LA X EASAN I TR IR B G O HIZRAS

SCPAERSHITIRIN, RUENIRIAR . 1BSCPHIERIHARPTERRWSH, FHig
BEERMHERPTHRRKSEFRIFNR, MEMNE T IRKSHAERBTE SR
PRI SHIEACEE . IAMBDRISR FIRAIBRIEZSCPIRT, RBAESCPRITE
ERRITBRZ BEES

IAMARSS 50rganizationsfRZEFER XL TEHITHOEFR, FEE—EX5, iF
BE2l: IAMBRFE S50rganizationsfRFZ BRI EHEHIRIX B o

AEDNBIAMIRS B RIS P B E X B0 RESFIHSABRSS R SCPERYTT
=, XUTERETIRIE (Action) . &R (Resource ) #1544 ( Condition ) o

#24E (Action)

AERXETEREIAMBENSHREE, B2EEIBAENIHERE
IMA(EFIX LT RRIESCPEE X R, 155EEIESCP,

2{F (Action) BNJ9SnRER RS IFAIFEANIN .

“IBIARAY " FIEHRIMIXHRIEFHITHE (List. ReadFIWriteF ) o ItESDEATH
ENf&T BN RSP ER R ERI AT IR A -

‘RIREE JEBMMRFRESIFRIRRIUR .

- AREERSERGSRTNE. IRIIIREE (-) , WBRESHR
EIEBIAIResourceTTEFISEMBRIREE ( “*7 ) .

- WMRZIEESRFRXEE, W REREGSZRFRNETPIEEZERAIURN,
- AREEDIDVERFERTHES (*) 0], RERRELIEEZ

EFSTSEM IR REBIFMEEIES WERER (Resource) ,

‘KR NIRRT HUESHREIEEMConditionTtRPIFHEEIRE.
- MRZIENERRBSIEEE, WERREGBIFEHERER Y.
- WMNRIZIENRRERYSEE () , WRREEHENEMERINE
- MRIIIEEESEE (-) , BRURIERIFEERER
KFSTSEMMISHRIFEMRERSIES WEM ( Condition )

‘BB FIEE T A LAIESD RIS PEC ERIRERIEIIN . BT XLAZRIN, B
EHIS R IR IRANAYAPIAE . FEAERIEE WA RIS SR .

R LATEB D RIS BRYActionTTEFISELL R STSHITERIRIE
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APl &% 6 I PRFNFZANIN
7= 6-6 STS ZIFRUEAIR
IR 22753 pE | BR | S Bl
Tal | KB
(*A
DA
;)
sts:agencies:a | IEFIRLAZE | Write | agenc | g:ResourceTa | -
ssume BEY—HA] Ak y* g/<tag-key>
BREEET
EGIERYER ) e sts:Extern
FlERT R 2% alid
iE, e sts:Sourcel
dentity
e sts:Transiti
veTagKeys
e sts:tAgency
SessionNa
me
e g:Request
Tag/<tag-
key>
e g:TagKeys
e g:SourceA
ccount
e g:SourceU
rn
sts:decodeAut | EZFARLAM | Write | - - -
horizationMes | MM IERT
sage R[EIAYTRADIE
%‘FF%_&’?EEE?E
IEREIURTE
HNEMES
sts:setSourcel | #F7E STS & | Write | agenc | g:ResourceTa | -
dentity B LIRERS y* g/<tag-key>
P RIRPR -
- sts:Sourcelde
ntity
sts:tagSession | IS NPRLAE | Taggi | agenc | g:ResourceTa | -
IREERINZE ng y* g/<tag-key>
STS &i&, o
- e sts:Transiti
veTagKeys
e g:Request
Tag/<tag-
key>
e g:TagKeys
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H—SDIAIE (FThR )

AP| & 6 I PRFNFZAIN
IR (575 B | JR | SRR Bl
Ry | KR
(*A
A
m)
sts::createServ | IEFNPEIREL | Write | - e sts:Durati | -
iceBearerToke | — M EEER onTime
n E’Ejk%ﬁg Bearer e sts:Service
Oken. Name

STSRIAPIEEIINE — NS MENIN, FR6-7FER T APISERIINAIXE, LARKIZAPI
B ERIAYR IR

% 6-7 APl SIBURRIXER
API TR AR HREAOHZANIR

POST /v5/ sts:agencies:assume e sts:tagSession
agencies/assume

e sts:setSourceldentity

POST /v5/decode- | sts:decodeAuthorizationMe | -
authorization- ssage
message

BEEE (Resource )

HIREE! (Resource ) RREMHRIEFIERINEIR . 1015R6-8HAIRLISR(EISE THILL

EZIRIEEENERRER, N REEBIZIRENB M RIZBETPIEEIZZRY

URN, BHEREIERTFILEIR; WFKRIBE, ResourceBiAA “*7 , MBDREEN
BRIFRESR. SHaLIEBDRBPIRESRE, NMSERREE,

STSENX T UUTHUERENX B 5 REEAIResource o= P{FE AR RZER

3 6-8 STS IFAYRIRZEE

RiREE URN

agency iam::<account-id>:agency:<agency-name-with-path>

assumed-agency sts::<account-id>:assumed-agency:<agency-name>/
<session-name>

(4% ( Condition)
FHEENA
1% ( Condition ) EEDREEEMHNFESYE, SIESKEEINEER.
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F—BAMAIE (FihR )
APl &%

6 AXPRFAIZANIN

o FMHRFRRBMHEREIEDHIConditionTTRPHIRIE. IRIBERTERE, DHEBRK
FIHRMBRS R

LRRFHE (AI%kAg: ) EBETHREIRE, EENIRES, mRSFEE
IREARPBMER, RREEMMREHEN, FEESN: 2FFMHE.
IREBFFEE (BIRBENRSRES, Wsts: ) (NERATFIINIRSENRIE, #F
BEES N FE6-9,

B(H/ZEFRTAPIEBINERP SR XIEANES . BESETREAPIRRR
BRI RZEE—NME, SEFREEEAPIEBEXRATUEEZS ME. I
40: g:SourceVpceRBERMHRE, XTRXAFBEIEANVPCEIRT R AKIH
KIFAEER, —MERESEE— I VPCRIHFTHIDE, g:TagKeysEE{E
£, TraKRPETHREIREIkey A5, SRAFETEBAPIS
REFENFERLUMEANSME

o ZHEUFSHEMRE. FMME—RANBINFHAINESD, JBREBREZFMH
Y, BOREEAREER. IFHEEMFEEN: EEH/.

STSSZIFRIBRS M

STSEX TUATALIEBEX S5 ConditionTeEX R ERRISKHSE, ErRILUEA
XEFHEH— T RUSDREIEDNARIRGE .

% 6-9 STS SZIFRIBRSS TR

RS RS 5E 2R BE/2{E 15488
sts:Externalld string ==l =] RIEEANB— 1 kS

RYEFERI AT AIIE—Hr
IRFFIRIEA AR o

sts:Sourceldentity string [==F =] REREIEKRPEIRRTR

BOTHIEHIR o

sts:TransitiveTagKeys | string ZE RRRTEIE KR EIBAYRT

BT SR e /31T
38

e

sts:AgencySessionNam | string =2t =] BRI NEFERT PR EERY

EERIARIRFIEE
AR

sts:DurationTime numeric BE }%2BEBI%E Bearer Token

RIS EER B JRIZE I a4
38

sts:ServiceName string ==l =] 1ZB8 6172 Bearer Token

AYRRSS B iz aA
38

6.4 IAM Access Analyzer B4 REGISINESE

ZIRSZEIAMME 7 ERENR, RARFESNERE. WRIAMRGEEDREETEHE
BINER, EERTLURESIRS SRR, SIZIAMBEX S RESKIHITHE
MRYIBIEES, IAMBEX SO RIEEXIRRSH RIGAN EFRIANTT .
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FH—SDIAIE (AR )
APl &% 6 I PRFNFZAIN

FRIAMBRS39M, OrganizationsfRSSHHIARSSIEHISER ( Service Control Policy, AR
{BIFRSCP ) AT LA X EASA IR TR IR B G O HIZRRS

SCPAERHITIMN, RUENPRIAFR . BSCPHERIABLR BT E MRS, Fig
EEEXALRPITHERKSEFIRIENR, MENRE 7 RRKSHALRBTE IR
RRKSHFICEE .. IAMBHREEEFIIRIERIEZSCPIRE], RBAESCPRITE
BRI RA e

IAMBRZ3 5 0rganizationsfRSZEERX LT TAOEHINT, FEE—LXH, ¥
BiEESl: IAMARS550rganizationsiRSSHRIGIEHEFIRIX S o

KEDPNBIAMIRS B D REENIFS S EE N B RIEFIHERA RS HSCPERRITT
=, XUTEEETEIE (Action) . &R ( Resource ) #1544 ( Condition ) o

o IMI(FRAIXLITTEREBIAMBENBHERE, 522 0IB@EENSDEE.

o H{IfEFIXLTTEIRIBSCPETEN FERE, i55E6IFSCP,

$#2(E (Action)
I2E (Action ) BIEHA SRR h SIS AISINIR .,
o “IBIARI” FUEANTIHRIERTO (List, ReadfIWriteZE) , L AT
BhiZ T R E BAn SRS R ERAREXS N AV IR R B o
o “H/EER JPEEMRAMERESIFRRENUR

-  BEREATFERGSETRE. NRIIREE (-) , UKTESHE
BB AAIResourceTTRFIEEMBERIRER ( “*” ),
- MRZINEEERREE, WHREEGZRENETPIEEIZEAIRIIURN,
- BEREEESGERRERDAZES () fRR, BRERLIURIEXLIIEEZ
ZFIAM Access AnalyzeriE X BURREBRNIFAERIES N ERER
( Resource ) ,
o ‘E4E” FIEIET A LAESHD RIIE@AIConditionTTRP T IFIEERIRE
- MERIZENIERERIFEEE, NWRREERITIEAEREREY .
- UNRZISNERERGEEE (-) , WRRSEEGTEMEIREY
- MRIFEERLSEE (-) , BRURERTHEEEME.
ZTFIAM Access AnalyzeriE X IS4 EAVFMEE152 %M ( Condition ) .
o “SIF” IEETHIUESHRIETEENRISIEAIN, BITXLERIR, aIkA
EHIS ISR IEIRINAIAPEAE, FMEEIBES MBS RIEESMERA.

A LATE S5 SRESIE BRYACtionTTERFHERELATFIAM Access AnalyzerfJiESEIRIE .
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FH—SADIAIE (AR )

APl &% 6 I PRFNFZANIN
2K 6-10 IAM Access Analyzer SZ3FHIIZAIR
AR )4 pE | BR | S B3
Kml | KB
(*A
A
;)
AccessAnalyze | IS BIEDHr | Write | analy | - -
r:analyzer:cre | 22RINR, zer *
ate
- e g:Request
Tag/<tag-
key>
e g:TagKeys
AccessAnalyze | % &85t | Read | analy | g:ResourceTa | -
ranalyzer:get | 2EHITUR . zer * | g/<tag-key>
AccessAnalyze | EFEIESHF | List | analy |- -
ranalyzer:list | 28%IZRAIIY zer *
PR o
AccessAnalyze | ¥ BT | Write | analy | g:ResourceTa | -
r:analyzer:del | 2RRIBUR zer* | g/<tag-key>
ete
AccessAnalyze | &5 3aoHr | Write | analy | g:ResourceTa | -
ranalyzersca | EF3HEAIIY zer * | g/<tag-key>
n BEO
AccessAnalyze | 25 &i8#r | Read | analy | g:ResourceTa | -
ranalyzer:.get | Z5ERAIRR zer* | g/<tag-key>
Finding
AccessAnalyze | &R HT | List analy | g:ResourceTa | -
ranalyzer:listF | £Z55%5IZ&AIY zer* | g/<tag-key>
indings PR .
AccessAnalyze | 5 EHioHr | Write | analy | g:ResourceTa | -
ranalyzer:upd | Z55RAIUR zer* | g/<tag-key>
ateFindings
AccessAnalyze | #5255 Ri% | Taggi | analy | g:ResourceTa | -
r:tagResource | NMFREEAIIR ng zer* | g/<tag-key>
PR .
- e g:Request
Tag/<tag-
key>
e g:TagKeys
AccessAnalyze | 745X RM | Taggi | analy | g:ResourceTa | -
r:untagResou | PBRFRESHIIR ng zer * | g/<tag-key>
rce PR
- g:TagKeys
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FH—SDIAIE (AR )

APl &% 6 I PRFNFANIN
=R fiA ke | RWIE | SRR B4
&pl | KB
(*A
DA
M)

AccessAnalyze | 12 F0IiEFHS | Write | archiv | -
r:archiveRule:c | ARNAIRR eRule
reate *
AccessAnalyze | I FEIEFHE | Read | archiv | -
r:archiveRule: | #RAIRR eRule
get *
AccessAnalyze | I FEIEFFE | List | archiv | -
r:archiveRule:l | #N%IZFRAIR eRule
ist PR *
AccessAnalyze | I FEMTFE | Write | archiv | -
r:archiveRule: | AR o eRule
update *
AccessAnalyze | I MIRTFRS | Write | archiv | -
r:archiveRule: | AR o eRule
delete *
AccessAnalyze | N ATFR | Write | archiv | -
r:archiveRule: | #LAIEIR eRule
apply :
AccessAnalyze | S 8IZiA1a | Write | analy | g:ResourceTa
r:analyzer:cre | 2 HTRESAIIY zer * | g/<tag-key>
atePreview PR
AccessAnalyze | #2F&ifi5/a | Read | analy | g:ResourceTa
r:analyzer.get | 2 HrfREGAIIY zer * | g/<tag-key>
Preview PR .
AccessAnalyze | #F&iEiA1E | List | analy | g:ResourceTa
r:analyzerlist | oHFfEESIZR zer * | g/<tag-key>
Previews HIBR o
AccessAnalyze | #F&iMiA1E | List | analy | g:ResourceTa
r:analyzerlist | oA ot zer * | g/<tag-key>
PreviewFindin | £58R%1ZRAI
gs PR .
AccessAnalyze | I FEIFEZRIR | Write | analy | g:ResourceTa
ranalyzer:cre | BECERITR zer* | g/<tag-key>
ateResourceC
onfigurations
AccessAnalyze | 2 &EIRRIE | List analy | g:ResourceTa
r:analyzer:list | BCEZIFEAIWR zer* | g/<tag-key>
ResourceConfi | fRo
gurations
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FH—SDINIE (FThR )

APl &% 6 I PRFNEANIN
N fiA hE | B/R | SR Bl&
&pl | KE
(*A
DA
M)
AccessAnalyze | IEFHlf&=JR | Write | analy | g:ResourceTa
ranalyzerdel | BECERITR. zer* | g/<tag-key>
eteResourceC
onfigurations
AccessAnalyze | ¥53QIESRREE | Read | - -
rzvalidatePoli | HIRR .
cy
AccessAnalyze | IEFHEEEFT | Read | - -
r:checkNoNe | FRIEIZBESR
wAccess BHRYFIEMY
PR
AccessAnalyze | IEF&EifHE | Read | notifi | -
r:notificationS | BENECESIFE catio
etting:list HIAPR o nSetti
ng *
AccessAnalyze | 15 8iEEE | Write | notifi | -
r:notificationS | iBX0ECEHIHN catio
etting:create | fR, nSetti
ng *
AccessAnalyze | 25 &EiEEHE | Read | notifi | -
r:notificationS | BXNECEHIIN catio
etting:get IR o nSetti
ng *
AccessAnalyze | ISFEFHEER | Write | notifi | -
r:notificationS | iBXNECEHIIN catio
etting:update | BE, nSetti
ng *
AccessAnalyze | 2 FHIBRES | Write | notifi | -
r:notificationS | BXNECEHIIN catio
etting:.delete | fR, nSetti
ng *

IAM Access AnalyzerfJAPIBEXINE — IS MENIN . F6-11/ER 7 APISEIIR
HF*R, LARIZAPIEEKIAGEAUR
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FH—SDIAIE (AR )

APl &% 6 B PRFIFZAIN
= 6-11 API SIEINAIXE
AP X3 Rz AHAR IR I AORAR T
POST /v5/ AccessAnalyzer:analyzer:cre | iam:agencies:createServicel
analyzers ate inkedAgencyV5
GET /v5/analyzers/ | AccessAnalyzer:analyzer:get | -
{analyzer_id}
GET /v5/analyzers | AccessAnalyzer:analyzer:list | -
DELETE /v5/ AccessAnalyzer:analyzer:del | -
analyzers/ ete
{analyzer_id}
POST /v5/ AccessAnalyzer:analyzer:sca | -
analyzers/ n
{analyzer_id}/scan
GET /v5/analyzers/ | AccessAnalyzer:analyzer:get | -
{analyzer_id}/ Finding
findings/
{finding_id}
POST /v5/ AccessAnalyzer:analyzer:list | -
analyzers/ Findings
{analyzer_id}/
findings
PUT /v5/analyzers/ | AccessAnalyzer:analyzer:up | -
{analyzer_id}/ dateFindings
findings
POST /v5/ AccessAnalyzer::itagResourc | -
{resource_type}/ e
{resource_id}/tags/
create
POST /v5/ AccessAnalyzer::untagResou | -
{resource_type}/ rce
{resource_id}/tags/
delete
POST /v5/ AccessAnalyzer:archiveRule: | -
analyzers/ create
{analyzer_id}/
archive-rules
GET /v5/analyzers/ | AccessAnalyzer:archiveRule: | -
{analyzer_id}/ get
archive-rules/
{archive rule _id}
GET /v5/analyzers/ | AccessAnalyzer:archiveRule: | -
{analyzer_id}/ list
archive-rules
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APl &% 6 X PRFNIZANIR
API Xt Rz A FEA IR BRI
PUT /v5/analyzers/ | AccessAnalyzer:archiveRule: | -
{analyzer_id}/ update
archive-rules/

{archive rule _id}
DELETE /v5/ AccessAnalyzer:archiveRule: | -
analyzers/ delete
{analyzer_id}/
archive-rules/
{archive rule id}
POST /v5/ AccessAnalyzer:archiveRule: | -
analyzers/ apply
{analyzer_id}/
archive-rules/
{archive_rule_id}/
apply
POST /v5/ AccessAnalyzer:analyzer:cre | -
analyzers/ atePreview
{analyzer_id}/
access-previews
GET /v5/analyzers/ | AccessAnalyzer:analyzer:get | -
{analyzer_id}/ Preview
access-previews/
{access_preview _id
}
GET /v5/analyzers/ | AccessAnalyzer:analyzer:list | -
{analyzer_id}/ Previews
access-previews
POST /v5/ AccessAnalyzer:analyzer:list | -
analyzers/ PreviewFindings
{analyzer_id}/
access-previews/
{access_preview_id
}/findings
POST /v5/ AccessAnalyzer:analyzer:cre | -
analyzers/ ateResourceConfigurations
{analyzer_id}/
resource-
configurations/
create
GET /v5/analyzers/ | AccessAnalyzer:analyzer:list | -
{analyzer_id}/ ResourceConfigurations
resource-
configurations
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6 I PRFNFANIN
API X RIAOFEARIRN RERIRAIR
POST /v5/ AccessAnalyzer:analyzer:del | -
analyzers/ eteResourceConfigurations
{analyzer_id}/
resource-

configurations/
delete

POST /v5/policies/ | AccessAnalyzer:validatePoli | -
validate cy

POST /v5/policies/ | AccessAnalyzer:checkNoNe | -
check-no-new- wACccess

access

GET /v5/ AccessAnalyzer:notification | -
notification- Setting:list

settings

POST /v5/ AccessAnalyzer:notification | -
notification- Setting:create

settings

GET /v5/ AccessAnalyzer:notification | -
notification- Setting:get

settings/

{notification_settin
g_id}

PUT /v5/ AccessAnalyzer:notification | -
notification- Setting:update
settings/

{notification_settin
g_id}

DELETE /v5/
notification-
settings/
{notification_settin
g_id}

AccessAnalyzer:notification
Setting:delete

ZEEE (Resource )

CAYEES J(Resource) RABOREIMEBRIRIR. WN5R6-12RIRLR(FEE 7o)
DIEZR(FIEERIRIRRE, NWAREERIZE 1’EE’J%1"” KB A PIEEIZRIRAY

URN, 5f ‘*HQ&{’EF@?EBAE YNRISTE, ResourceZXIAA “*7 , MIBHHRERIEIN
REIMERIR, SRILESHREPRERYE, NMEERFREE,

IAM Access AnalyzerfE X 7 LA AT LAE HE X S5 R E&AIResource TR PERRIRIR

RE,
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AP| &% 6 I PRFNFZAIN

K 6-12 IAM Access Analyzer STHFHIRIREZETY

RiRRE URN
analyzer AccessAnalyzer:<region>:<account-

id>:analyzer:<analyzer-id>

notificationSetting AccessAnalyzer:<region>:<account-
id>:notificationSetting:<notification-setting-id>

archiveRule AccessAnalyzer:<region>:<account-
id>:archiveRule:<analyzer-id>/<archive-rule-id>

14 ( Condition )

IAM Access AnalyzerfRSASTIFES D RIS FIIR R PECERSRIIZMEE . 1AM
Access Analyzerf] LAERIERFRERSNEBEEE, BEELEREE.
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FH—SPIAIE (FThR )

APlI &%

7 Mg=R

7 pyR

7.1 R3S

R 71 K&
REHE ) =S50
100 Continue PREFIER
XANIGAI N BRBEIE Fin, SRIEDIEREE
WARSS2EEW, BIAREIES
101 Switching Y . REETIREIESRAIMN
Protocols B0, PERIHTTPRGSTAR AN o
201 Created BUEERANE KT E/MIN.
202 Accepted ELEZIEK, (BERGIETK
203 Non-Authoritative | IESHUSE., &R,
Information
204 NoContent BEREEHI, BIHTTPIIN A SRR
ZNIRZOPTIONSHERIHTTPiE KT IR [EILLIRZS
5,
205 Reset Content BFEND, IRFIGIERKIN,
206 Partial Content RSB 2R INAL IR T BB GETIE XK o
300 Multiple Choices | Zfu%iE. BERNFEAISEZSNMIE, BNANR
[E— MRSt A9 R BT RPRiE (4l
an: MBSEE ) kR,
301 Moved KA, 1BKZR RSB AR NEIFRAY
Permanently URI, RESESEIEFFAIURI,
302 Found REHIGAIFEED

N5k 01 (2025-11-10)

WRIERE © LEARITERARERAF

397



FH—SDIAIE (FThR )

AP| &% 7 MR
RSB T eG54
303 See Other BEHTHbIE,
{EFAGETAIPOSTIEREE .
304 Not Modified FrBRAVRIEARIEN, IRZFHRREILVIASAEAT, &
SIREYFHIEIR
305 Use Proxy FrigskaSR RS IuEI IR .
306 Unused ERBEFHTTPIRER
400 BadRequest EEBEK,
FNEEESZBEK, FEEHiZIEK,
401 Unauthorized EEFIRIRMANEEER, REIZIASE, FIPIR
FimtshE iR AN S EARERESAEE .
402 Payment Required | {REBIEK o
403 Forbidden BREIEAIAIE
IREIZIAESIE, RIPIEKEEBEIARS IR, BIRS
inReZIBEREFIEK, (ERIERMESHES,
ZBREIRENIERIFD, EBNEEEXZE
X, AEHFIXIZIBEK.
404 NotFound FrE KRB RAFE.
FENEEESZBEKR, FEEXiZIEK.
405 MethodNotAllow | IERAPHFEIZRIEASIFGIE.
ed BIVERERIZER, FEELZER.
406 Not Acceptable IREZ 22 L FRIEE Pimia kAN BF TS K .
407 Proxy BERERAEISMDIAE, 540120, Bi5KE
Authentication NS ERIEHITIEN,
Required
408 Request Time-out | ARSZEEERIERAT A BT
= g ] LA BT B/ R R iziE ki Tt T a8
'8
409 Conflict IRSS RSB RAT A £z
J_IEHZUK,UEEJ, %HB%)’—“‘iﬁ%’:‘?ﬁ@UEEgﬁﬁEfﬁéﬁ
£, EBTPRIEREIIRERBEHETTM o
410 Gone ﬂPlﬁ”ﬁl%ﬁE’JAﬁE FAFE,
IRERNZAREIE, FEBEKASESHXAMBR
411 Length Required | IRSZEELEIER Fin&iZAIA T Content-
Lengthﬁﬁlﬁ—k{n 150
412 Precondition K BRIIRSRM, IRBBARFHEBKRESTIERFPIR
Failed BENEHR— IR,
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APl &%

7.2 tEI=MG

7 bR
RS fRis eSSl ]
413 Request Entity AFEKRNSSAE KX, RBF[I[ILENGIE, ELIELE
Too Large BXK. ABLIEEPIRRNELSER, IRSERIgEER
& . IRRERS[EGRTERE, N8
—/MRetry-AfterfJIILR{ZE -
414 Request-URI Too | iBKAJURLZE (URIBEAMILLL ) , RSZ[EE
Large RhIE,
415 Unsupported RS 2R LI A IRIE KM RIS
Media Type
416 Requested range | ZFimiEKRASEEITLTH o
not satisfiable
417 Expectation Failed | JRSZ28 L EExpectAIiERLIEE
422 UnprocessableEnt | i5RIEZV1EMR, (ERATEEEBENEIR, LA
|ty F_“Z o
429 TooManyRequests | FREFIEKIEH 7 & FinipasuZ=AIPRHIsk & RS5in
BWRIZT et BaNE K. BINEFimEEUERN
HIRetry-AfterB &0, AREFZEEHEHAETES
BEi,
500 InternalServerErro | RBFIRSInEEHRIFKIBINE, (B2 BIEMAFAY
r BKo
501 Not Implemented | BRSZEEASIFIERAIINEE, TiETHIEK
502 Bad Gateway FEMXCIERIRS S, NEiniRSZaEENET
— PN EHBIEK
503 ServiceUnavailabl | #1EXKAIIRS TR -
€ BWEERERNZIEK, FEFRZEK.
504 ServerTimeout BRELTEAIRIBIARTIETRK . ZFiR(XTENIEK
1SERBAY ( Timeout ) SHATESEENZITR
505 HTTP Version not | BRSS2EASZIFIBERAIHTTPHMYAYRRA, ToiEFThk

supported

ﬂ}E o

BAZEOLRERE, BASREIGRENE. BARA REENMNMEOXNNAYEIREREN
BIREE. HFERLERT, HTTP i5KIRE— 4xx T 5xx B HTTP REME,, R[EIRY
HEARPEREANERCBEERER . ERRAAHAIERERRET, aJLABERER
=ER, FHRAEEIRD, LUERIIRREEHERTEA,

SR Body (AM&T(i5EE
LIFCAMHERN, RIREEIRERERERNE, HRNRAIBody A=t TR

o
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APl &%

7 Mg=R

{

"error_msg":
"error_code": "
"request_id":

}

"attached policies per agency limit exceeded",
PAP5.0003",
"XXXXXXEXKHKXXKXXXXEX KX XXKXXXXXXKXKXXX

Hrh, error_codeR/RiHIRIB, error_msgRRBIREIAMEER, request_idRRANIRIB

kB9ID,

F5atth, NRZBEARRMEER, $EIRENAIBody A& R .

{

"error_msg": "
"error_code":
"request_id":

}

"PAP5.000

access denied: Xxx...xxx",

1

"XXXXXXXXXXXXXXXEXEXXXXXXXXXXKXXXXXX
"encoded_authorization_message":

XXX XXX

HAr, encoded _authorization _message Nizins FEYMRHAIFE, FRINZEEFEIA

IIE%M{IJ S __“/)\

I STSSfRZ I IHITRER

xS
xR 7-2 Bz
RE | HixE HI=ER ik AIEYETE
g
400 PAP5.0010 | invalid marker T AImarker . BfEEmarker=E&
FERSIER.
400 PAP5.0011 | malformed BHRBES(EIESR | iIBKEpolicy
policy document | BERAEIR. document=EZHY
EREER.
400 PAP5.0029 | invalid agency TREERIE | B Eagency
name Ao name=FERIER
B
400 PAP5.0030 | invalid path Topath, BB path==E&HY
BEEBLER,
400 PAP5.0033 | duplicate key BERYEME. BIAEKEEXR
RARZHF o
400 PAP5.0036 | tag non- IREEARLETUE | iBAEKRIEEAR
compliant A AR
400 | PAP5.0038 | This operation is | {RISIEEFELIFUL | IEHRIAERUKR
only supported | ZEi2/E, AR IF o
by v5 agencies
400 PAP5.0040 invalid caller TRRIERER - BRAERL RS
AIAMARF .
400 PAP5.0041 | invalid serial TBHIFIS Bt Eserial
number number=EZRY(E
=R,
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APl &% 7 B
RE | BIEB SIS A A1EfEE
i)
400 PAP5.0046 | missing header | iEKkAERDx- | IBEFIAEKREEAR
“x-user-profile” | user-profile, AR o
403 PAP5.0001 | access denied: BIAER . BRIARE IFLL
%s 1BRIE,
404 PAP5.0012 | no such agency | RIXZIFIEI(E | IBFHIAEKRIELR
F&4E, AR
404 PAP5.0014 | no such RILFIAZAEE | BIAERIEXR
authorization E, RARSE.
schema
404 PAP5.0015 | no such deletion | FRILZULMERME | BIIAEKIEKR
task %o RARSE.
404 PAP5.0016 | no such group FEKEILWAFE, | BEAEKEELR
BRI,
404 PAP5.0018 | no such policy RHIBME | BIAEKREEKR
B o AR
404 PAP5.0019 | no such policy RIXFIEE MRS | BRIANEKIEAR
attachment [yt AR,
404 PAP5.0020 | no such policy RS D HEEE | BIAEKRIEAR
version AR o RARSS.
404 PAP5.0021 | no such user FIKEILLIAMES TBIIANEKEE R
Fo AR
404 PAP5.0022 | no such service | KIKEILLARSSKEX | iBFIAIEKIEAR
linked agency 15, AR o
404 PAP5.0023 | no such service | RkFILIRSE | BFIANEKEEAR
principal 178 RS o
404 PAP5.0034 | no such domain | kikZIFEF BRIAIEREELR
AR
404 PAP5.0037 | Resource tag not | REFILEFEIR | IBFIANEKEEER
found o RARSE.
409 PAP5.0003 | attached policies | EENEIETHSEE | BOBRSRNEHD
per agency limit | FEMIINBISMHEREE | 5RES.
exceeded GBI PR o
409 PAP5.0004 | attached policies | BBANFIFEMIINAY | iBDBZRSMD
per group limit | SMPERESEGEIIIR | 5RAE
exceeded #l o
409 PAP5.0005 | attached policies | B NAMBAFRFKIIN | B BZSRNSH
per user limit S HRIEEET | K.,
exceeded PR o
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409 PAP5.0006 | concurrent FHrRIER . BHEE.
modification

409 PAP5.0007 | delete conflict: FEmsE, i | iBgRhsE,

%s Bﬁo

409 PAP5.0024 | policies limit BEMBMHEIEE | BHRZRNEE
exceeded I PRH =101

409 PAP5.0025 | policy already BINRIEERE. | BABEKRIEER
exists BRI,

409 PAP5.0026 | policy ZBMRIEEM | BIAEKRIEAR
attachment Ji[18 AR,
already exists

409 PAP5.0027 | policy size limit | BSRISHEESR | IBERB MRS
exceeded BASHFHEE | BIEREIINS.

TRAE%d (&
BIFET=EFF) .

409 PAP5.0028 | versions per BNBHRIEANR | BRZROSH
policy limit REGEI PR REERAS o
exceeded

409 PAP5.0031 | agency already | iZZIEESEERIT | BHHIABREELER
exists EFE. AR

409 PAP5.0035 | tags limit FEHEBITLE | BEABERIEEER
exceeded PR RARS .

409 PAP5.0039 | mfa device ZMFAIREERF | BIAERIEXR
already exists =, AR

409 PAP5.0042 | user already ZIAMBRER BRIAIEKEELR
exists =, AR

409 PAP5.0043 | group already ZRBAFHERFE. | BAEKIEEAR
exists AR

409 PAP5.0044 | user already in | ZIAMARFE&EZ | BRIAEK.
group FRFEH,

409 PAP5.0045 | login profile GRIEREHFE. | BHWASKIELR
already exists AR o
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